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2. Security Program OverviewLast Reviewed: 2025-02-17:19:44:43-UTCAPS is committed to protecting its employees, partners, clients/customers and the company itself from damaging acts eithermalicious or unintentional in nature. This includes implementation of policies, standards, controls and procedures to ensure theConfidentiality, Integrity, and Availability of systems and data according to their risk level.The APS security program and policies are developed on the principles that (1) security is everyone’s responsibility and (2) self-management is best encouraged by rewarding the right behaviors.Quick Reference / Employee Handbook2.1 Controls and Procedures2.2 Information Security Program and ScopeAPS has developed a security program and implemented controls to meet and exceed all compliance requirements, includingPCI, NIST, and applicable industry best practices.On a high level, APS’s information security program covers:Inventory and protection of all critical assetsVisibility into and the management of data lifecycle, from creation to retention to deletionProtection of data-at-rest, data-in-transit, and data-in-useSegmented network architectureAutomated security configuration and remediationCentralized identity and access managementSecure product developmentContinuous monitoring and auditingValidated plan and practice for business continuity, disaster recovery, and emergency responseEnd-user computing protection and awareness trainingMore information about the APS Security and Privacy program can be found at https://compliance.aboveproperty.com and https://compliance.aboveproperty.com/privacy-policy/.The information security program and its policies and procedures cover all APS workforce members, including full-time and part-time employees in all job roles, temporary staff, contractors and subcontractors, volunteers, interns, managers, executivesemployees, and third parties.2.3 Understanding the Policies and DocumentsPolicies are written in individual documents, each pertaining to a specific domain of concern.Tldr1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 2. Security Program Overview- 7/148 -
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Each document starts with the current version number and/or last updated date, followed by a brief summary. The remaining ofthe document is structured to contain two main sections:Policy StatementsControls and ProceduresAll policy documents are maintained, reviewed, updated and approved following standards and procedures outlined in PolicyManagement.2.4 Review and ReportingThe information security program, policies, procedures and controls are reviewed on a regular basis internally by crossfunctional team members and externally by qualified assessors.• • 2.4 Review and Reporting- 8/148 -



3. Corporate GovernanceLast Reviewed: 2025-02-17:19:44:43-UTCAbove Property® is an advanced global travel solution delivered via an always-on multi-cloud, module based platform.Our vision is to solve the technology and business constraints of today’s legacy based CRS, CCM, RMS, Channel Managers andPMS by leveraging our groundbreaking multi-tenant, rules-based, big-data driven, global Travel Platform.APS believes in transparent and ethical business practices, and the protection of long-term interests of its employees, customers,shareholders and other stakeholders.APS has established a Board of Directors (Bod) and appointed qualified members and directors, such that:Corporate bylaws are in place that describe board members responsibilities.The BoD identifies and accepts its oversight responsibilities in relation to established requirements and expectations.Board members are evaluated on a periodic basis to help ensure their skills and expertise are suited to lead seniormanagement and take commensurate action.The BoD has sufficient members who are independent from management and are objective in evaluations and decision making.The expectations of the BoD and/or senior management are defined and understood at all levels of the organization and itsservice providers and business partners.3.1 Controls and Procedures3.1.1 Board of Directors ResponsibilitiesThe Board of Directors (BoD) meets monthly to discuss financials, operations, business results, strategies and planning. The BoDresponsibilities include:Evaluate the performance of the Chief Executive Officer (CEO) and the executive management teamEstablish policies, evaluate and approve the compensation of senior management of the companyReview succession plans and development programs for senior managementReview and approve long-term strategic and business plans and monitor organization’s performance against the plansReview and approve any major risks and the risk remediation/acceptanceAdopt policies of corporate conduct, including compliance with applicable laws, rules and regulations, maintenance ofaccounting, financial and other controls, and reviewing the adequacy of compliance systems and controlsEvaluate the overall effectiveness of the Board and its committees and the individual directors on a periodic basisAdopt and implement best practices of corporate governance in full conformity with the letter and spirit of all applicable laws,rules and regulations• • • • • • • • • • • • • 3. Corporate Governance- 9/148 -



4. Policy ManagementLast Reviewed: 2025-02-17:19:44:43-UTCAPS implements policies and procedures to maintain compliance and integrity of data. The Security Officer is responsible formaintaining policies and procedures and assuring all APS workforce members, business associates, customers, and partners areadherent to all applicable policies. Previous versions of policies are retained at https://github.com/aboveproperty/security-policies to assure ease of finding policies at specific historic dates in time.4.1 Policy StatementsAPS policy requires that:(a) APS policies must be developed and maintained to adhere to security best practices, to minimally meet the requirements ofthe following standards:PCI DSS 4GDPRNIST(b) All policies must be reviewed at least annually.(c) All policy changes must be approved by APS Security Officer. Additionally,Major changes may require approval by APS CEO or designee;Changes to policies and procedures related to product development may require approval by the Head of Engineering.(d) All policy documents must be maintained with version control, and previous versions must be retained for a defined,predetermined timeframe.(e) Policy exceptions are handled on a case-by-case basis.All exceptions must be fully documented with business purpose and reasons why the policy requirement cannot be met.All policy exceptions must be approved by both APS Security Officer and COO.An exception must have an expiration date no longer than one year from date of exception approval and it must be reviewedand re-evaluated on or before the expiration date.4.2 Controls and Procedures4.2.1 Policies and Controls FrameworkAPS maintains a set of policies and controls that captures standards, regulatory, legal, and statutory requirements relevant to thebusiness needs. The framework and its contents are reviewed at least annually to ensure changes that could affect the businessprocesses are reflected.StructureSimilar to the concept of “micro-services”, the policies and control procedures are written in individual “micro-docs”. They aremapped to each other via a JSON configuration.Controls MappingA JSON document configures the mapping of each control procedure to one or more security/compliance frameworks, asapplicable.• • • • • • • • 4. Policy Management- 10/148 -
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Note that the controls mapping is only between a control/procedure document to the requirement, not at the policy level. This isbecause we strongly believe that you must have documented controls and procedures to implement and enforce a high levelwritten policy. Having a written policy by itself without implementation or enforcement does not address the risk of any securityor compliance requirement.Compliance standardsAt least once a year, APS reviews the regulatory, legal, and statutory requirements relevant to its business needs and adopts anyrelevant standards into its controls framework and governance program.The list of applicable standards can be found it the same repository as the policies and controls documentation and/or in theAbove Property compliance management application/platform.4.2.2 Policy Management ProcessDocument StructurePolicies are written in individual documents, each pertaining to a specific domain of concern.Each document starts with the current version number in the format of YYYY.#  (e.g. 2017.1 ), followed by a brief summary. Theremaining of the document is structured to contain the following subsections:Policy StatementsApplicable StandardsControls and ProceduresVersioningEach APS policy document contains a version and optionally a revision number. The version number is the four digit yearfollowed by a number, to indicate the year and sequence number of the policy at which time it was written or updated.The version number shall be incremented by one with each material change to the policy content. For example, if a new policystatement is added or a technical control/procedure is updated to 2017.1  version of a policy, the new version should benumbered 2017.2 .The policy document may also include a revision number, in the format of rev.# , immediately following the main version number.A revision number indicate minor, non-material changes to the document, such as formatting changes, fixing typos, or addingminor details.NumberingIf sequencing numbers are included in the policy headings:Policy may be referenced by its statement number, such as §2.1(a) , in internal/external communications as well as in otherAPS policies or technical/business documentation for cross reference.As such, to maintain cross referencing integrity, starting from version 2017.2 , all numbering shall remain intact for policydocuments and statements.When updating, avoid reordering and renumbering of policy documents and statements. For example:Append at the end of the list by adding new statement(s) as needed instead of inserting.If a policy or policy statement is no longer applicable, mark it deprecated instead of removing the file or statement completely.Review and Maintenance of PoliciesAll policies are stored and up to date to maintain APS best practice. Updates and version control are done similar to source codecontrol.• • • • • • • • 1. 4.2.2 Policy Management Process- 11/148 -



Policy update requests can be made by any workforce member at any time. Furthermore, all policies are reviewed annually by theSecurity and Privacy Officer to assure they are accurate and up-to-date.APS employees may request changes to policies using the following process:The APS employee initiates a policy change request by creating an Issue in the Rally Security project. The change request mayoptionally include a GitHub pull request from a separate branch or repository containing the desired changes.The Security Officer is assigned to review the policy change request.Once the review is completed, the Security Officer approves or rejects the Issue. If the Issue is rejected, it goes back for furtherreview and documentation.If the review is approved, the Security Officer then marks the Issue as Done, adding any pertinent notes required.If the policy change requires technical modifications to production systems, those changes are carried out by authorized personnelusing APS’s change management process.If the change results in a new version instead of a new revision (see §3.3.1 for definitions), the current version of the policydocument(s) must be saved to archive under the corresponding version number prior to the new policy being adopted/publishedand prior to merging the pull request containing the changes. This allows easy reference to previous versions if necessary.Changes are made on the drafts  (or equivalent) branch instead of on the master  branch for commits.If multiple authors are working on the changes, additional separate branches and pull requests may be necessary before changes aremerged in drafts .Changes must not be merged to master  without the approval of the Security Officer.Changes must not be merged to master  without archiving the existing version of policy document(s), unless the change is a minorrevision.Once the changes are final and approved, a pull request shall be created from the drafts  branch to the master  branch and allmembers of the development team shall be included as approvers. This serves as communication and training of policy updates to thedevelopment organization, and the pull request approvals serve as records of training received.Policy update communication and training for non-development staff is conducted separately by the Security team.All policies are made accessible to all APS workforce members. The current master policies are published at https://compliance.aboveproperty.com.Changes are automatically communicated to all APS team members through integrations between GitHub and Slack that logchanges to a predefined APS Slack Channel.The Security Officer also communicates policy changes to all employees via email. These emails include a high-level description ofthe policy change using terminology appropriate for the target audience.All policies, and associated documentation, are retained for 7 years from the date of its creation or the date when it last was ineffect, whichever is laterVersion history of all APS policies is done via GitHub.Backup storage of all policies is done with AWS S3 and/or internal file share (e.g. Microsoft Office365 SharePoint or Box).The policies and information security policies are reviewed and audited annually, or after significant changes occur to APS’sorganizational environment, by the security committee members. Issues that come up as part of this process are reviewed by APS2. 3. a. b. c. d. e. f. Important• • • • • • 4. • • 5. a. b. 6. 4.2.2 Policy Management Process- 12/148 -
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management to assure all risks and potential gaps are mitigated and/or fully addressed. The process for reviewing polices isoutlined below:The Security Officer initiates the policy review by creating an Issue in the Rally Security project or via a Pull Request (PR).The Security Committee members and additional reviewers are notified by email or via the PR to review the current policies.If changes are made, the above process is used. All changes are documented in the Issue/PR.Once the review is completed, the Security Officer approves or rejects the Issue/PR. If the Issue/PR is rejected, it goes back forfurther review and documentation.If the review is approved, the Security Officer then marks the Issue as Done, or merges the PR into master branch, adding anypertinent notes required.Policy review is monitored using Rally or GitHub reporting to assess compliance with above policy.Additional documentation related to maintenance of policies is outlined in Roles and Responsibilities.a. b. c. d. e. f. 4.2.2 Policy Management Process- 13/148 -



5. Security Architecture and Operating ModelLast Reviewed: 2025-02-17:19:44:43-UTCIn the digital age, cyber attacks are inevitable. At APS, we are taking a “zero trust”, “minimal infrastructure” approach tomanaging risk and information security.This document describes our guiding principles and aspirations in managing risk and the building blocks of our security model.5.1 Policy StatementsAPS policy requires that:(a) APS’s security program and operations should be designed and implemented with the following objectives and best practices:data-centric, cloud-firstassume compromise therefore never trust, always verifyapply controls using least-privilege and defense-in-depth principlesavoid single point of compromiseautomate whenever possible, the simpler the better, less is moreprompt self management and reward good behaviors(b) Security shall remain a top priority in all aspects of APS’s business operations and product development.5.2 Controls and Procedures5.2.1 APS Security Principles(1) Data-centric model; zero-trust architecture“Zero Trust” is a data-centric security design that puts micro-perimeters around specific data or assets so that more granularrules can be enforced. It remedies the deficiencies with perimeter-centric strategies and the legacy devices and technologiesused to implement them. It does this by promoting “never trust, always verify” as its guiding principle. This differs substantiallyfrom conventional security models which operate on the basis of “trust but verify.”In particular, with Zero Trust there is no default trust for any entity — including users, devices, applications, and packets—regardless of what it is and its location on or relative to the corporate network. In addition, verifying that authorized entities arealways doing only what they’re allowed to do is no longer optional; it’s now mandatory.No internal network. (Almost) 100% cloud.Fully segregated with Granular policy enforcements.Individually secured devices. No production access by default.(2) “Air-Gapped” environments meet short-lived processesWe extend the zero-trust security model with a “Minimal Infrastructure” approach, where we use “Anything-as-a-Service”whenever possible, to harness the full power of the cloud. Cloud services allow us to contain and control access at a much moregranular level, compared to operating on-premise infrastructure. Via access to the extensive APIs provided by the cloud services,we would be able to more easily integrate and automate security operations. Additionally, minimizing infrastructure significantlyreduces always-on attack surfaces. Services that are not used are turned off, instead of being idly available which opens itself up• • • • • • Summary• • • 5. Security Architecture and Operating Model- 14/148 -



to attacks. Together with Zero Trust, this security model and architecture enables a high degree of flexibility for end-usercomputing while maintaining the highest level of security assurance.No direct administrative or broad network connectivity into production.Processes are short-lived and killed after use.Minimal persistent attack surface making it virtually impenetrable.(3) Least-privilege temporary accessCyber attacks are inevitable. When it comes to preparing for potential attacks, APS security operations take the approach thatassumes a compromise can happen at any time, to any device, with little to no indicators. This is also an extension of the “zerotrust” model. When building security operations, we carefully perform risk analysis and threat model, to identify potential singlepoint of compromise and to avoid having the “keys to the kingdom”.In other words, compromise of any single system or user or credential, should not easily lead to a broad or full compromise of theentire infrastructure or operations. For example, if an attacker gains access to a admin credential (e.g. Active Directory domain),it should not directly lead to the compromise of all systems and data in the environment.Need-based access control for both employees and computing services.Access to critical systems and resources are closed by default, granted on demand.Protected by strong multi-factor authentication.No “keys to the kingdom”; no single points of compromise.“Secrets” (such as SSH Keys) must remain secret at all times.(4) Immutable builds and deploysThe APS platform leverages a micro-service architecture. This means that the system has been decomposed into numerous smallcomponents that can be built and deployed individually. Before these components get deployed to our production environments,we thoroughly test and validate the changes in our lower environments which are completely isolated from production. Thisallows us to test upcoming changes while ensuring there is no impact to our customers.As a particular build of a component progresses through our environments, it is important that the build does not change thus weensure that each build is immutable. Once an immutable build has been validated in our lower (non-production) environments,we then deploy it to our production environment where the change will be available to APS customers and end-users.Changes to our infrastructure (database schema changes, storage buckets, load balances, DNS entries, etc.) are also describedin our source code and deployed to our environments just like the applications. This architectural approach to managinginfrastructure is referred to as infrastructure as code and is a key requirement for fully automated deployments with minimalhuman touch.Infrastructure as code with active protection.Automated security scans and full traceability from code commit to production.“Hands-free” deployment ensures each build is free from human error or malicious contamination.Summary• • • Summary• • • • • Summary• • • 5.2.1 APS Security Principles- 15/148 -



(5) End-to-end data protection and privacyIt is of the utmost importance that APS provides for confidentiality (privacy), integrity and availability of its customer’s data. Yourdata is protected with end-to-end encryption, combined with strong access control and key management. We also prohibit ourinternal employees to access customer data directly in production. So your data remains safe and private at all times. We willnever use or share your data without your prior consent.We are proud to offer our customers data storage peace of mind with a money-back guarantee. We guarantee your private datastored on our platform is always safe and protected from cyberattacks such as ransomware, and we will reimburse you forcertain losses of such data due to unauthorized activity in eligible accounts that resulted through no fault of your own.Data is safe both at rest and in transit, using strong encryption, access control and key management.No internal user access is allowed to customer data in production.(6) Strong yet flexible user accessWe all know by now that “Passw0rd” makes a terrible password. Access control is so important we must get it right. That’s whywe leverage tried-and-true technology such as SAML, OAuth, multi-factor authentication, and fine-grained authorization toprovide strong yet intuitive access options, both for our internal staff to access business resources and for our customers toaccess APS platform and services.OAuth 2.0, OpenID Connect, SAML for customer authentication and single sign-on.Multi-factor authentication.Fine-grain attribute-based or role-based authorization.(7) Watch everything, even the watchersYou can’t protect what you can’t see.As the famous strategist, Sun Tzu, once said, “Know thy self, know thy enemy. A thousand battles, a thousand victories.” It allstarts with knowing ourselves. This applies to the infrastructure, environments, operations, users, systems, resources, and mostimportantly, data. It is important to inventory all assets, document all operations, identify all weaknesses, and visualize/understand all events.This includes conducting various risk analysis, threat modeling, vulnerability assessments, application scanning, and penetrationtesting. Not only that, this requires security operations to keep an eye on everything, and someone should also “watch thewatchers”.At first, this would require significant manual effort and may seem impossible to keep up-to-date. Our goal is to automatesecurity operations, so that this can be achieved programmatically as our operations evolve to become more complex.Additionally, APS security team will actively monitor threat intelligence in the community, with feeds and information sharingplatform such as NH-ISAC to stay abreast of the attacker activities and methodologies.All environments are monitored; All events are logged; All alerts are analyzed; All assets are tracked.No privileged access without prior approval or full auditing.We deploy monitoring redundancy to “watch the watchers”.Summary• • Summary• • • Summary• • • 5.2.1 APS Security Principles- 16/148 -



(8) Centralized and automated operationsAs much as possible, APS security will translate policy and compliance requirements into reusable code for easy implementationand maintenance. This allows us to truly be able to enforce policy and compliance in a fast and scalable way, rather than relyingsolely on written policies and intermittent manual audits. For example, end-point device policies may be translated into ChefInSpec code and compliance may be enforced through the agent. Access Control policies for production environments aretranslated into AWS IAM JSON policies and implemented via Infrastructure as Code (IaC).Automation makes it truly possible to centralize security operations, including not only event aggregation and correlation, butalso the orchestration and management of previously siloed security controls and remediation efforts.API-driven cloud-native security fabric thatcentrally monitors security events,visualizes risk management,automates compliance audits, andorchestrates near real-time remediation.(9) Usable securitySecurity benefits from transparency, and should operate as an open-book. This allows the entire organization to takeresponsibility for and accountability of adopting security best practices. Similar to code reviews and pull requests in thedevelopment process, APS security team makes security standards and practices available to all employees for feedback prior toadoption.We emphasize on the usability and practicality of security. A security solution or process is not effective, if it is not being used, nomatter how good it may be. Having impractical security would only generate noise, provide a false sense of security, and incurunnecessary cost. Nothing is perfect, but we embrace an agile mindset to test and try, and to continuously improve.All employees receive security awareness training not annually, but monthly.Simple policies, processes, and procedures.No “Shadow IT”.DevSecOps with common goals and an integrated team.Processes that encourage self management and reward good behavior.(10) Regulatory compliant and hacker verifiedSecurity != Compliance. We cannot have one without the other.Regulatory Compliant;Independently assessed and certified;Hacker verified.Summary• • • • • Summary• • • • • Summary• • • 5.2.1 APS Security Principles- 17/148 -



5.2.2 Security ArchitectureAPS developed a security architecture on top of its three main infrastructure environments - Cloud (AWS), DevOps, andworkforce collaboration / end-user computing.Architecture DiagramsDetailed architecture diagrams of the in-scope networks, endpoints, applications as well as the security operations are developedand maintained by Above Property.Cloud ArchitectureCLOUD NATIVEDesigned for the cloud using true multi-tenant architectureAuto scaling across multiple data centers in multiple regions around the worldAPS services deployed inside private subnets of Virtual Private Cloud (VPC)Comprehensive security and compliance via AWS certificationsOngoing security testing by AWS and AWS customersCUSTOMER BENEFITSInfrastructure is tailored to our customer’s goals and usage patterns“Shared use” model reduces costNearly infinite compute and data capacity via AWS cloud providerCustomers can focus on solving business problems and not worry about infrastructureAutomatic backup and recoveryContinuous improvements via change control processFaster adoption of new technologyEVOLUTION OF CLOUD COMPUTINGBaremetalA computer in someone else’s data centerVirtual MachineA portion of a computer in someone else’s data centerIn AWS, a Virtual Machine is created from Amazon Machine Image (AMI)ContainerA package of essential application libraries and code but not the core OS libraries - Simpler to scale a docker image because - Noduplication of core OS processes (networking, filesystem, etc) - Typically a Docker containerFunctionJust the application code that runs in a pre-built containerAPS strives to leverage functions as the primary building blocks for our platform because:functions deploy more quickly than containers and virtual machinesAWS automatically scales Lambda functions based on the number of incoming invocationsthey are short-lived processes which minimizes attack surface• • • • • • • • • • • • 1. • 2. • • 3. • 4. • • • • 5.2.2 Security Architecture- 18/148 -



5.2.3 Metrics, Measurements and Continuous MonitoringA set of metrics / KPIs have been defined to assist in the measuring, reporting and optimizing the security program and thecontrols in place.A security scorecard is produced every with updates to key metrics of the APS information security program, to measure itsadoption and effectiveness.The reports and scorecards are maintained by and can be accessed at Above Property.5.2.4 Quality of ServiceAPS strives to provide a high quality of service to all of its customers. This is accomplished through a security architecture thatencompasses all of APS’s operations and provides high data confidentiality, integrity, and availability.An overview of APS’s architecture can be found in Security Architecture. APS uses a highly scalable cloud architecture to providesystem quality at all times.All systems are monitored and measured in real time.APS uses DevOps methodology as described in Software Development Process to ensure a smooth delivery process of all systemsand applications. 5.2.3 Metrics, Measurements and Continuous Monitoring- 19/148 -



6. Roles, Responsibilities and TrainingLast Reviewed: 2025-02-17:19:44:43-UTCSecurity and compliance is everyone’s responsibility. APS is committed to ensuring all workforce members actively addresssecurity and compliance in their roles. Statistically, cybersecurity breaches typically start with compromise of end-usercomputing devices, social engineering, human error or insider threat. Therefore, users are the first line of defense and yetusually the weakest link. As such, training is imperative to assuring an understanding of current best practices, the differenttypes and sensitivities of data, and the sanctions associated with non-compliance.In this and all related policy documents, the term “employees” and “workforce members” may be used interchangeably toinclude all full-time and part-time employees in all job roles, contractors and subcontractors, volunteers, interns, managers andexecutives at APS.The Security Officer is responsible for facilitating the development, testing, implementation, training, and oversight of allactivities pertaining to APS’s efforts to be compliant with the applicable security and compliance regulations and industry bestpractices. The intent of the Security Officer Responsibilities is to maintain the confidentiality, integrity, and availability of criticaland sensitive data. The Security Officer reports to the Board of Directors and/or the CEO.APS has appointed Pete Ehlke as the Security Officer.APS has appointed as the Data Protection Officer responsible for all GDPR-related affairs.An official Security Committee has been formed, chaired by the Security Officer, and represented by the select members of theIT team (Security Officer, CTO, CIO, COO, CEO).6.1 Policy StatementsAPS policy requires that:(a) A Security Officer must be appointed to assist in maintaining and enforcing safeguards towards security, compliance, andprivacy.Additionally, a Data Protection Officer must be appointed to fulfill the tasks and responsibilities specified in GDPR.(b) Security and compliance is the responsibility of all workforce members (including employees, contractors, interns, andmanagers/executives). All workforce members are required to:Complete all required security trainings, including annual regulatory compliance training, security awareness, and anyadditional role-based security training as part of the ongoing security awareness program and as required by job role.Follow all security requirements set forth in APS security policy and procedures, including but is not limited to access controlpolicies and procedures and acceptable use policy for end-user computing.See something, say something: follow the incident reporting procedure to report all suspicious activities to the security team.(c) All workforce members are required to report non-compliance of APS’s policies and procedures to the Security Officer ordesignee. Individuals that report violations in good faith may not be subjected to intimidation, threats, coercion, discriminationagainst, or any other retaliatory action as a consequence.(d) All workforce members are required to cooperate with federal, state and local law enforcement activities and legalinvestigations. It is strictly prohibited to interfere with investigations through willful misrepresentation, omission of facts, or bythe use of threats against any person.(e) Workforce members found to be in violation of this policy will be subject to sanctions.(f) Segregation of Duties shall be maintained when applicable to ensure proper checks and balances and minimize conflict ofinterests. This helps reduces the possibility of fraud and insider threat considerably, and eliminates single points of compromiseto critical systems.• • • 6. Roles, Responsibilities and Training- 20/148 -



6.2 Controls and Procedures6.2.1 Assignment of Roles and the Security CommitteeAPS has appointed Pete Ehlke as the Security Officer.The security committee is chaired by the Security Officer, and represented by the select members of the senior leadership team,including Security Officer, CTO, CIO, COO, CEO, in addition to the Security Officer.General Responsibilities of the Security OfficerThe authority and accountability for APS’s information security program and privacy program is delegated to the Security andPrivacy Officer. The Security Officer and the security team are required to perform or delegate the following responsibilities:Build and maintain security and privacy program to satisfy regulatory and contractual requirements.Establish, document, distribute and update security policies, standards and procedures.Oversee, enforce and document all activities necessary to maintain compliance and verifies the activities are in alignment withthe requirements;Monitor, analyze, distribute and escalate security alerts and information.Develop and maintain security incident response and escalation procedures to ensure timely and effective handling of allsituations.Administer user accounts, including additions, deletions, and modifications.Monitor and control all access to critical systems and data.Perform risk assessment, remediation, and ongoing risk management.Provide regular security awareness and compliance training, as well as periodic security updates and remindercommunications for all workforce members.Maintains a program that incentivizes right behaviors, supports timely and proper reporting and investigation of violations,implements effective and practical mitigation, and applies fair sanctions when necessary.Assist in the administration and oversight of business associate agreements.Facilitate audits to validate compliance efforts throughout the organization.Work with the CFO to ensure that any security objectives have appropriate consideration during the budgeting process.Workforce Supervision ResponsibilitiesAlthough the Security Officer is responsible for implementing and overseeing all activities related to maintaining compliance, itis everyone’s responsibility (i.e. team leaders, supervisors, managers, co-workers, etc.) to supervise all workforce members andany other user of APS’s systems, applications, servers, workstations, etc. that contain sensitive data.Monitor workstations and applications for unauthorized use, tampering, and theft and report non-compliance according to theSecurity Incident Response policy.Assist the Security Officers to ensure appropriate role-based access is provided to all users.Take all reasonable steps to hire, retain, and promote workforce members and provide access to users who comply with theSecurity regulation and APS’s security policies and procedures.Segregation of DutiesAPS has dedicated team/personnel assigned the job function of security and compliance. Segregation of duties are achieved via acombination of assignment of roles and responsibilities to different personnel, and automation enforcement for software-definedprocesses.Checks and balances are ensured via such segregation of duties and related review/approval processes. When applicable,reviews and approvals must be obtained from designated personnel separate from the individual performing the work.• • • • • • • • • • • • • 1. 2. 3. 6.2 Controls and Procedures- 21/148 -



6.2.2 Policy and Compliance TrainingThe Security Officer facilitates the training of all workforce members as follows:New workforce members within their first month of employment;Existing workforce members annually;Existing workforce members whose functions are affected by a material change in the policies and procedures, within a monthafter the material change becomes effective;Existing workforce members as needed due to changes in security and risk posture of APS.Documentation of the training session materials and attendees is retained for a minimum of seven years.The training session focuses on, but is not limited to, the following subjects defined in APS’s security policies and procedures:SOC 2 Security Principals and Controls;NIST Security Rules;PCI DSS requirements;Risk Management procedures and documentation;Auditing. APS may monitor access and activities of all users;Workstations may only be used to perform assigned job responsibilities;Users may not download software onto APS’s workstations and/or systems without prior approval from the Security Officer;Users are required to report malicious software to the Security Officer immediately;Users are required to report unauthorized attempts, uses of, and theft of APS’s systems and/or workstations;Users are required to report unauthorized access to facilitiesUsers are required to report noted log-in discrepancies (i.e. application states users last log-in was on a date user was on vacation);Users may not alter sensitive data maintained in a database, unless authorized to do so by a APS Customer;Users are required to understand their role in APS’s contingency plan;Users may not share their user names nor passwords with anyone;Requirements for users to create and change passwords;Users must set all applications that contain or transmit sensitive data to automatically log off after 15 minutes of inactivity;Supervisors are required to report terminations of workforce members and other outside users;Supervisors are required to report a change in a users title, role, department, and/or location;Procedures to backup sensitive data;Procedures to move and record movement of hardware and electronic media containing sensitive data;Procedures to dispose of discs, CDs, hard drives, and other media containing sensitive data;Procedures to re-use electronic media containing sensitive data;Secrets management (such as SSH key) and sensitive document encryption procedures.1. a. b. c. d. 2. 3. a. b. c. d. e. f. g. h. i. j. k. l. m. n. o. p. q. r. s. t. u. v. w. 6.2.2 Policy and Compliance Training- 22/148 -



6.2.3 Ongoing Awareness TrainingAPS leverages KnowBe4 to deliver innovative, fun and engaging security awareness contents to all employees monthly. Thissecurity awareness training shall include modules onphishing,social engineering,proper internet use (social media, email, clicking, etc),access control (proper passwords, 2FA, screen locking, etc),mobile device security,data protection, andsystem security (anti-malware, patches, secure configuration, etc).Progress is tracked individually for each employee and reported on KnowBe4’s cloud-managed learning platform.• • • • • • • 6.2.3 Ongoing Awareness Training- 23/148 -



7. Risk ManagementLast Reviewed: 2025-02-17:19:44:43-UTCThis policy establishes the scope, objectives, and procedures of APS’s information security risk management process. The riskmanagement process is intended to support and protect the organization and its ability to fulfill its mission.7.1 Policy StatementsAPS policy requires that:(a) A thorough risk assessment must be conducted to evaluate the potential threats and vulnerabilities to the confidentiality,integrity, and availability of sensitive, confidential and proprietary electronic information it stores, transmits, and/or processes.(b) Risk assessments must be performed with any major change to APS’s business or technical operations and/or supportinginfrastructure, no less than once per year.(c) Strategies shall be developed to mitigate or accept the risks identified in the risk assessment process.(d) Maintain documentation of all risk assessment, risk management, and risk mitigation efforts for a minimum of seven years.7.2 Controls and Procedures7.2.1 Risk Management ObjectivesAPS has established formal risk analysis and risk management processes toidentify risks that may impact its business operations or the confidentiality, integrity and availability of its critical data; andreduce risk to an acceptable level by implementation of mitigation controls.Unmitigated risk above the pre-defined acceptable level must be reviewed, approved and accepted by senior management.Acceptable Risk LevelsRisks that are either low impact or low probability are generally considered acceptable.All other risks must be individually reviewed and managed.7.2.2 Risk Management ProcessRisk analysis and risk management are recognized as important components of APS’s corporate compliance and informationsecurity program.Risk assessments are done throughout product life cycles:Before the integration of new system technologies and before changes are made to APS physical and technical safeguards; and(Note that these changes do not include routine updates to existing systems, deployments of new systems created based onpreviously configured systems, deployments of new Customers, or new code developed for operations and management of theAPS Platform)While making changes to APS physical equipment and facilities that introduce new, untested configurations.APS performs periodic technical and non-technical assessments of the security rule requirements as well as in response toenvironmental or operational changes affecting the security of sensitive data.• • • • 7. Risk Management- 24/148 -



APS implements security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level to:Ensure the confidentiality, integrity, and availability of all sensitive data APS receives, maintains, processes, and/or transmits for itsCustomers;Protect against any reasonably anticipated threats or hazards to the security or integrity of Customer data and/or sensitive data;Protect against any reasonably anticipated uses or disclosures of Customer data and/or sensitive data that are not permitted orrequired; andEnsure compliance by all workforce members.In addition, APS risk management process requires that:Any risk remaining (residual) after other risk controls have been applied, requires sign off by the senior management and APS’sSecurity Officer.All APS workforce members are expected to fully cooperate with all persons charged with doing risk management work, includingcontractors and audit personnel. Any workforce member that violates this policy will be subject to disciplinary action based on theseverity of the violation, as outlined in the APS Roles Policy.The implementation, execution, and maintenance of the information security risk analysis and risk management process is theresponsibility of APS’s Security Officer (or other designated employee), and the identified Risk Management Team.All risk management efforts, including decisions made on what controls to put in place as well as those to not put into place, aredocumented and the documentation is maintained for six years.The details of the Risk Management Process, including risk assessment, discovery, and mitigation, are outlined in detail below. Theprocess is tracked, measured, and monitored using the following procedures:The Security Officer initiates the Risk Management Procedures by creating an Issue in Rally.The Security Officer is assigned to carry out the Risk Management Procedures.All findings are documented and linked to the Issue.Once the Risk Assessment steps are complete, along with corresponding documentation, the Security Officer approves or rejectsthe Issue. If the Issue is rejected, it goes back for further review and documentation.If the review is approved, the Security Officer then marks the Issue as Released, adding any pertinent notes required.The Risk Management Procedure is monitored on a quarterly basis using Rally reporting to assess compliance with above policy.Third party risk management details including procurement and systems acquisition can be found in §vendor.Risk Management ScheduleThe two principle components of the risk management process - risk assessment and risk mitigation - will be carried outaccording to the following schedule to ensure the continued adequacy and continuous improvement of APS’s information securityprogram:Scheduled Basis - an overall risk assessment of APS’s information system infrastructure will be conducted annually. Theassessment process should be completed in a timely fashion so that risk mitigation strategies can be determined and includedin the corporate budgeting process.Throughout a System’s Development Life Cycle - from the time that a need for a new, untested information systemconfiguration and/or application is identified through the time it is disposed of, ongoing assessments of the potential threats toa system and its vulnerabilities should be undertaken as a part of the maintenance of the system.As Needed - the Security Officer (or other designated employee) or Risk Management Team may call for a full or partial riskassessment in response to changes in business strategies, information technology, information sensitivity, threats, legalliabilities, or other significant factors that affect APS’s Platform.Data Protection Impact Assessment (DPIA)As required by GDPR, APS performs a data protection impact analysis as part of each risk assessment.1. 2. 3. 4. 1. 2. 3. 4. 5. a. b. c. d. e. 6. • • • 7.2.2 Risk Management Process- 25/148 -



7.2.3 Risk Assessment and AnalysisThe intent of completing a risk assessment is to determine potential threats and vulnerabilities and the likelihood and impactshould they occur. The output of this process helps to identify appropriate controls for reducing or eliminating risk.7.2.3 Risk Assessment and Analysis- 26/148 -



Step 1. System CharacterizationThe first step in assessing risk is to define the scope of the effort. To do this, identify where sensitive data is received,maintained, processed, or transmitted. Using information-gathering techniques, the APS Platform boundaries are identified.Output - Characterization of the APS Platform system assessed, a good picture of the Platform environment, and delineation ofPlatform boundaries.Step 2. Threat IdentificationPotential threats (the potential for threat-sources to successfully exercise a particular vulnerability) are identified anddocumented. All potential threat-sources through the review of historical incidents and data from intelligence agencies, thegovernment, etc., to help generate a list of potential threats.Output - A threat list containing a list of threat-sources that could exploit Platform vulnerabilities.Step 3. Vulnerability IdentificationDevelop a list of technical and non-technical Platform vulnerabilities that could be exploited or triggered by potential threat-sources. Vulnerabilities can range from incomplete or conflicting policies that govern an organization’s computer usage toinsufficient safeguards to protect facilities that house computer equipment to any number of software, hardware, or otherdeficiencies that comprise an organization’s computer network.Output - A list of the Platform vulnerabilities (observations) that could be exercised by potential threat-sources.Step 4. Control AnalysisDocument and assess the effectiveness of technical and non-technical controls that have been or will be implemented by APSto minimize or eliminate the likelihood / probability of a threat-source exploiting a Platform vulnerability.Output - List of current or planned controls (policies, procedures, training, technical mechanisms, insurance, etc.) used for thePlatform to mitigate the likelihood of a vulnerability being exercised and reduce the impact of such an adverse event.Step 5. Likelihood DeterminationDetermine the overall likelihood rating that indicates the probability that a vulnerability could be exploited by a threat-sourcegiven the existing or planned security controls.Output - Likelihood rating of low (.1), medium (.5), or high (1). Refer to the NIST SP 800-30 definitions of low, medium, andhigh.Step 6. Impact AnalysisDetermine the level of adverse impact that would result from a threat successfully exploiting a vulnerability. Factors of thedata and systems to consider should include the importance to APS’s mission; sensitivity and criticality (value or importance);costs associated; loss of confidentiality, integrity, and availability of systems and data.Output - Magnitude of impact rating of low (10), medium (50), or high (100). Refer to the NIST SP 800-30 definitions of low,medium, and high.Step 7. Risk DeterminationEstablish a risk level. By multiplying the ratings from the likelihood determination and impact analysis, a risk level isdetermined. This represents the degree or level of risk to which an IT system, facility, or procedure might be exposed if a givenvulnerability were exercised. The risk rating also presents actions that senior management must take for each risk level.Output - Risk level of low (1-10), medium (>10-50) or high (>50-100). Refer to the NIST SP 800-30 definitions of low, medium,and high.• • • • • • • • • • • • • • • • • • • • • 7.2.3 Risk Assessment and Analysis- 27/148 -



Step 8. Control RecommendationsIdentify controls that could reduce or eliminate the identified risks, as appropriate to the organization’s operations to anacceptable level. Factors to consider when developing controls may include effectiveness of recommended options (i.e., systemcompatibility), legislation and regulation, organizational policy, operational impact, and safety and reliability. Controlrecommendations provide input to the risk mitigation process, during which the recommended procedural and technicalsecurity controls are evaluated, prioritized, and implemented.Output - Recommendation of control(s) and alternative solutions to mitigate risk.Step 9. Results DocumentationResults of the risk assessment are documented in an official report, spreadsheet, or briefing and provided to seniormanagement to make decisions on policy, procedure, budget, and Platform operational and management changes.Output - A risk assessment report that describes the threats and vulnerabilities, measures the risk, and providesrecommendations for control implementation.• • • • • • 7.2.3 Risk Assessment and Analysis- 28/148 -



7.2.4 Risk Mitigation and MonitoringRisk mitigation involves prioritizing, evaluating, and implementing the appropriate risk-reducing controls recommended from theRisk Assessment process to ensure the confidentiality, integrity and availability of APS Platform data. Determination ofappropriate controls to reduce risk is dependent upon the risk tolerance of the organization consistent with its goals and mission.7.2.4 Risk Mitigation and Monitoring- 29/148 -



Step 1. Prioritize ActionsUsing results from Step 7 of the Risk Assessment, sort the threat and vulnerability pairs according to their risk-levels indescending order. This establishes a prioritized list of actions needing to be taken, with the pairs at the top of the list getting/requiring the most immediate attention and top priority in allocating resourcesOutput - Actions ranked from high to lowStep 2. Evaluate Recommended Control OptionsAlthough possible controls for each threat and vulnerability pair are arrived at in Step 8 of the Risk Assessment, review therecommended control(s) and alternative solutions for reasonableness and appropriateness. The feasibility (e.g., compatibility,user acceptance, etc.) and effectiveness (e.g., degree of protection and level of risk mitigation) of the recommended controlsshould be analyzed. In the end, select a “most appropriate” control option for each threat and vulnerability pair.Output - list of feasible controlsStep 3. Conduct Cost-Benefit AnalysisDetermine the extent to which a control is cost-effective. Compare the benefit (e.g., risk reduction) of applying a control withits subsequent cost of application. Controls that are not cost-effective are also identified during this step. Analyzing eachcontrol or set of controls in this manner, and prioritizing across all controls being considered, can greatly aid in the decision-making process.Output - Documented cost-benefit analysis of either implementing or not implementing each specific controlStep 4. Select Control(s)Taking into account the information and results from previous steps, APS’s mission, and other important criteria, the RiskManagement Team determines the best control(s) for reducing risks to the information systems and to data confidentiality,integrity, and availability. These controls may consist of a mix of administrative, physical, and/or technical safeguards.Output - Selected control(s)Step 5. Assign ResponsibilityIdentify the workforce members with the skills necessary to implement each of the specific controls outlined in the previousstep, and assign their responsibilities. Also identify the equipment, training and other resources needed for the successfulimplementation of controls. Resources may include time, money, equipment, etc.Output - List of resources, responsible persons and their assignments• • • • • • • • • • • • • • • 7.2.4 Risk Mitigation and Monitoring- 30/148 -



Step 6. Develop Safeguard Implementation PlanDevelop an overall implementation or action plan and individual project plans needed to implement the safeguards andcontrols identified. The Implementation Plan should contain the following information:Each risk or vulnerability/threat pair and risk level;Prioritized actions;The recommended feasible control(s) for each identified risk;Required resources for implementation of selected controls;Team member responsible for implementation of each control;Start date for implementationTarget date for completion of implementation;Maintenance requirements.The overall implementation plan provides a broad overview of the safeguard implementation, identifying important milestonesand timeframes, resource requirements (staff and other individuals’ time, budget, etc.), interrelationships between projects,and any other relevant information. Regular status reporting of the plan, along with key metrics and success indicators shouldbe reported to APS Senior Management.Individual project plans for safeguard implementation may be developed and contain detailed steps that resources assignedcarry out to meet implementation timeframe and expectations. Additionally, consider including items in individual project planssuch as a project scope, a list deliverables, key assumptions, objectives, task completion dates and project requirements.Output - Safeguard Implementation PlanStep 7. Implement Selected ControlsAs controls are implemented, monitor the affected system(s) to verify that the implemented controls continue to meetexpectations. Elimination of all risk is not practical. Depending on individual situations, implemented controls may lower a risklevel but not completely eliminate the risk.Continually and consistently communicate expectations to all Risk Management Team members, as well as senior managementand other key people throughout the risk mitigation process. Identify when new risks are identified and when controls lower oroffset risk rather than eliminate it.Additional monitoring is especially crucial during times of major environmental changes, organizational or process changes, ormajor facilities changes.If risk reduction expectations are not met, then repeat all or a part of the risk management process so that additional controlsneeded to lower risk to an acceptable level can be identified.Output - Residual Risk documentation7.2.5 Cyber Liability InsuranceAPS holds cyber liability insurance with sufficient coverage based on the organization’s risk profile.Our current cyber policy is covered by Acord.• • • • • • • • • • • • • • • • • • • 7.2.5 Cyber Liability Insurance- 31/148 -



8. Compliance Audits and External CommunicationsLast Reviewed: 2025-02-17:19:44:43-UTCAPS may be requested occasionally to share additional details regarding its compliance, privacy and security program by anexternal entity such as a customer, media, legal or law enforcement. Such external communication, beyond what is alreadypublicly published, needs to comply with the following policies and procedures.8.1 Policy StatementsAPS policy requires that:(a) APS operations must comply with all applicable laws, regulations, security standards and frameworks. External audits shallbe conducted accordingly to each applicable compliance requirement.GDPR. APS must protect the personal data and privacy of EU citizens according to the regulatory requirements set forth in theEuropean Union General Data Protection Regulation (GDPR).NIST. APS security shall implement the applicable controls outlined in NIST Special Publication 800-53.PCI. APS must protect the payment card data processed and/or stored according to the requirements in the latest PaymentCard Industry Data Security Standard (PCI DSS).(b) All external communications related to compliance and customer/employee privacy must follow pre-established proceduresand handled by approved personnel. This includes but is not limited to distribution of audit reports, assessment results, incidentsand breach notification.(c) Audit and compliance reports may be shared with an external party only when under signed NDA and approved by APSSecurity Officer.8.2 Controls and Procedures8.2.1 Compliance Program ManagementAPS management and security/compliance team has identified and regularly reviews all relevant statutory, regulatory, andcontractual requirements.APS’s compliance policy includes requirements to meet any and all applicable compliance requirements.Additionally, the Vendor Risk Management policies and procedures specify the details related to contractual agreements withclients, partners and vendors, as well as requirements and process related to intellectual property rights and the use ofproprietary software products.8.2.2 Requesting Audit and Compliance ReportsAPS, at its sole discretion, shares audit reports, including any Corrective Action Plans (CAPs) and exceptions, with customers ona case by case basis. All audit reports are shared under explicit NDA in APS format between APS and party to receive materials.Audit reports can be requested by APS workforce members for Customers or directly by APS Customers.• • • 8. Compliance Audits and External Communications- 32/148 -



The following process is used to request audit reports:A request may be sent by email to compliance@aboveproperty.com or by submitting a request via APS Internal Support Portal orEmail. In the request, please specify the type of report being requested and any required timelines for the report.An Issue with the details of the request is entered into the APS Infrastructure Project on Rally, which is used to track requestsstatus and outcomes.APS security team will confirm if a current NDA is in place with the party requesting the audit report. If there is no NDA in place,APS will send one for execution.Once it has been confirmed that an NDA is executed, APS staff will begin to review the Rally Issue.The APS Security Officer must Approve or Reject the Issue. If the Issue is rejected, APS will notify the requesting party that wecannot share the requested report.If the Issue has been Approved, APS will send the customer the requested audit report and complete the Rally Issue for therequest.See detailed policy and procedures in Breach NotificationExternal Audits of Information Access and ActivityPrior to contracting with an external audit firm, APS shall:Outline the audit responsibility, authority, and accountabilityChoose an audit firm that is independent of other organizational operationsEnsure technical competence of the audit firm staffRequire the audit firm’s adherence to applicable codes of professional ethicsAssign organizational responsibility for supervision of the external audit firmObtain a signed GDPR data processing agreement, if any personal data will be shared/accessed during the auditWhenever possible, a third party auditing vendor should not be providing the organization IT oversight services (e.g., vendorsproviding IT services should not be auditing their own services to ensure separation of duties).Contacts for External Communications RequestsDirect all other communication requests to one of the following:For incident reporting, vulnerability disclosure and other security related inquiries:security@aboveproperty.comhttps://compliance.aboveproperty.comFor privacy concerns, including report of violation:privacy@aboveproperty.comhttps://compliance.aboveproperty.com/privacy-policy/For all compliance related issues, including request of audit reports:compliance@aboveproperty.com8.2.3 Continuous Compliance MonitoringThe status of compliance is tracked via AWS SecurityHub. Compliance dashboards are configured with applicable internal andexternal standards and frameworks. Any potential gaps detected are reported on the compliance dashboards.1. 2. 3. 4. 5. 6. • • • • • • • • • • • • • • 8.2.3 Continuous Compliance Monitoring- 33/148 -
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9. System Audits, Monitoring and AssessmentsLast Reviewed: 2025-02-17:19:44:43-UTCAPS shall audit, monitor, and assess the access and activity of systems and applications that process or store production and/orsensitive data such as personally identifiable information (PII) in order to ensure compliance.Audit activities may be limited by application, system, and/or network auditing capabilities and resources. APS shall makereasonable and good-faith efforts to safeguard information privacy and security through a well-thought-out approach to auditingthat is consistent with available resources.It is the policy of APS to safeguard the confidentiality, integrity, and availability of applications, systems, and networks. To ensurethat appropriate safeguards are in place and effective, APS shall audit access and activity to detect, report, and guard against:Network vulnerabilities and intrusions;Breaches in confidentiality and security of sensitive information;Performance problems and flaws in applications;Improper alteration or destruction of sensitive information;Out of date software and/or software known to have vulnerabilities.This policy applies to all APS systems that store, transmit, or process sensitive information.9.1 Policy StatementsAPS policy requires that:(a) All critical computing systems and software, both virtual and physical, must enable audit logging.(b) Audit logs must include sufficient information to identify who did what, when, where.• • • • • 9. System Audits, Monitoring and Assessments- 34/148 -



9.2 Controls and Procedures9.2.1 Types of System AuditsAPS’s auditing processes include the following. 9.2 Controls and Procedures- 35/148 -



Configuration and Activity Monitoring: This refers to the logging, monitoring, scanning and alerting of a system, account, orenvironment, which may be achieved using real-time automated scripts/software or a manual review/testing. This type of auditingis performed continuously as part of APS operations.User: User and account-level audit trails generally monitor and log all commands directly initiated by the user, all identification andauthentication attempts, and data and services accessed.Application: Application-level audit trails generally monitor and log all user activities, including data accessed and modified andspecific actions.System: System-level audit trails generally monitor and log user activities, applications accessed, file integrity, and other system-defined specific actions.Network: Network-level scans or audit trails generally monitor information on what is operating, perform penetrations, and identifyvulnerabilities.Traffic: Traffic refers to the incoming and outgoing traffic into and out of production/restricted environments. For example, firewalllogs or VPC flow logs in AWS.Data: Data includes all successful and failed attempts at production data access and editing.Data associated with above events will include origin, destination, action performed, timestamp, and other relevant details available.Access Review: This refers to the review of all user and service accounts and permissions across APS operational environments,including on-premise systems, cloud environments such as AWS accounts, and other applications such as collaboration software,ticketing system and code repos.APS developed an internal tool to automatically pull configurations from our cloud based environments, includingAWS access configuration from IAM policies, EC2 VPC and security group settings, S3 bucket policies, Lambda and API Gatewayresources, etc.;Users, groups, application access from Microsoft 365 IdP;Network access settings from Cisco Meraki, etc.The data is collected either on demand triggered by security team or by changes in the operational environment.The data is used by the tool to aggregate and analyze user and application access.Access to other systems and applications that are not covered by this automated tool are reviewed manually on a quarterly basis orwith any significant change to the target environment.As a result of each review, unused or invalid access will be removed.Compliance and Controls Audit: This refers to the audit performed against the Technical, Administrative, and/or Physicalcontrols as defined in APS policies and procedures, to measure their adoption and effectiveness. This type of auditing is typicallyperformed by either a designated internal audit team or an external audit firm, at defined intervals or prompted by a trigger event.Scheduled compliance audit/assessment (e.g. annual risk assessment)High risk or problem prone incidents or events, or as part of post-incident activitiesBusiness associate, customer, or partner complaintsIdentification of significant security vulnerabilitiesAtypical patterns of activityFailed authentication attemptsRemote access use and activityActivity post terminationRandom audits1. Examples include:• • • • • • 2. • • • • • • • • 3. Potential trigger events include:• • • • • • • • • 9.2.1 Types of System Audits- 36/148 -



9.2.2 Security Events AnalysisSecurity logs, events, and audit trails are reviewed by the security team with the assistance of automated systems and processes.Auditing logs are automatically analyzed and correlated by the monitoring solutions and/or a centralized security informationand event management system.The systems are configured with rules/policies to identify suspicious activities, vulnerabilities and misconfigurations. Alerts are triggered upon identification of an issue based on the policy configuration. The alerts are sent immediately to the responsible staff (e.g. security team) for analysis. The alerts may be sent via email,Slack messaging, or as notification on the monitoring dashboard.Analysis is prioritized based on alert severity. High severity alerts are typically reviewed within 24 hours.Incident response process is followed, as needed.Patches and updates will be applied to all systems in a timely manner.9.2.3 Internal/Manual Auditing ActivitiesAdditional manual reviews, such as user accounts and access auditing, may be necessary from time to time. These activities maybe triggered by the events listed above.Responsibility for audit activity is assigned to APS’s Security Officer. The Security Officer shall:Assign the task of generating reports for audit activities to the workforce member responsible for the application, system, ornetwork;Assign the task of reviewing the audit reports to the workforce member responsible for the application, system, or network, orany other individual determined to be appropriate for the task;Organize and provide oversight to a team structure charged with audit compliance activities (e.g., parameters, frequency,sample sizes, report formats, evaluation, follow-up, etc.).All connections to APS are monitored. Access is limited to certain services, ports, and destinations. Exceptions to these rules, ifcreated, are reviewed on an annual basis.The manual review process shall define and include:Description of the activity as well as rationale for performing the audit.Identification of personnel to perform the review (workforce members shall not review audit logs that pertain to their ownsystem activity).Frequency of the auditing process.Determination of significant events requiring further review and follow-up.Identification of appropriate reporting channels for audit results and required follow-up.Manual audits and reviews activities are tracked in Rally.Auditing, reviews and testing may be carried out internally or provided through an external third-party vendor. Wheneverpossible, a third party auditing vendor should not be providing the organization IT oversight services (e.g., vendors providingIT services should not be auditing their own services to ensure separation of duties).9.2.4 Audit RequestsA request may be made for an audit for a specific cause. The request may come from a variety of sources including, but not limitedto, Security Officer, Customer, Partner, or an Application owner or application user.A request for an audit for specific cause must include time frame, frequency, and nature of the request.• • • • • • • • • • • • • • • • • • • • 1. 2. 9.2.2 Security Events Analysis- 37/148 -



A request for an audit must be reviewed and approved by APS’s Privacy Officer and/or Security Officer before proceeding. Underno circumstances shall detailed audit information be shared with parties without proper permissions and access to see such data.Should the audit disclose that a workforce member has accessed sensitive data inappropriately, the minimum necessary/leastprivileged information shall be shared with APS’s Security Officer to determine appropriate sanction/corrective disciplinary action.Only de-identified information shall be shared with Customer or Partner regarding the results of the investigative audit process.This information will be communicated to the appropriate personnel by APS’s Privacy Officer or designee. Prior to communicatingwith customers and partners regarding an audit, it is recommended that APS consider seeking guidance from risk managementand/or legal counsel.9.2.5 Review and Reporting of Audit FindingsAudit information that is routinely gathered must be reviewed in a timely manner, at least monthly, by the responsible workforcemember(s). Additional reviews are performed as needed to assure the proper data is being captured and retained.The reporting process shall allow for meaningful communication of the audit findings to relevant workforce members, Customers,or Partners.Significant findings shall be reported immediately in a written format. APS’s security incident response form may be utilized toreport a single event.Routine findings shall be reported to the sponsoring leadership structure in a written report format.Reports of audit results shall be limited to internal use on a minimum necessary/need-to-know basis. Audit results shall not bedisclosed externally without administrative and/or legal counsel approval.Security audits constitute an internal, confidential monitoring practice that may be included in APS’s performance improvementactivities and reporting. Care shall be taken to ensure that the results of the audits are disclosed to administrative-level oversightstructures only and that information which may further expose organizational risk is shared with extreme caution. Generic securityaudit information may be included in organizational reports (individually-identifiable information shall not be included in thereports).Whenever indicated through evaluation and reporting, appropriate corrective actions must be undertaken. These actions shall bedocumented and shared with the responsible workforce members, Customers, and/or Partners.9.2.6 Remediation of Control DeficienciesMost controls are continuously monitored and reported via automation on the Jira platform.Control deficiencies identified as a result of an internal or external system audit are documented and reviewed withmanagement.Security team works with the corresponding control owner to prioritize and mitigate the control deficiency, including applyingcorrective actions, implementing additional controls or adjusting existing controls as needed.9.2.7 Audit Trails and Application Security Events Logging StandardAPS logging standards requires application and system logs to contain sufficient information to determine who did what, when,where to ensure recording of security and audit events and to generate evidence for unauthorized activities.3. • • 1. 2. • • 3. 4. 5. 9.2.5 Review and Reporting of Audit Findings- 38/148 -



All systems and software developed at APS must have the following security events logging enabled as part of or in addition tostandard application logging.All security log events must have the following attributes at minimum:Timestamp of the event (synchronized to approved time server)Identifier of the principal performing the action (such as user ID)Location including both origin (such as hostname/IP) and target (such as host/service/resource)Activity or action (such as log in, log out, create, read, update, delete of a resource)the action may be logged as and determined by the HTTP request method and the API endpoint Event description and additional details may be logged depending on the system or application The following types of security events must be logged at minimum:User and group administration activities (user or group added, updated, deleted, access granted/revoked)All login attempts, successful and unsuccessful including the source IP addressAll interactive logoffsPrivileged actions (configuration changes, application shutdown/restart, software update etc)Major application events (e.g. application failure, start and restart, shutdown)Any and all actions performed on critical resources such as production dataAll application and system logs must not include (removed or masked):Any sensitive information, includingpersonally identifiable information (PII)except for IP addressesusernames/logins may/should be logged as part of authentication loggingfor user action auditing, opaque IDs should be used instead of usernames/logins whenever possibleAuthentication and session tokens, user credentialsSecurity events and audit logs must be:Always accessible to the monitoring system/teamProtected from any changesMonitored with alerting mechanism in place (including alert for not receiving log events for a certain period of time)All APS IT infrastructure must have system clock synchronizedExamples of recommended application events for logging and their auditing purpose:1. • • • • • • 2. • • • • • • 3. • • • • • 4. • • • 5. Events PurposeClient requests and server responses forensics and debugging - details level is defined by applicationSuccessful and unsuccessful login attempts authenticationSuccessful and failed access to application resources authorization, escalation of privilegesExcessive amount of requests from the client brute-forcing, malicious bots, denial of service attacksE-mails sent by an application spamming, social engineering9.2.7 Audit Trails and Application Security Events Logging Standard- 39/148 -



Details of the logging configuration is documented atApplication Logging - documented on the Engineering WikiIdentity and Access Activity Logs via Microsoft 365AWS CloudtrailAWS S3 Server Access Logs9.2.8 Audit Trail Integrity - Security Controls and Log RetentionAudit logs shall be protected from unauthorized access or modification, so the information they contain will be made available onlyif needed to evaluate a security incident or for routine audit activities as outlined in this policy.All audit logs are protected in transit and encrypted at rest to control access to the content of the logs.Whenever possible, audit logs shall be stored on a separate system to minimize the impact auditing may have on the privacysystem and to prevent access to audit trails by those with system administrator privileges.Separate systems are used to apply the security principle of “separation of duties” to protect audit trails from hackers.APS logging servers may include Elasticsearch, Logstash, and Kibana (ELK) as part of their baseline configuration to easereviewing of audit log data. The ELK toolkit provides message summarization, reduction, and reporting functionality.Reports summarizing audit activities shall be retained for a period of seven years.Audit log data is retained locally on the audit log server or in the source environment for a period of one month. Beyond that, logdata is encrypted and moved to warm storage (currently S3) using automated scripts, and is retained for a minimum of one year.Raw event data may be purged after one month / 30 days as long as the required details are sufficiently covered in aggregatedaudit logs/reports.9.2.9 Auditing Customer and Partner ActivityPeriodic monitoring of Customer and Partner activity shall be carried out to ensure that access and activity is appropriate forprivileges granted and necessary to the arrangement between APS and the 3rd party. APS will make every effort to assureCustomers and Partners do not gain access to data outside of their own environments.If it is determined that the Customer or Partner has exceeded the scope of access privileges, APS’s management and security mustremedy the problem immediately.9.2.10 Auditing and Assessment ToolsAPS’s Security Officer is authorized to select and use assessment tools that are designed to detect vulnerabilities and intrusions.Use of such tools against APS systems and environments are prohibited by others, including Customers and Partners, without theexplicit authorization of the Security Officer. These tools may include, but are not limited to:Scanning tools and devices;Password cracking utilities;Network “sniffers”;Security agents installed locally on servers and endpoints;Passive and active intrusion detection systems; andPenetration testing tools.Vulnerability testing software may be used to probe the network to identify what is running (e.g., operating system or productversions in place), whether publicly-known vulnerabilities have been corrected, and evaluate whether the system can withstandattacks aimed at circumventing security controls.• • • • 1. 2. 3. • • 4. 5. 6. 1. 2. • • • • • • 9.2.8 Audit Trail Integrity - Security Controls and Log Retention- 40/148 -
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10. HR and Personnel SecurityLast Reviewed: 2025-02-17:19:44:43-UTCAPS is committed to ensuring all workforce members actively address security and compliance in their roles at APS. Weencourage self management and reward the right behaviors. This policy specifies acceptable use of end-user computing devicesand technology. Additionally, training is imperative to assuring an understanding of current best practices, the different typesand sensitivities of data, and the sanctions associated with non-compliance.10.1 Policy StatementsIn addition to the roles and responsibilities stated earlier, APS policy requires all workforce members to comply with theAcceptable Use Policy for End-use Computing and HR Security Policy.APS policy requires that:(a) Background verification checks on all candidates for employees and contractors should be carried out in accordance withrelevant laws, regulations, and ethics, and proportional to the business requirements, the classification of the information to beaccessed, and the perceived risk.(b) Employees, contractors and third party users must agree and sign the terms and conditions of their employment contract,and comply with acceptable use.(c) Employees will go through an onboarding process that familiarizes them with the environments, systems, securityrequirements, and procedures APS has in place. Employees will also have ongoing security awareness training that is audited.(d) Employee offboarding will include reiterating any duties and responsibilities still valid after terminations, verifying thataccess to any APS systems has been removed, as well as ensuring that all company owned assets are returned.(e) APS and its employees will take reasonable measures to ensure no sensitive data is transmitted via digital communicationssuch as email or posted on social media outlets.(f) APS will maintain a list of prohibited activities that will be part of onboarding procedures and have training available if/whenthe list of those activities changes.(g) A fair disciplinary process will be utilized for employees are suspected of committing breaches of security. Multiple factorswill be considered when deciding the response such as whether or not this was a first offense, training, business contracts, etc.APS reserves the right to terminate employees in the case of serious cases of misconduct.10.2 Controls and Procedures10.3 HR Management and ReportingAPS uses TriNet to manage its workforce personnel records.10.3.1 Organization StructureA reporting structure has been established that aligns with the organization’s business lines and/or individual’s functional roles.The organizational chart is available to all employees via the TriNet and/or posted on the internal web portal.10.3.2 Job Functions and DescriptionsPosition / Job descriptions are documented and updated as needed that define the skills, responsibilities, and knowledge levelsrequired for certain jobs. 10. HR and Personnel Security- 41/148 -



10.3.3 Acceptable Use of End-user ComputingAPS requires all workforce members to comply with the following acceptable use requirements and procedures, such that:(a) Per APS security architecture, all workforce members are primarily considered as remote users and therefore must follow allsystem access controls and procedures for remote access.(b) Use of APS computing systems is subject to monitoring by APS IT and/or Security team.(c) Employees may not leave computing devices (including laptops and smart devices) used for business purpose, includingcompany-provided and BYOD devices, unattended in public.(d) Device encryption must be enabled for all mobile devices accessing company data, such as whole-disk encryption for alllaptops.(e) Use only legal, approved software with a valid license installed through a pre-approved application store. Do not use personalsoftware for business purposes and vice versa.(f) Encrypt all email messages containing sensitive or confidential data.(g) Employees may not post any sensitive or confidential data in public forums or chat rooms. If a posting is needed to obtaintechnical support, data must be sanitized to remove any sensitive or confidential information prior to posting.(h) Anti-malware or equivalent protection and monitoring must be installed and enabled on all endpoint systems that may beaffected by malware, including workstations, laptops and servers.(i) All data storage devices and media must be managed according to the APS Data Classification specifications and DataHandling procedures.(j) It is strictly forbidden to download or store any sensitive data on end-user computing devices, including laptops, workstationsand mobile devices.10.3.4 Employee Onboarding ProceduresA master checklist for employee onboarding is maintained by HR/Facilities.It is published in the HR system or the HR folder on APS’s internal file sharing site.The HR Representative / Facility Manager is responsible to create an Issue in the Rally via Help Desk to initiate and track theonboarding process. The onboarding process should include the following IT/Security items:Training.New workforce member is provided training on APS security policy, acceptable use policy, and given access to the EmployeeHandbook.Records of training and policy acceptance is kept in the HR system.The training and acceptance must be completed within 30 days of employment.Access.Standard access is provisioned according to the job role and approval as specified in the HR onboarding Rally ticket.Non-standard access requires additional approval following the access request procedures.Request for modifications of access for any APS employee can be made using the procedures outlined in the Access Establishmentand Modification policy and procedures.System configuration.The end-user computing device (e.g. workstation or laptop) may be provisioned by IT to install necessary software, malwareprotection, security agents, and setting system configurations.Users in a technical role, such as Development, may choose to self configure their system. In this case, the user is givenconfiguration guidelines defined by IT and Security. The system must have the required security configuration and endpoint agentsinstalled for monitoring and to ensure compliance.1. • • • 2. • • • 3. • • 10.3.3 Acceptable Use of End-user Computing- 42/148 -



10.3.5 Employee Exiting/Termination ProceduresA master checklist for employee existing/termination is maintained by HR/Facilities. It is published in the HR system or the HRfolder on APS’s internal file sharing site.The Human Resources Department (or other designated department), users, and their supervisors (HR) are required to notifySecurity upon completion and/or termination of access needs and facilitating completion of the “Termination Checklist”.HR are required to notify Security to terminate a user’s access rights if there is evidence or reason to believe the following (theseincidents are also reported on an incident report and is filed with the Security Officer):The user has been using their access rights inappropriately;A user’s password has been compromised (a new password may be provided to the user if the user is not identified as theindividual compromising the original password);An unauthorized individual is utilizing a user’s User Login ID and password (a new password may be provided to the user if theuser is not identified as providing the unauthorized individual with the User Login ID and password).Security will terminate users’ access rights immediately upon notification, and will coordinate with the appropriate APS employeesto terminate access to any non-production systems managed by those employees.Security audits and may terminate access of users that have not logged into organization’s information systems/applications for anextended period of time.10.3.6 Employee Issue EscalationAPS workforce members are to escalate issues using the procedures outlined in the Employee Quick Reference. Issues that arebrought to the Escalation Team are assigned an owner. The membership of the Escalation Team is maintained by the ChiefExecutive Officer or a delegate.Security incidents, particularly those involving sensitive data, are handled using the process described in Incident Response. Ifthe incident involves a breach of sensitive data, the Security Officer will manage the incident using the process described in Breach Notification. Refer to Incident Response for a list of sample items that can trigger APS’s incident response procedures; ifyou are unsure whether the issue is a security incident, contact the Security team immediately.It is the duty of the incident owner to follow the process outlined below:Create an Issue in the Rally Security Project.The Issue is investigated, documented, and, when a conclusion or remediation is reached, it is moved to Review.The Issue is reviewed by another member of the Escalation Team. If the Issue is rejected, it goes back for further evaluation andreview.If the Issue is approved, it is marked as Done, adding any pertinent notes required.The workforce member that initiated the process is notified of the outcome via email.10.4 Continuous Education and Skills DevelopmentAPS provides employees the opportunity to attend conferences, trade shows, and/or ongoing training/studies relevant to their jobfunction and business objectives.10.5 Non-Compliance Investigation and SanctionsAll APS officers, employees, and associates are expected to review the complete set of policies at least annually, and to read andunderstand individual new policies or policy changes as they are communicated by company management.10.5.1 Compliance MeasurementThe APS management team will verify compliance with policies through various methods, including but not limited to, periodicwalk-thrus, video monitoring, business tool reports, internal and external audits, and feedback to the policy owner.1. 2. • • • 3. 4. 1. 2. 3. 4. 5. 10.3.5 Employee Exiting/Termination Procedures- 43/148 -



10.5.2 ProceduresWorkforce members shall report non-compliance of APS’s policies and procedures to the Security Officer or other individual asassigned by the Security Officer. Individuals that report violations in good faith may not be subjected to intimidation, threats,coercion, discrimination against, or any other retaliatory action as a consequence.The Security Officer promptly facilitates a thorough investigation of all reported violations of APS’s security policies andprocedures. The Security Officer may request the assistance from others.Complete an audit trail/log to identify and verify the violation and sequence of events.Interview any individual that may be aware of or involved in the incident.All individuals are required to cooperate with the investigation process and provide factual information to those conducting theinvestigation.Provide individuals suspected of non-compliance of the Security rule and/or APS’s policies and procedures the opportunity toexplain their actions.The investigator thoroughly documents the investigation as the investigation occurs. This documentation must include a list of allemployees involved in the violation.Violation of any security policy or procedure by workforce members may result in corrective disciplinary action, up to andincluding termination of employment. Violation of this policy and procedures by others, including business associates, customers,and partners may result in termination of the relationship and/or associated privileges. Violation may also result in civil andcriminal penalties as determined by federal and state laws and regulations.A fair disciplinary process will be utilized for employees are suspected of committing breaches of security. Multiple factors will beconsidered when deciding the response such as whether or not this was a first offense, training, business contracts, etc.APS reserves the right to terminate employees in the case of serious cases of misconduct.A violation resulting in a breach of confidentiality (i.e. release of sensitive data to an unauthorized individual), change of the dataintegrity, or inability to access data by other users, requires immediate termination of the workforce member from APS.The Security Officer facilitates taking appropriate steps to prevent recurrence of the violation (when possible and feasible).In the case of an insider threat, the Security Officer is to set up a team to investigate and mitigate the risk of insider maliciousactivity. APS workforce members are encouraged to come forward with information about insider threats, and can do soanonymously.The Security Officer maintains all documentation of the investigation, sanctions provided, and actions taken to preventreoccurrence for a minimum of seven years after the conclusion of the investigation.When the Security Officer identifies a violation and begins a formal sanction process, they will notify the appropriate managementor supervisors within 24 hours. That notification will include 1) identifying the individual sanctioned, 2) the reason for the sanction,and 3) specific procedures for service or account restriction / revocation or other disciplinary actions as required.Warning Notice Template1. • • • • • 2. • • • 3. 4. 5. 6. 10.5.2 Procedures- 44/148 -
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11. AccessLast Reviewed: 2025-02-17:19:44:43-UTCAccess to APS systems and application is limited for all users, including but not limited to workforce members, volunteers,business associates, contracted providers, consultants, and any other entity, is allowable only on a minimum necessary basis. Allusers are responsible for reporting an incident of unauthorized user or access of the organization’s information systems.11.1 Policy Statements11.1.1 Access Control PolicyAPS policy requires that(a) Access to all computing resources, including servers, end-user computing devices, network equipment, services andapplications, must be protected by strong authentication, authorization, and auditing.(b) Interactive user access must be associated to an account or login unique to each human user.(c) All credentials, including user passwords, service accounts, and access keys, must meet the length, complexity, age, androtation requirements defined in APS security standards.(d) Use strong password and multi-factor authentication (MFA) whenever possible to authenticate to all computing resources(including both devices and applications).(e) MFA is required to access any critical system or resource, including but not limited to resources in APS productionenvironments.(f) Unused accounts, passwords, access keys must be removed within an established timeframe.(g) A unique access key or service account must be used for different application or user access.(h) Authenticated sessions must time out after a defined period of inactivity.11.1.2 Access Authorization and TerminationAPS policy requires that(a) Access authorization shall be implemented using role-based access control (RBAC) or similar mechanism.(b) Standard access based on a user’s job role may be pre-provisioned during employee onboarding. All subsequent accessrequests to computing resources must be approved by the requestor’s manager, prior to granting and provisioning of access.(c) Access to critical resources, such as production environments, must be approved by the security team in addition to therequestor’s manager.(d) Access must be reviewed on a regular basis and revoked if no longer needed.(e) Upon termination of employment, all system access must be revoked and user accounts terminated within the defined,predetermined timeframe.(f) All system access must be reviewed at least annually and whenever a user’s job role changes.11.1.3 Shared Secrets ManagementAPS policy requires that(a) Use of shared credentials/secrets must be minimized and approved on an exception basis. 11. Access- 45/148 -



(b) If required by business operations, secrets/credentials must be shared securely and stored in encrypted vaults that meet theAPS data encryption standards.(c) Usage of a shared secret to access a critical system or resource must be supported by a complimenting solution to uniquelyidentify the user.11.1.4 Privileged Access ManagementAPS policy requires that(a) Users must not log in directly to systems as a privileged user.A privileged user is someone who has administrative access to critical systems, such as a Active Directory DomainAdministrator, root user to a Linux/Unix system, and Administrator or Root User to an AWS account.(b) Privilege access must only be gained through a proxy, or equivalent, that supports strong authentication (such as MFA) usinga unique individual account with full auditing of user activities.(c) Direct administrative access to production systems must be kept to an absolute minimum.11.2 Controls and Procedures11.2.1 Standards for Access ProvisioningWorkforce ClearanceThe level of security assigned to a user to the organization’s information systems is based on the minimum necessary amount ofdata access required to carry out legitimate job responsibilities assigned to a user’s job classification and/or to a user needingaccess to carry out treatment, payment, or healthcare operations.All access requests are treated on a “least-privilege” principle.APS maintains a minimum necessary approach to access to Customer data.Access AuthorizationRole based access categories for each APS system and application are pre-approved by the Security Officer.APS utilizes hardware-defined and/or software-defined boundaries to segment data, prevent unauthorized access, and monitortraffic for denial of service attacks.Person or Entity AuthenticationEach workforce member has and uses a unique user ID and password that identifies him/her as the user of the information system.Each Customer and Partner has and uses a unique user ID and password or OpenID Connect that identifies him/her as the user ofthe information system. This is enforced through the use of AWS Cognito.All customer support interactions must be verified before APS support personnel will satisfy any request having informationsecurity implications.Unique User IdentificationAccess to the APS Platform systems and applications is controlled by requiring unique User Login IDs and passwords for eachindividual user and developer.Passwords requirements mandate strong password controls (see below).Passwords are not displayed at any time and are not transmitted or stored in plain text.Default accounts on all production systems and environments, including root, are disabled/locked.Shared accounts are not allowed within APS systems or networks.• 1. 2. 3. 1. 2. 1. 2. 3. 1. 2. 3. 4. 5. 11.1.4 Privileged Access Management- 46/148 -



Automatic Logon and LogoffAutomated log-on configurations that store user passwords or bypass password entry are not permitted for use with APSworkstations or production systems. Automatic log-on may only be permitted for low-risk systems such as conference room PCs connecting to a Zoom Room.Such systems are configured on separate network VLANs.Users are required to make information systems inaccessible by any other individual when unattended by the users (ex. by using apassword protected screen saver or logging off the system).Information systems automatically lock users such as enabling password-protected screensaver after 10 minutes or less ofinactivity.11.2.2 Password ManagementUser IDs and passwords are used to control access to APS systems and may not be disclosed to anyone for any reason.Users may not allow anyone, for any reason, to have access to any information system using another user’s unique user ID andpassword.On all production systems and applications in the APS environment, password configurations are set to require:a minimum length of 8 characters;a mix of upper case characters, lower case characters, and numbers or special characters; prevention of password reuse using a history of the last 24 passwords;where supported, modifying at least 6 characters when changing passwords;account lockout after 5 invalid attempts.Password expiration may be set to a greater interval if an account is always protected by MFA. All system and application passwords must be stored and transmitted securely.Where possible, passwords should be stored in a hashed format using a salted cryptographic hash function (SHA-256 or strongerNIST compliant standard).Passwords that must be stored in non-hashed format must be encrypted at rest pursuant to the requirements in Data Protection.Transmitted passwords must be encrypted in flight pursuant to the requirements in Data Protection.Each information system automatically requires users to change passwords at a pre-determined interval as determined by thesystem owner and/or Security, based on the criticality and sensitivity of the data contained within the network, system, application,and/or database.Passwords are inactivated immediately upon an employee’s termination (refer to the Employee Termination Procedures in HRpolicy).All default system, application, and Vendor/Partner-provided passwords are changed before deployment to production.Upon initial login, users must change any passwords that were automatically generated for them.Password change methods must use a confirmation method to correct for user input errors.All passwords used in configuration scripts are secured and encrypted.If a user believes their user ID has been compromised, they are required to immediately report the incident to the Security team.In cases where a user has forgotten their password, password reset procedures provided by the IdP shall be followed. The exactprocess depends on the system or application. If help is needed, users shall contact Helpdesk or Security1. • • 2. 3. 1. 2. 3. • • • • • Exceptions4. • • • 5. 6. 7. 8. 9. 10. 11. 12. 11.2.2 Password Management- 47/148 -
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An approved password manager is used for to store or share non-critical business application passwords that are not integratedwith our primary IdP through SSO.The password manager locally encrypts the password vault with the user’s master password before synchronizing to the cloud.The master password must follow the password requirements listed above.MFA must enabled in the password manager configuration.Enrollment of the password manager is configured as an application in Google Workspaces.An automated process/tool is implemented to ensure compromised passwords or common dictionary words are not used aspasswords. This is currently implemented in Google Workspaces.11.2.3 Single Sign OnAPS selected Google Workspaces as its primary Identity Provider (IdP) to control user access to systems and businessapplications.Single sign-on (SSO) should be used whenever possible instead of local authentication. This centralized approach improvesuser experience and simplifies access management.SSO is configured via industry standard SAML protocol between the IdP (Google Workspaces) and the target application.APS will not configure SSO to target applications unless they score a “B” rating or higher on the Qualys SSL Labs benchmark.Security team is responsible for the administration of the IdP / SSO system, including user and access provisioning. Securityteam may delegate administrative privilege to a subset of the system, such as a specific application.11.2.4 Multi-factor AuthenticationMulti-factor authentication (MFA) is a standard control used by APS to provide strong access control to critical systems andapplications, and should be enabled whenever possible.PurposeThe purpose of this policy is to provide guidelines for the use of multi-factor authentication (MFA) when accessing AboveProperty resources. These standards are designed to minimize the potential security exposure to Above Property from damageswhich may result from unauthorized use of APS resources. MFA adds a layer of security that helps deter the use of compromisedcredentials.ScopeThe policy applies to all members of the Above Property community, including all employees, contractors, board members, andaffiliates who connect to Above Property associated network or technology resources. This policy applies to any system accessingAbove Property or customer data where MFA can be utilized.DefinitionsMulti-factor authentication: Using two or more factors to validate the identity of a user.Factor (of authentication): There are five are types of factors used in combination together resulting in multi-factorauthentication. They are:Something the user knows (username and password)Something the user has (an item the user physically carries with them)Something the user is (biometrics: fingerprints, face scan, etc.)Somewhere the user is (geo location, on premises)Something the user does (keystroke patterns)PolicyAll individuals are required to engage in one additional step beyond the typical username/password login process to accessAbove Property and affiliated systems. Individuals are required to register and to use an approved MFA device (sometimes calleda security key) wherever such devices are supported. If physical devices are not supported, individuals are required to make useof MFA software, such as Google Authenticator or Authy. Individuals must not use SMS (text message) based MFA unless the13. • • • • 14. • • • • • • • • • • • • 11.2.3 Single Sign On- 48/148 -
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affiliated resource supports no other option. In the case that an affiliated resource only supports SMS based MFA, the individualmust report this to the Information Security Officer.MFA is required for all externally-exposed enterprise or third-party applications, where supported. Enforcing MFA through adirectory service or SSO provider is a satisfactory implementation of this safeguard.MFA is required for all administrative access accounts, where supported, on all enterprise assets, whether managed on-site orthrough a third-party provider.ResponsibilitiesAbove Property will supply each covered individual with one MFA device. Individuals may supply their own backup devices ifdesired. It is the individual’s responsibility to promptly report compromised credentials to the Information Security team. It is theindividual’s responsibility to promptly report a lost or stolen MFA device to the Information Security team.ExemptionsThere may be situations in which an individual has a legitimate need to utilize technology resources outside the scope of thispolicy. The Information Security team must approve, in advance, exception requests based on balancing the benefit versus therisk to the company.EnforcementThis policy regulates the use of all MFA access to APS network, software, and external resources. All users users must complywith this policy, as directed in the Policy Compliance Policy. Services will be disabled immediately if any suspicious activity isobserved. Service will remain disabled until the issue has been identified and resolved.Any covered individual found to have intentionally violated or ignored this policy will be subject to loss of privileges or otheractions, as specified in the Policy Compliance Policy.Approved MFA methods include:Passkeys (preferred. See the Passkey section below.)Hardware MFA token (preferred where passkeys are not available; APS provides Yubikey tokens for all staff, contractors, and boardmembers)A unique cryptographic certificate tied to a deviceTime-based One-Time Password (TOTP) delivered through a mobile app, such as Google AuthenticatorOne-time passcode delivered through SMS text message (if and only if it is the only supported option)Secure physical facility (if the system or application can only be accessed at that location)11.2.5 Authentication via passkeyAPS strongly encourages users to make use of passkeys wherever they are available. Passkeys use public key cryptography togenerate strong user credentials that are tied to a single web site or application. To make sure only the rightful owner can use apasskey, the system will ask them to unlock their device. This may be performed with a biometric sensor (such as a fingerprint orfacial recognition), PIN, or pattern.Passkeys are suppored directly in Google Chrome, Android devices, iPhone and MacOS and in the 1Password password manager.As of September 2023, the Firefox browser does not support passkey operations, and as a result APS discourages the use ofFirefox.Passkey authentication is significantly stronger and more robust than username/password + MFA authentication, and is thepreferred method of authentication at APS for all sites and applications that support it.Important• • • • • • 11.2.5 Authentication via passkey- 49/148 -
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11.2.6 Role Based Access Control (RBAC)By default, user access is granted based on the user’s job function / role. For example:DeveloperSecurityITAdministrativeMarketing / SalesThis is defined as user groups in Google Workspaces.Access to sensitive data and production customer data is highly restricted and further defined in its own section.11.2.7 Temporary Access to AWS Accounts and ResourcesAccess to APS AWS accounts are permissible through temporary credentials / sessions only. No persistent users, passwords oraccess keys are allowed in AWS IAM configurations for end-user access, either to the AWS console or AWS CLI. This is achievedwith the following processes:AWS Console AccessAn organization master account ( APS-master ) in AWS is configured with IAM roles such as Developer and Security.SAML SSO and trust relationship is established between the roles in APS-master  and an “AWS application” provisioned in AWSIdentity Center.Users are assigned their corresponding roles through application and role assignment in Google Workspaces.Via SSO, Users authenticate through Google Workspaces by using their APS Google username, password, and MFA.Upon successful authentication and MFA validation, users are logged into APS-master  using AWS Assume Role capability.The roles in APS-master  by default has highly restricted access. For example, the Developer  role does not have access to anyservices and resources in the master account.The user is required to Assume a Role in a sub-account, connected via cross-account trust policy defined at account bootstrapor through an approved change management process. For example, a Developer may be able assume the Administrator  role in APS-dev , which is the sandboxed development environment in a separate AWS account.Assume Role access to a production AWS account is highly restricted.Developers can only assume the Developer  role in production which only has access to read CloudWatch logs, XRay systemtraces/service maps, CloudWatch metrics, resource group inventories, and CloudWatch dashboards.Security can only assume the Auditor  role in production which has the default Auditor IAM policy managed by AWS. Thispolicy allows read-only access to account and resource configurations, but does not allow read access to any data such as S3objects.AWS CLI/SDK Accessgranted/assume is used to obtain temporary credentials (access keys) for developers to connect to AWS using the CLI or SDK.Using granted/assume, users are prompted to authenticate to Google Workspaces using their APS credentials and MFA token/app.Upon successful authentication and MFA validation, a temporary session token is inserted into the user’s local environment.This temporary credential expires after one hour and a new temporary credential must be obtained for access.Additional details are documented on the Development Wiki.• • • • • • • • • • • • • • • • • • • • 11.2.6 Role Based Access Control (RBAC)- 50/148 -
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IAM SafetyAPS implements AWS Security Hub to monitor and protect its AWS environments.AWS Access Analyzer works by defining a set of risky actions, such as adding/remove IAM users to an Explicit Deny policy.The policy is attached to an IAM Group, and protected Users and/or Roles are assigned to this Group.Because explicit deny rules always take precedence in AWS IAM policy, this effectively restricts access and prohibits executionof the risky actions as defined in the policy, even if the user/role may have administrative privilege.Privilege Roles, such as Security role in master account and Administrator role in production account, are protected by IAMSafety.Troubleshooting / Support AccessIn normal operations, troubleshooting is performed with log analysis in DataDog, outside of the production environments in AWS.A separate Support role is created for temporary troubleshooting and support access when log access is insufficient to determinethe cause. Support access should be minimized and is designed to involve manual approval and provision process.The Support role by default is NOT assigned to anyone.The Support role is configured with Read level access to the services used by APS platform services and applications. It doesNOT have permission to make any configuration changes and does NOT have access to production data.An Infrastructure (IN) ticket is used to request temporary support access and must be approved by Head of Engineering andSecurity.Upon approval of the support access IN ticket, Security grants the requestor temporary access to by assigning the Supportrole to that particular individual user in Microsoft 365.The Support role is protected by Azure Active Directory and it must be explicitly allowed by the Security team for it to assumethe Support role in the target production environment.By default, temporary Support access is limited to one hour. This can be extended by the Security team.The role assignment is removed from Microsoft 365 immediately after the support session.11.2.8 Remote Access / VPNVPN remote access to non-production and non-privileged environments in AWS are permissible and implemented using AWSVPN.11.2.9 Platform Customer Access to SystemsAPS does not allow direct system access by customers. Access is only available through the Web UI or API interface, with validauthentication and authorization detailed in the Product Security, Architecture, and Security pages of the engineering wiki.• • • • • • • • • • • • 11.2.8 Remote Access / VPN- 51/148 -



11.2.10 Access Establishment, Modification and TerminationRequests for access to APS Platform systems and applications is made formally using the following process:An access request is created in Rally through either the new employee onboarding request or a specific access request from APSInternal Support site.The Security team will grant standard access to per job role as part of new employee onboarding. A standard set of accounts thatare default for all employees are created as part of the onboarding process. This includesUser account for local system/laptopMicrosoft 365 user in the Everyone group, and additional group based on role such as Development, IT, SecurityGoogle Workspaces account for access to email, documents, etc.HR accounts for paperwork, benefits management, payroll, expense reporting, etc.Additional role based access (e.g. GitHub and Jenkins access for a developer)Standard access may be provisioned at any time by account owners/administrators at any time during or after onboarding withapproval of account owners and/or manager.If additional access is needed in addition to the above, a separate access request (through Rally) is required and the requestermust include a description and justification as part of the access request.Once the review is completed, the Security team approves or rejects the Issue. If the Issue is rejected, it goes back for furtherreview and documentation.If the review is approved, IT or Security team provisions access, then marks the Issue as Done, adding any pertinent notesrequired.New accounts will be created with a temporary secure password that meets all password requirements, which must be changed onthe initial login.All password exchanges must occur over an authenticated channel.For on-premise systems, access grants are accomplished by adding the appropriate user account to the corresponding LDAP/ADgroup.For cloud accounts, access grants are provisioned in Microsoft 365 or using the access control mechanisms built into thoseservices/applications.Account management for non-production systems may be delegated to a APS employee at the discretion of the Security Officer.Special access, including access to production environments, is not granted until receipt, review, and approval by the APS SecurityOfficer.The request for access is retained for future reference.Temporary accounts are not used unless absolutely necessary for business purposes.Accounts are reviewed every 90 days to ensure temporary accounts are not left unnecessarily.Accounts that are inactive for over 90 days are removed.In the case of non-personal information, such as generic educational content, identification and authentication may not berequired.Access TerminationIT Manager or Security team receives access termination requests in one of the following conditions and processes itaccordingly:Employee existing/termination, as defined by the process in HR & Employee Security;Employee access to a system is no longer required as a result of job role change or similar event, in which case a accesstermination request may be submitted by the employee or his/her manager via the Internal Help portal or an email request toSecurity team;As the result of a Access Review, as defined in System Auditing.Non-standard access is revoked by default after 30 days of inactivity, unless an exception/extension is requested and approved.1. a. b. • • • • • c. d. e. f. • • • • • 2. 3. 4. • • 5. • • • • 11.2.10 Access Establishment, Modification and Termination- 52/148 -



11.2.11 Access ReviewsAll access to APS systems and services are reviewed and updated following the procedures specified in System Auditing toensure proper authorizations are in place commensurate with job functions.In cases of increased risk or known attempted unauthorized access, immediate steps are taken by the Security Officer to limitaccess and reduce risk of unauthorized access.11.2.12 Service AccountsAll application to application communication using service accounts is restricted and not permitted unless absolutely needed.Automated tools are used to limit account access across applications and systems.Services that are part of APS platform leverage AWS IAM policy configurations and/or OAuth for authorization.Generic accounts are not allowed on APS systems.Direct system to system, system to application, and application to application authentication and authorization are limited andcontrolled to restrict access.In AWS, service accounts are implemented in the form of IAM Roles, and their access defined by the corresponding IAMpolicies. The creation of these IAM roles and policies is implemented as code, which follows the secure development, reviewand production change approval process.An inventory of all Service accounts is maintained by AWS IAM and CloudFormation and reviewed periodically.11.2.13 Employee Workstation / Endpoints Access and UsageAll workstations at APS are company owned, using one the following approved hardware vendors and operating systems:Apple, Dell, or LenovomacOS, Linux (Ubuntu or Debian), or Windows 10Workstations may not be used to engage in any activity that is illegal or is in violation of organization’s policies.Access may not be used for transmitting, retrieving, or storage of any communications of a discriminatory or harassing nature ormaterials that are obscene or “X-rated”. Harassment of any kind is prohibited. No messages with derogatory or inflammatoryremarks about an individual’s race, age, disability, religion, national origin, physical attributes, sexual preference, genderidentification, or health condition shall be transmitted or maintained. No abusive, hostile, profane, or offensive language is to betransmitted through organization’s system.Information systems/applications also may not be used for any other purpose that is illegal, unethical, or against company policiesor contrary to organization’s best interests. Messages containing information related to a lawsuit or investigation may not be sentwithout prior approval.Solicitation of non-company business, or any use of organization’s information systems/applications for personal gain is prohibited.Users may not misrepresent, obscure, suppress, or replace another user’s identity in transmitted or stored messages.Workstation hard drives will be encrypted using FileVault (macOS), BitLocker (Windows) or equivalent.All workstations must have host firewalls enabled to prevent unauthorized access unless explicitly granted.All workstations must have endpoint security software installed and actively running, if supported by the operating system.11.2.14 Production Access and Secrets ManagementAPS leverages a combination of Jenkins credentials store, Amazon Secrets Manager, and Amazon EC2 Systems ManagerParameter Store to securely store production secrets. Secrets are always encrypted; access to secrets is always controlled andaudited.Details and usage are documented on the APS Engineering Wiki.• • • • • • • • • • 1. 2. 3. 4. 5. 6. 7. 8. 11.2.11 Access Reviews- 53/148 -
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11.2.15 Production Data AccessThe following requirements and controls are in place for accessing production data by internal personnel:There is no pre-provisioned, persisted “internal” access to production data stores. Access such as direct SSH to the productiondatabase servers and direct access to data objects in production S3 buckets are prohibited.Access to customer data is granted on a per-account basis.Access requests follow the same production access processes. Access must be approved by both the data owner and thesecurity team.Access to production data is granted only through an approved platform with strong centralized access control, with MFA.An audit list of who has access to which customer data is maintained and reviewed monthly. Access is revoked when no longerneeded.11.2.16 Password Reset and other Helpdesk RequestsAPS employees have the ability to obtain self-service support directly from supported business applications, such as passwordreset via the SSO/IdP tool.If needed, users may use our internal service desk or email request to obtain IT and Security support.A ticket is opened in Rally for each support request and assigned to the appropriate personnel. The person assigned must verifythe identity of the requester and ensure the ticket has appropriate approval before implementing or providing support. Theverification step and confirmation of “User identity verified” should be included as a comment in the ticket by the supportpersonnel. Additionally, if a password or security credential has been created or supplied, confirm user has received it viaanother channel like slack/email/phone/zoom and document receipt in the ticket.• • • • • 11.2.15 Production Data Access- 54/148 -



12. Facility Access and Physical SecurityLast Reviewed: 2025-02-17:19:44:43-UTCIt is the goal of APS to provide a safe and secure environment for all employees. Access to the APS facilities is limited toauthorized individuals only.APS works with Subcontractors (e.g. property management companies and facilities management) to assure restriction ofphysical access to systems used as part of the APS Platform.Physical Access to all of APS facilities is limited to only those authorized in this policy. All workforce members are responsible forreporting an incident of unauthorized visitor and/or unauthorized access to APS’s facility.12.1 Policy StatementsAPS policy requires that(a) Physical access to APS facilities is restricted.(b) All employees are required to wear employee badges at secure facilities (such as server rooms, data centers, labs).(c) All employees must follow physical security requirements and procedures documented by facility management.(d) On-site visitors and vendors must be escorted by a APS employee at all times while on premise.(e) All workforce members are responsible for reporting an incident of unauthorized visitor and/or unauthorized access to APS’sfacility.(f) Retain a record for each physical access, including visits, maintenance and repairs to APS production environments andsecure facilities.Details must be captured for all maintenance and repairs performed to physical security equipment such as locks, walls, doors,surveillance cameras; andAll records must be retained for the defined, predetermined timeframe.(g) Building security, such as fire extinguishers and detectors, escape routes, floor warden responsibilities, shall be maintainedaccording to applicable laws and regulations.12.2 Controls and Procedures12.2.1 Physical SecurityAccess Requirements OverviewPhysical access is restricted using badge readers and/or smart locks that track all access.Restricted areas and facilities are locked when unattended (where feasible).Only authorized workforce members receive access to restricted areas (as determined by the Security Officer).Access and keys are revoked upon termination of workforce members.Workforce members must report a lost and/or stolen key(s) or badge(s) to his/her manager, local Site Lead, or the FacilityManager.The Facility Manager or designee is responsible to revoke access to the lost/stolen badge(s) or access key(s), and re-provisionaccess as needed.The Facility Manager or designee facilitates the changing of the lock(s) within 7 days of a physical key being reported lost/stolen.• • • • • • • • • 12. Facility Access and Physical Security- 55/148 -



Enforcement of Facility Access PoliciesReport violations of this policy to the restricted area’s department team leader, supervisor, manager, or director, or theSecurity Officer.Workforce members in violation of this policy are subject to disciplinary action, up to and including termination.Visitors in violation of this policy are subject to loss of vendor privileges and/or termination of services from APS.Workstation SecurityWorkstations may only be accessed and utilized by authorized workforce members to complete assigned job/contractresponsibilities.All workforce members are required to monitor workstations and report unauthorized users and/or unauthorized attempts toaccess systems/applications as per the System Access Policy.All workstations purchased by APS are the property of APS and are distributed to users by the company.Building Standards per LocationAll entry points are secured by card readers and have cameras for additional monitoring as needed.Naples, FL OfficeThe building is unlocked Monday-Friday from 9am-4pmAfter hours the building is secured and requires an access code for entryThe main entry to our office suite is open during normal business hours (M-F 8am-5pm)APS office space is secured and requires a key entry for after hours accessFacility Access Control ProcessKeys are stored in a locked cabinet until they are issued.NEW HIRESNew Hire access is assigned based on new hire notice issued through Rally.New Hire access is typically activated the day prior to start dateOnce activated the key is stored in a locked cabinet until issued to new hire.SEPARATIONSSeparation notices are issued through Rally.Immediate separation notices are processed when issuedFuture separation notices are pre-scheduled for deactivation prior to termination dateSPECIAL ACCESS REQUESTSSpecial access areas require additional approvals for access. If documented approver is unavailable, COO may act as approver.Maintenance & RepairsAll maintenance, repairs and modifications to our access control system will be handled by the local vendor that supports oursystem.All documents regarding maintenance, repair or modification will be stored in the physical security folder located on the APSGoogle Workspace site.Reporting and AuditingRecords are owned reviewed and maintained by the Facility Manager.• • • • • • • • • • • • • • • • • 12.2.1 Physical Security- 56/148 -



12.2.2 Data Center SecurityPhysical security of data centers is ensured by the cloud infrastructure service provided, AWS.Clean Desk Policy and ProceduresEmployees must secure all sensitive/confidential information in their workspace at the conclusion of the work day and whenaway from their workspace. This includes both electronic and physical information such as:computer workstations, laptops, and tabletsremovable storage devices including CDs, DVDs, USB drives, and external hard drivesprinted materialsComputer workstations/laptops must be locked (password protected) when physically unattended. Portable devices such aslaptops and tablets should be taken home at the conclusion of the work day.Removable storage devices and printed documents must be treated as sensitive material and locked in a drawer or similar whennot in use. Printed materials must be immediately removed from printers or fax machines. Passwords must not be written downor stored physically.Keys and access cards used for access to sensitive or restricted information/areas must not be left unattended anywhere in theoffice.This same policy applies for the work area of remote workers.• • • 12.2.2 Data Center Security- 57/148 -



13. Asset Inventory ManagementLast Reviewed: 2025-02-17:19:44:43-UTCYou can’t protect what you can’t see. Therefore, it is imperative for APS to maintain an accurate and up-to-date inventory of bothits physical and digital assets.More details on data inventory and data lifecycle management is documented separately in Data Management.13.1 Policy StatementsAPS policy requires that:(a) IT and/or Security must maintain an inventory of all critical company assets, both physical and logical.(b) All assets should have identified owners and be tagged with a risk/data classification.13.2 Controls and Procedures13.2.1 Physical Asset InventoryAPS IT leverages a SaaS-based IT asset management system, NetSuite, to maintain inventory of all company owned physicalcomputing equipment, including but not limited to:serversworkstationslaptopsprintersnetworking equipmentEach record includes details of the physical device such as manufacturer, model serial number as well as ownership details andlocation.The movement of computing hardware and electronic media is maintained as part of the records, including media re-use andownership reassignment.APS IT manager is responsible for ensuring each physical asset is entered into and an up-to-date record is maintained in the ITasset management system.All company-owned devices are subject to a complete data wipe if deemed necessary, such as in the case of device infection or re-purpose. This data wipe will be carried out by the IT manager. Such a wipe would occur without access to or backup of thesystem.Plausible deniability is maintained through the following procedure:When equipment is shipped the full disk encryption (Bitlocker, or other) key is disabledWhen equipment is unpacked a full disk wipe is performed without backupUpon completion full disk encryption master key is destroyedLatest version of approved operating system is reloaded and updates are performedUnit is entered back into corporate inventory• • • • • • • • • • 13. Asset Inventory Management- 58/148 -



13.2.2 Digital Asset InventoryAPS Security team uses an automated system to query across our cloud-based infrastructure, including but is not limited to AWS,to obtain detailed records of all digital assets, including but not limited to:Virtual machinesAWS EC2 instancesAWS S3 repositoriesAWS Lambda functionsSecurity agentsSource code repositoriesUser accountsThe records are stored in a database system maintained by APS security team. Records are tagged with owner/project andclassification when applicable. All records are kept up to date via automation.13.2.3 Paper RecordsAPS does not use paper records for any sensitive information. Use of paper for recording and storing sensitive data is againstAPS policies.• • • • • • • 13.2.2 Digital Asset Inventory- 59/148 -



14. Data Management PolicyLast Reviewed: 2025-02-17:19:44:43-UTCThis policy outlines the requirements and controls/procedures APS has implemented to manage the end-to-end data lifecycle,from data creation/acquisition to retention and deletion.Additionally, this policy outlines requirements and procedures to create and maintain retrievable exact copies ofPII and other critical customer/business data.Data backup is an important part of the day-to-day operations of APS. To protect the confidentiality, integrity, and availability ofsensitive and critical data, both for APS and APS Customers, complete backups are done daily to assure that data remainsavailable when it needed and in case of a disaster.14.1 Policy StatementsAPS policy requires that(a) Data should be classified at time of creation or acquisition according to the APS data classification model, by labeling ortagging the data.(b) Maintain an up-to-date inventory and data flows mapping of all critical data.(c) All business data should be stored or replicated to a company controlled repository, including data on end-user computingsystems.(d) Data must be backed up according to its level defined in APS data classification.(e) Data backup must be validated for integrity.(f) Data retention period must be defined and comply with any and all applicable regulatory and contractual requirements. Morespecifically,Data and records belonging to APS platform customer must be retained per APS product terms and conditions and/or specificcontractual agreements.(g) By default, all security documentation and audit trails are kept for a minimum of seven years, unless otherwise specified byAPS data classification, specific regulations or contractual agreement.14.2 Controls and Procedures14.2.1 Data Classification ModelAPS defines the following four classifications of data:CriticalConfidentialInternalPublicDefinitions and ExamplesCritical data includes data that must be protected due to regulatory requirements, privacy, and/or security sensitivities.Unauthorized disclosure of critical data may result in major disruption to business operations, significant cost, irreparablereputation damage, and/or legal prosecution to the company.• • • • • 14. Data Management Policy- 60/148 -



External disclosure of critical data is strictly prohibited without an approved process and agreement in place.Example Critical Data Types includesPIIPCI or CHD (cardholder data)Production Security data, such asProduction secrets, passwords, access keys, certificates, etc.Production security audit logs, events, and incident dataConfidential and proprietary data represents company secrets and is of significant value to the company.Unauthorized disclosure may result in disruption to business operations and loss in value.Disclosure requires the signing of NDA and management approval.Example Confidential Data Types includesBusiness plansEmployee/HR dataNews and public announcements (pre-announcement)Patents (pre-filing)Specialized source codesNon-production Security data, includingNon-prod secrets, passwords, access keys, certificates, etc.Non-prod security audit logs, events, reports, and incident dataAudit/compliance reports, security architecture docs, etc.Internal data contains information used for internal operations.Unauthorized disclosure may cause undesirable outcome to business operations.Disclosure requires management approval. NDA is usually required but may be waived on a case-by-case basis.Example Internal Data Types includesInternal documentationPolicies and proceduresProduct roadmapsMost source codesPublic data is Information intended for public consumption. Although non-confidential, the integrity and availability of publicdata should be protected.Example Internal Data Types includesNews and public announcements (post-announcement)Marketing materialsProduct documentationContents posted on company website(s) and social media channel(s)• • • • • • • • • • • • • • • • • • • • • • 14.2.1 Data Classification Model- 61/148 -



14.2.2 Data Handling Requirements MatrixRequirements for data handling, such as the need for encryption and the duration of retention, are defined according to the APSData Classifications.N/R = Not Required† customer-owned data is stored for as long as they remain as a APS customer, or as required by regulations, whichever is longer.Customer may request that their data be deleted at any time unless retention is required by law or regulation.14.2.3 Backup and RecoveryCustomer DataAPS stores data in a secure production account in AWS, using a combination of S3 and EBS By default, Amazon S3 providesdurable infrastructure to store important data and is designed for durability of 99.999999999% of objects.APS performs automatic backup of all customer and system data to protect against catastrophic loss due to unforeseen eventsthat impact the entire system. An automated process will back up all data to a separate AWS region in the same country (e.g. USEast to US West). By default, data will be backed up daily. The backups are encrypted in the same way as live production data.Customers can also utilize the APS Application Programming Interface (API) to extract and store their data elsewhere. StandardAPI usage fees will apply.Data Labeling orTagging SegregatedStorage EndpointStorage Encrypt AtRest Encrypt InTransit Encrypt InUse ControlledAccess Monitoring Destructionat Disposal RetentionPeriod BackupRecoveryCritical Required Required Prohibited Required Required Required Access isblocked to endusers bydefault;Temporaryaccess forprivilegedusers only Required Required 7 years foraudit trails;Varies forcustomer-owned data† RequiredConfidential Required N/R Allowed Required Required Required All access isbased on need-to-know Required Required 7 years forofficialdocumentation;Others varybased onbusiness need RequiredInternal Required N/R Allowed N/R N/R N/R All employeesandcontractors(read); Dataowners andauthorizedindividuals(write) N/R N/R 7 years forofficialdocumentation;Others varybased onbusiness need OptionalPublic N/R N/R Allowed N/R N/R N/R Everyone(read); Dataowners andauthorizedindividuals(write) N/R N/R Varies basedon businessneed Optional14.2.2 Data Handling Requirements Matrix- 62/148 -



Source codeAPS stores its source in git repositories hosted by GitHub.Source code repositories are backed up to APS’s AWS S3 infrastructure account on a weekly basis with a common set ofconfiguration for each repository to enforce SDLC processes.In the event that GitHub suffers a catastrophic loss of data, source code will be restored from the backups in AWS S3.Because AWS and GitHub can both host git repositories, we are able to leverage git’s ability to maintain a full history of allchanges to our git repos via the commit log.Business records and documentsEach data owner/creator is responsible for maintaining a backup copy of their business files local on their laptop/workstation tothe appropriate location on APS Google Workspace site. Examples of business files include, but are not limited to:Documents (e.g. product specs, business plans)PresentationsReports and spreadsheetsDesign files/images/diagramsMeeting notes/recordingsImportant records (e.g. approval notes)Unless the local workstation/device has access to Critical data, backups of user workstations/devices are self managed by thedevice owner. Backups may be stored on an external hard drive or using a cloud service such as iCloud if and only if the data isboth encrypted and password protected (passwords must meet APS requirements).• • • • • • 14.2.3 Backup and Recovery- 63/148 -



15. Data ProtectionLast Reviewed: 2025-02-17:19:44:43-UTCAPS takes the confidentiality and integrity of its customer data very seriously. As stewards and partners of APS Customers, westrive to assure data is protected from unauthorized access and that it is available when needed. The following policies drivemany of our procedures and technical controls in support of the APS mission of data protection.Production systems that create, receive, store, or transmit Customer data (hereafter “Production Systems”) must follow therequirements and guidelines described in this section.15.1 Policy StatementsAPS policy requires that:(a) Data must be handled and protected according to its classification requirements and following approved encryptionstandards, if applicable.(b) Whenever possible, store data of the same classification in a given data repository and avoid mixing sensitive and non-sensitive data in the same repository. Security controls, including authentication, authorization, data encryption, and auditing,should be applied according to the highest classification of data in a given repository.(d) All Production Systems must disable services that are not required to achieve the business purpose or function of the system.(e) All access to Production Systems must be logged, following the APS Auditing Policy.(f) All Production Systems must have security monitoring enabled, including activity and file integrity monitoring, vulnerabilityscanning, and/or malware detection, as applicable.15.2 Controls and Procedures15.2.1 Data Protection Implementation and ProcessesData is classified and handled according to the APS Data Handling Specifications and Data Classification document.Critical, confidential and internal data will be tagged upon creation, if tagging is supported. Each tag maps to a data type definedin the data classification scheme, which then maps to a protection level for encryption, access control, backup, and retention.Data classification may alternatively be identified by its location/repository. For example, source codes in APS’s GitHub repos areconsidered “Internal” by default, even though a tag is not directly applied to each source file.Critical and confidential data is always stored and transmitted securely, using approved encryption standards. More details arespecified in APS’s Data Classification and Handling document.All IT systems that process and store sensitive data follow the provisioning process, configuration, change management, patchingand anti-malware standards as defined in Configuration and Change Management document.Customer/Production Data ProtectionAPS hosts on Amazon Web Services in the US-East region by default. Data is replicated across multiple availability zones forredundancy and disaster recovery. 15. Data Protection- 64/148 -



All APS employees, systems, and resources adhere to the following standards and processes to reduce the risk of compromise ofProduction Data:Implement and/or review controls designed to protect Production Data from improper alteration or destruction.Ensure that confidential data is stored in a manner that supports user access logs and automated monitoring for potential securityincidents.Ensure APS Customer Production Data is segmented and only accessible to Customer authorized to access data.All Production Data at rest is stored on encrypted volumes using encryption keys managed by APS. Encryption at rest is ensuredthrough the use of automated deployment scripts referenced in Configuration and Change Management.Volume encryption keys and machines that generate volume encryption keys are protected from unauthorized access. Volumeencryption key material is protected with access controls such that the key material is only accessible by privileged accounts.Encrypted volumes use approved cipher algorithms, key strength, and key management process as defined in §12.3.1 above.AccessAPS employee access to production is guarded by an approval process and by default is disabled. When access is approved,temporary access is granted that allows access to production. Production access is reviewed by the security team on a case bycase basis.SeparationCustomer data is logically separated at the database/datastore level using a unique identifier for the institution. The separation isenforced at the API layer where the client must authenticate with a chosen institution and then the customer unique identifier isincluded in the access token and used by the API to restrict access to data to the institution. All database/datastore queries theninclude the institution identifier.Backup and RecoveryFor details on the backup and recovery process, see controls and procedures defined in Data Management.MonitoringAPS uses AWS CloudWatch/CloudTrail to monitor the entire cloud service operation. If a system failure and alarm is triggered,key personnel are notified by text, chat, and/or email message in order to take appropriate corrective action. Escalation may berequired and there is an on-call rotation for major services when further support is necessary.APS uses a security agent to monitor production systems. The agents monitor system activities, generate alerts on suspiciousactivities and report on vulnerability findings to a centralized management console.15.2.2 Protecting Data At RestEncryption of Data at RestAll databases, data stores, and file systems are encrypted with AES-256 and hardware keys.Local Disk/Volume EncryptionEncryption and key management for local disk encryption of end-user devices follow the defined best practices for Windows,macOS, and Linux/Unix operating systems, such as Bitlocker and FileVault.15.2.3 Protecting Data In TransitAll external data transmission is encrypted end-to-end using encryption keys managed by APS. This includes, but is not limited to,cloud infrastructure and third party vendors and applications.1. 2. 3. 4. 5. 6. 1. 15.2.2 Protecting Data At Rest- 65/148 -



Transmission encryption keys and systems that generate keys are protected from unauthorized access. Transmission encryptionkey materials are protected with access controls, and may only be accessed by privileged accounts.Transmission encryption keys use a minimum of 2048-bit RSA keys, or keys and ciphers of equivalent or higher cryptographicstrength (e.g., 256-bit AES session keys in the case of IPSec encryption).Transmission encryption keys are limited to use for one year and then must be regenerated.For all APS APIs, enforcement of authentication, authorization, and auditing is used for all remote systems sending, receiving, orstoring data.System logs of all transmissions of Production Data access are kept. These logs must be available for audit.Algorithm RequirementsCiphers in use must meet or exceed the set defined as “AES-compatible” or “partially AES-compatible” according to the IETF/IRTF Cipher Catalog, or the set defined for use in the United States National Institute of Standards and Technology (NIST)publication FIPS 140-2, or any superseding documents according to the date of implementation. The use of the AdvancedEncryption Standard (AES) is strongly recommended for symmetric encryption.Algorithms in use must meet the standards defined for use in NIST publication FIPS 140-3 or any superseding document,according to date of implementation. The use of the RSA and Elliptic Curve Cryptography (ECC) algorithms is stronglyrecommended for asymmetric encryption.Signature AlgorithmsAlgorithm: ECDSAKey Length (minumum): P-256Additional Comment: Cisco Legal recommends RFC6090 compliance to avoid patent infringement.Algorithm: RSAKey Length (minumum): 2048Additional Comment: Must use a secure padding scheme. PKCS#7 padding scheme is recommended. Message hashingrequired.Algorithm: LDWMKey Length (minumum): SHA256Additional Comment: Refer to LDWM Hash-based Signatures DraftHash Function RequirementsIn general, APS adheres to the NIST Policy on Hash Functions.Key Agreement and AuthenticationKey exchanges must use one of the following cryptographic protocols: Diffie-Hellman, IKE, or Elliptic curve Diffie-Hellman(ECDH).End points must be authenticated prior to the exchange or derivation of session keys.Public keys used to establish trust must be authenticated prior to use. Examples of authentication include transmission viacryptographically signed message or manual verification of the public key hash.All servers used for authentication (for example, RADIUS or TACACS) must have installed a valid certificate signed by a knowntrusted provider.All servers and applications using SSL or TLS must have the certificates signed by a known, trusted provider.2. 3. 4. 5. 6. • • • • • • • • • • • • • • • • 15.2.3 Protecting Data In Transit- 66/148 -
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Key GenerationCryptographic keys must be generated and stored in a secure manner that prevents loss, theft, or compromise.Key generation must be seeded from an industry standard random number generator (RNG). For examples, see NIST Annex C:Approved Random Number Generators for FIPS PUB 140-2. Encryption of Data in TransitAll network connections, whether covered by regulations or not, whether transiting public networks or not, are encrypted andauthenticated using at least TLS 1.2 (a strong protocol), at least ECDHE_RSA with P-256 (a strong key exchange), and at leastAES_128_GCM (a strong cipher). Connections to and within the Amazon Web Services cloud occur in the context of either theCloudFront content distribution network (CDN) or Application Load Balancers (ALBs). ALBs and CloudFront distributions mustbe configured with at least the TLSv1.2_2019 security policy as defined here. APS recognizes that a majority of its businesspartners in the hospitality industry are slow to adopt the significantly stronger protocols and ciphers specified in theTLSv1.2_2021 policy. It is APS policy to strongly encourage all business partners to upgrade their technology stacks in support ofstronger encryption.Reduced strength cryptography is available for customers with older equipment upon request and with approval from theSecurity Team. In these cases the transport MUST NOT be used for transmission of sensitive data.Special note on emailIt must be noted that regular email is not encrypted, and as such, must not be used to transmit sensitive data such as creditcard details.Data protection via end-user messaging channelsRestricted and sensitive data must not be sent over electronic end-user messaging channels such as email or chat, unless end-to-end encryption is enabled.15.2.4 Protecting Data In UseData in Use, sometimes known as Data in Process, refers to active data being processed by systems and applications which istypically stored in a non-persistent digital state such as in computer random-access memory (RAM), CPU caches, or CPUregisters.Protection of data in use relies on application layer controls and system access controls. See the Production Security / SDLC and Access sections for details.APS applications implement logical account-level data segregation to protect data in a multi-tenancy deployment. In addition,APS applications may incorporate advanced security features such as Runtime Application Self Protection (RASP) modules andAttribute Based Access Control (ABAC) for protection of data in use.15.2.5 Encryption Key ManagementAPS uses AWS Key Management Service (KMS) for encryption key management.KMS keys are unique to APS environments and services.KMS keys are automatically rotated yearly.• • • • 15.2.4 Protecting Data In Use- 67/148 -
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15.2.6 Certificate ManagementAPS uses AWS Certificate Manager (ACM) and LetsEncrypt for certificate management.Certificates are renewed automatically.Security team monitors the certificates for expiration, potential compromise and use/validity. Certificate revocation process isinvoked if the certificate is no longer needed or upon discovery of potential compromise.15.2.7 Data Integrity ProtectionWhen appropriate, APS engineering should implement “Versioning” and “Lifecycle”, or equivalent data management mechanism,such that direct edit and delete actions are not allowed on the data to prevent accidental or malicious overwrite. This protectsagainst human errors and cyberattacks such as ransomware.In AWS, the IAM and S3 bucket policy in production will be implemented accordingly when the environments are configured.When changes must be made, a new version is created instead of editing and overwriting existing data.All edits create a new version and old versions are preserved for a period of time defined in the lifecycle policy.Data objects are “marked for deletion” when deleted so that they are recoverable if needed within a period of time definedaccording to the data retention policy.Data is archived offsite – i.e. to separate AWS account availability zone and/or region.Additionally, all access to sensitive data is authenticated, and audited via logging of the infrastructure, systems and/orapplication.• • • • • 15.2.6 Certificate Management- 68/148 -



16. Secure Software Development and Product SecurityLast Reviewed: 2025-02-17:19:44:43-UTCAPS development team follows the latest security best practices when developing software, and automates security testingthroughout development lifecycle whenever possible.Remediation: Follows defined vulnerability management lifecycleEnsures no high risk security vulnerability is in productionDetails about the APS software application architecture and security are documented on the product development / engineeringwiki.16.1 Policy StatementsAPS policy requires that:APS software engineering and product development is required to follow security best practices. Product should be “Secure byDesign” and “Secure by Default”.Quality assurance activities must be performed. This may includepeer code reviews prior to merging new code into the main development branch (e.g. master branch); andthorough product testing before releasing to production (e.g. unit testing and integration testing).Risk assessment activities (i.e. threat modeling) must be performed for a new product or major changes to an existing product.Security requirements must be defined, tracked, and implemented.All critical or high severity security findings must be remediated prior to each release.All critical or high severity vulnerabilities discovered post release must be remediated in the next release or within the defined,predetermined timeframe.Any exception to the remediation of a finding must be documented and approved by the security team.16.2 Controls and Procedures16.2.1 Software Development ProcessOverviewSoftware development at APS follows a release strategy that provides traceability for production software changes. Features,enhancements, and bugs are written up as Issues in Rally. An engineer on a small team proposes changes necessary and createsa review for the team (GitHub). Continuous integration (Jenkins) kicks off unit and functional tests which pass before changesare deployed to the development environment where Product Owner tests are run before the new code replaces the existing in-service code (test then deploy model).APS practices continuous delivery of code into production through multiple environments: development and production. Thedeploy process and infrastructure roll-out are written as code (using technologies such as AWS CloudFormation) and managedunder source control.APS’s lower environment (dev) provides an ecosystem of sample data sets that exercise the application and services when testautomation is run. The test environment is where the system is stressed for performance and scalability. Performance and• • • 1. 2. • • 1. 2. 1. 2. 3. 16. Secure Software Development and Product Security- 69/148 -



scalability changes are driven by metric data captured through monitoring and logging (metrics before and after change –typically captured as part of the issue description/writeup).Deployments to production are gated by change control process where an issue is opened which identify what is new/changed(Rally). Sign-offs are recorded by development, product owner, and product management. Production roll-outs happen on aregular basis without impact to service. This continuous process allows for security updates to roll out regularly and withurgency. If there is impact to production, a rollback is performed to restore service and whatever caused the problem is revertedfrom source. This restarts the re-proposal approval process of source changes. This process keeps the set of differences betweenthe development environment and the production environment as low as possible.In the continuous delivery mindset, features are not released by the deployment of code into production, instead features areenabled in production at the appropriate time (dark launching). Feature toggle enablement in production is gated by a changecontrol ticket (Rally) that follows the software roll-out approval process. Feature toggle enablement in production can have a fewmore dependencies than code. Those dependencies include things like external documentation, early access programs, andinternal playbooks for supporting the feature.Secure Development StandardsTraceability of code changes allow for our software to be a living entity. Our current system for documenting changes is Rally.Every commit should have a Rally supplied that describes contextually why this change is necessary and reasonable. Theseartifacts over time allow for one to trace the lineage of why our production software and services change over time.All APS git  repositories have a company standard configuration from a GitHub perspective. This standard is a guideline and canbe relaxed when those exceptions are needed. One example of an exception, is the wiki  repository, as editing a wiki and alwaysrequiring a PR in this setting slows down ‘flow’.Code: <#>Repo settings: <#>Build: <#>NOTE: Not all projects (and repos) follow this standard, certain projects might be excluded (e.g. wiki ).• • • 16.2.1 Software Development Process- 70/148 -
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Developers follow the master branch strategy and code review process below:All development uses the main branch used for the current release. Any changes required for a new feature or defect fix arecommitted to that branch.These changes must be covered under 1) a unit test where possible, or 2) integration tests.Integration tests are required if unit tests cannot reliably exercise all facets of the change.Developers are strongly encouraged to follow the commit message conventions suggested by GitHub.Commit messages should be wrapped to 72 characters.Commit messages should be written in the present tense. This convention matches up with commit messages generated bycommands like git merge and git revert.Additionally, the commit messages should start with the Rally Issue ID when applicable.Code reviews are performed as part of the peer review swim lane. Once a change is ready for review, the author(s) will notify otherengineers using an appropriate mechanism, typically by adding reviewers to the ticket.Other engineers will review the changes, using the guidelines above.Engineers should note all potential issues with the code; it is the responsibility of the author(s) to address those issues or explainwhy they are not applicable.If changes/commits are made, it should reset previous approvals and require review and approvals again before the code can bedeployed.If the feature or defect interacts with sensitive data, or controls access to sensitive data, or contains security/risky infrastructurechanges to the target environment, the code changes must be reviewed by the Security team before the feature is marked ascomplete.This review must include a security analysis for potential vulnerabilities such as those listed in the OWASP Top 10.This review must also verify that any actions performed by authenticated users will generate appropriate audit log entries.Release StrategyFeatures, enhancements, and bugs are written up as issues (Rally). An engineer on a small team proposes changes necessary andcreates a review for the team (GitHub). Continuous integration (Jenkins) kicks off unit and functional tests which pass beforechanges are deployed to the development environment. Small teams can decide to follow a source-control branching strategythat makes sense: git-flow, github flow.APS practices continuous delivery of code into production through multiple environments: development then production. Thedeploy process and infrastructure roll-out are written as code (IaC) and managed under source control.APS’s lower environment (dev) provides an ecosystem of sample data sets that can be used to exercise the application andservices when test automation is run. The test environment is where the system is stressed for performance and scalability.Performance and scalability changes are driven by metric data captured through monitoring and logging (metrics before andafter change - typically captured as part of the issue description/writeup).Deployments to production are gated by change management process where an issue is opened which identify what is new/changed (Rally). Sign-offs are recorded by development, testing, security, and product management. Production roll-outs happenon a regular basis without impact to service. This continuous process allows for security updates to roll out regularly and withurgency. If there is impact to production, a rollback is performed to restore service and whatever caused the problem is revertedfrom source. This restarts the re-proposal approval process of source changes.This process keeps set of differences between the development environment and the production environment as low as possible.Features may be released via code deployments or features may be enabled in production at an appropriate time (darklaunching). Feature toggle enablement in production is gated by the same change management ticket (Rally) that follows thesoftware roll-out approval process. Feature toggle enablement in production can have a few more dependencies than code. Thosedependencies include things like external documentation, early access programs, and internal playbooks for supporting thefeature.1. • • 2. • • • 3. • • • 1. • • 16.2.1 Software Development Process- 71/148 -
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Detailed process and procedures for code promotion and production release: See Configuration and ChangeManagement.16.2.2 Source Code ManagementAPS development/engineering team uses GitHub for source code management. Access to GitHub and its configuration standardsinclude:All developers must authenticate to gain access to GitHub and code repos hosted on GitHub according to standards andprocedures defined in the Access Policy:Access control to the GitHub web interface must be enabled, via SSO and/or MFA if applicableSSH public/private key access may be used for command line or git  access to the code reposAll code repos in GitHub follow these configuration standards:All repos must have an owner identified and listedAll repos are by default private16.2.3 High Level Application Security RequirementsAll APS software must be developed to include the following general application security principles and requirements. Webapplications must also protect itself against the OWASP Top 10 vulnerabilities.Protect sensitive customer data such as PII and account passwords. Encrypt data stored (at rest).Secure data in transit and customer communications via TLS.Provision strong access control (authentication and authorization). Prevent and report unauthorized access.Log all transactions and activities to be able to tell who did what, when, where, and how. Mask or remove sensitive data in logs.Implement client security at application endpoints (e.g. browser, mobile app).Communicate securely across application endpoints and between service consumers/producers.Use secure defaults to ensure security when in all error conditions.Check and maintain the security of all third party and open source libraries/components/dependencies.Validate all data inputs; encode data outputs when appropriate.Deploy and configure applications securely to production.Perform regular vulnerability analysis and apply security patches promptly.Secure privileged access to production environments and ensure ongoing application monitoring.All software code must complete a set of security scans/testing prior to being deployed to production, including open sourcedependency scanning, static and dynamic application security testing, as well as periodic penetration testing.Pre-production testing is performed with nonproduction data in nonproduction environments. Health checks are performedregularly or automated in production.Software vulnerability identified through any of the above processes shall be reported and tracked following APS VulnerabilityManagement process as defined in the Vulnerability Management Policy and Procedures.16.2.4 Secure Design and Application Threat ModelingAPS Security Team in collaboration with development team performs full Application Threat Modeling and Risk Assessment onper-application basis using a custom approach that relies on industry standards and best practices.• • • • • • 1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 11. 12. 16.2.2 Source Code Management- 72/148 -
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Major application updates are captured via an RFC process. The RFC template includes Security Consideration as a requiredsection. This section is used to document abuse cases including: risks identified, attack vectors, and mitigating controls. Each RFC is required to capture sufficient details of the feature/component to be developed, including use cases, motivation andoutcome, and the following design details as applicable:authentication/authorization mechanisms, network communications, data encryption,cloud services used,logging/auditing, data flow diagram/description,edge cases, drawbacks, and alternatives.The RFC must be approved prior to implementation. Security team is included in RFC reviews via email.Platform Design and DevOps Security DetailsDocumentation on the APS Engineering Wiki may include additional security specifications as well as the security design andimplementation details of the APS Platform and its supporting operations.16.2.5 Access Control of the Application (Identification, Authentication, Authorization, Accounting)APS external software application that is customer facing with access to customer specific data, including sensitive informationsuch as PII , implements strong access control, covering the Identification, Authentication, Authorization, and Accounting/Auditing (IAAA) of access and user activity.The implementation ensures thatthe user requesting access is the one claimed (Identification and Authentication);only users authorized to access specific data are allowed to (Authorization); andtheir access activities are logs (Accounting/Auditing) according to the APS auditing standards.The current implementation leverages AWS Cognito for user identity management and access. The backend platform implements granular Attribute-Based Access Control (ABAC) for granting access to specific services anddata based on the attribute(s) of a principal (i.e. user requesting access – an attribute could be the role or group membership ororganization the user belongs to) and the attribute(s) of the requested resource (i.e. data or service – an attribute could be theproject this data belongs to).More implementation details are documented on the internal Engineering wiki.16.2.6 Penetration TestingExternal Penetration TestingAn external penetration testing is performed at least once a year by a qualified security researcher / ethical hacker on thesecurity team internally and/or with an external security consulting firm.• • • • • • • • • • • • • 16.2.5 Access Control of the Application (Identification, Authentication, Authorization, Accounting)- 73/148 -



16.2.7 Outsourced Software DevelopmentAPS requires all outsourced software development to follow the same rigor and process as internal engineering. Outsourceddevelopers must develop in our secure environment, accept and follow our security policies and procedures, and comply with thesame secure coding standards, including:Receive regular OWASP or equivalent secure coding training.Follow the same source control, code review, and security code scanning procedures as defined.Install endpoint compliance agent that checks to make sure firewall, encryption, patching, password policy, screensaverpassword, and other required protection is properly configured.Additionally, the third party firm providing outsourced development services must demonstrate that they have conducted theappropriate screening during hiring.16.2.8 Production System Monitoring and PagingSoftware and systems deployed in production are monitored 24/7 for health check and other major/critical error conditions. Theon call team is paged via PagerDuty in the event an error or failure is detected.Notifications via additional channels such as Slack and email are also configured.• • • 16.2.7 Outsourced Software Development- 74/148 -



17. Configuration and Change ManagementLast Reviewed: 2025-02-17:19:44:43-UTCAPS standardizes and automates configuration management through the use of automation scripts as well as documentation ofall changes to production systems and networks. Automation tools automatically configure all APS systems according toestablished and tested policies, and are used as part of our Disaster Recovery plan and process.17.1 Policy StatementsAPS policy requires that:(a) All production changes, including but not limited to software deployment, feature toggle enablement, network infrastructurechanges, and access control authorization updates, must be invoked through approved change management process.(b) Each production change must maintain complete traceability to fully document the request, including requestor, date/time ofchange, actions taken and results.(c) Each production change must be fully tested prior to implementation.(d) Each production change must include a rollback plan to back out the change in the event of failure.(e) Each production change must include proper approval.The approvers are determined based on the type of change.Approvers must be someone other than the author/executor of the change.Approvals may be automatically granted if certain criteria is met. The auto-approval criteria must be pre-approved by theSecurity Officer and fully documented and validated for each request.17.2 Controls and Procedures17.2.1 Configuration Management ProcessesConfiguration management is automated using industry-recognized tools.All changes to production systems, network devices, and firewalls are reviewed and approved by Security team before they areimplemented to assure they comply with business and security requirements.All changes to production systems are tested before they are implemented in production.Implementation of approved changes are only performed by authorized personnel.Tooling is used to generate an up to date system inventory.All systems are categorized and labeled by their corresponding environment, such as dev, test, and prod.All systems are classified and labeled based on the data they store or process, according to APS data classification model.The Security team maintains automation which monitors all changes to IT assets, generates inventory lists, using automatic ITassets discovery, and services provided by each cloud provider.IT assets database is used to generate the diagrams and asset lists required by the Risk Assessment phase of APS’s RiskManagement proceduresAPS Change Management process ensures that all asset inventory created by automation is reconciled against real changes toproduction systems. This process includes periodic manual audits and approvals.During each change implementation, the change is reviewed and verified by the target asset owner as needed.APS uses the Security Technical Implementation Guides (STIGs) published by the Defense Information Systems Agency as abaseline for hardening systems.• • • 1. 2. 3. 4. 5. • • • • • • 6. 17. Configuration and Change Management- 75/148 -
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All IT assets in APS have time synchronized to a single authoritative source.On-premise systems are configured to point to an internal NTP server.The internal NTP server and all AWS instances are pointing to the same set of ntp.org servers.Clocks are standardized to the UTC time zoneAll frontend functionality (e.g. user dashboards and portals) is separated from backend (e.g. database and app servers) systems bybeing deployed on separate servers or containers.All software and systems are required to complete full-scale testing before being promoted to production.All code changes are reviewed to assure software code quality, while in development, to proactively detect potential security issuesusing pull-requests and static code analysis tools. More details can be found in the Software Release / Code Promotion section.17.2.2 Configuration Monitoring and AuditingAll infrastructure and system configurations, including all software-defined sources, are centrally aggregated to a configurationmanagement database (CMDB) – AWS CloudTrail.Configuration auditing rules are created according to established baseline, approved configuration standards and controlpolicies. Deviations, misconfigurations, or configuration drifts are detected by these rules and alerted to the security team.17.2.3 Production Systems ProvisioningBefore provisioning any systems, a request must be created and approved in the Rally Infrastructure (IN) project.Rally access requires authenticated users.Security grants access to the Rally IN project following the procedures covered in the Access Establishment and Modificationsection.The security team must approve the provisioning request before any new system can be provisioned, unless a pre-approvedautomation process is followed.Once provisioning has been approved, the implementer must configure the new system according to the standard baseline chosenfor the system’s role.If the system will be used to store sensitive information, the implementer must ensure the volume containing this sensitive data isencrypted.Sensitive data in motion must always be encrypted.A security analysis is conducted once the system has been provisioned. This can be achieved either via automated configuration/vulnerability scans or manual inspection by the security team. Verifications include, but is not limited to:Removal of default users used during provisioning.Network configuration for system.Data volume encryption settings.Intrusion detection and virus scanning software installed.The new system is fully promoted into production upon successful verification against corresponding APS standards and changerequest approvals.17.2.4 User Endpoint Security Controls and ConfigurationEmployee laptops, including Windows, Mac, and Linux systems, are configured eitherManually by IT or the device owner; orAutomatically using a configuration management tool or equivalent scripts.* EC2 instances in AWS are provisioned using only hardened and approved  Amazon Machine Images (AMIs).* Docker containers are launched using only approved Docker images that have  been through security testing.1. • • • 2. 3. 4. 1. • • 2. 3. 4. 5. 6. • • • • 7. 1. • • 17.2.2 Configuration Monitoring and Auditing- 76/148 -



The following security controls are applied at the minimum:Disk encryptionUnique user accounts and strong passwordsApproved NTP serversApproved security agents including Anti-Virus softwareLocking after 10 mins of inactivityAuto-update of security patchesThe security configurations on all end-user systems are inspected by Security through either a manual periodic review or anautomated compliance auditing tool.17.2.5 Anti-Virus policyFor systems considered to be not commonly affected by malicious software, perform periodic evaluations to identify andevaluate evolving malware threats in order to confirm whether such systems continue to not require anti-virus software.A licensed anti-virus software package must be utilized for all computer and system components (any network component,server or application included in or connected to the cardholder data environment) within the cardholder environment and forall computers not directly associated with the cardholder environment.The licensed anti-virus software utilized must be the most current version available.All computers and system components within the cardholder environment must have standard, supported anti-virus softwareinstalled.The anti-virus software must be active, must be scheduled to perform virus checks at regular intervals and must have its virusdefinition and all other associated software files kept current.The anti-virus software must be enabled for automatic updates and periodic scans.All computers not directly associated with the cardholder environment must have standard, supported anti-virus softwareinstalled.The anti-virus software for all computers not directly associated with the cardholder environment must also be active,scheduled to perform virus checks at regular intervals and must have its virus definitions and all other associated softwarefiles kept current.No user shall disable or tamper with the configuration of anti-virus software installed on any computer or device.17.2.6 Server Hardening Guidelines and ProcessesLinux System Hardening: Linux systems have their baseline security configuration applied via automation tools. These toolscover:Ensuring that the machine is up-to-date with security patches and is configured to apply patches in accordance with our policies.Stopping and disabling any unnecessary OS services.Apply applicable CIS benchmarks or DISA STIGs to OS and applications.Configuring 15-minute session inactivity timeouts for SSH sessions.Installing and configuring the virus scanner.Installing and configuring the NTP daemon, including ensuring that modifying system time cannot be performed by unprivilegedusers.Configuring disk volumes for providers that do not have native support for encrypted data volumes, including ensuring thatencryption keys are protected from unauthorized access.Configuring authentication to the centralized Directory Services servers, if used.Configuring audit logging as described in the Auditing Policy section.2. • • • • • • 3. • • • • • • • • • 1. • • • • • • • • • 17.2.5 Anti-Virus policy- 77/148 -
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Windows System Hardening: Windows systems have their baseline security configuration applied via the combination of GroupPolicy settings and/or automation scripts. These baseline settings cover:Joining the Windows Domain Controller and applying the Active Directory Group Policy configuration (for AD-managed systemsonly).Ensuring that the machine is up-to-date with security patches and is configured to apply patches in accordance with our policies.Apply applicable DISA STIGs to OS and applications.Stopping and disabling any unnecessary OS services.Configuring session inactivity timeouts.Installing and configuring security protection agents such as anti-virus scanner.Configuring transport encryption according to the requirements described in the Mobile Device Security and Disposable MediaManagement section.Configuring the system clock to point to approved NTP servers and ensuring that modifying system time cannot be performed byunprivileged users.Configuring audit logging as described in the Auditing Policy section.Any additional configuration changes applied to hardened Windows systems must be clearly documented by the implementer andreviewed by the Security team.17.2.7 Configuration and Provisioning of Management SystemsProvisioning management systems such as configuration management servers, remote access infrastructure, directory services, ormonitoring systems follows the same procedure as provisioning a production system.Critical infrastructure roles applied to new systems must be clearly documented by the implementer in the change request.17.2.8 Configuration and Management of Network ControlsAll network devices and controls on a sensitive network are configured such that:Vendor provided default configurations are modified securely, includingdefault encryption keys,default SNMP community strings, if applicable,default passwords/passphrases, andother security-related vendor defaults, if applicable.In addition to standard time-based rotation, encryption keys and passwords are changed any time anyone with knowledge ofthe keys or passwords leaves the company or assumes a position not authorized for such access.Traffic filtering (e.g. firewall rules) and inspection (e.g. Network IDS/IPS or AWS VPC flow logs) are enabled.An up-to-date network diagram is maintained.In AWS, network controls are implemented using Virtual Private Clouds (VPCs) and Security Groups. The configurations aremanaged as code and stored in approved repos. All changes to the configuration follow the defined code review, changemanagement and production deployment approval process.17.2.9 Provisioning AWS AccountsAWS Account Structure / OrganizationAPS maintains a single Organization in AWS, maintained in a top-level AWS account (master). Sub-accounts are connected thateach hosts separate workloads and resources in its own sandboxed environment. The master account itself handles aggregatedbilling for all connected sub-accounts but does not host any workload, service or resource, with the exception of Route53, ECR(for approved containers), and CloudTrail log aggregation hosting. DNS records for subdomains are maintained in thecorresponding sub-accounts.2. • • • • • • • • • 3. 1. 2. • • • • • • • • 17.2.7 Configuration and Provisioning of Management Systems- 78/148 -



Access to each account is funneled through our designated SSO provider, which establishes a trust relationship to a set ofpredefined roles in the master account. Once authenticated, a user then leverages AWS IAM Assume Role capability to switch toa sub-account to access services and resources.The account and network structure looks like the following:Infrastructure-as-CodeAPS AWS environments and infrastructure are managed as code. Provisioning is accomplished using a set of automation scriptsand CloudFormation code. Each new environment is created as a sub-account connected to APS-master . The creation andprovisioning of a new account follows the instructions documented in the Bootstrap a new AWS environment page of thedevelopment wiki.17.2.10 Patch Management ProceduresLocal SystemsAPS uses automated tooling to ensure systems are up-to-date with the latest security patches.On local Linux and Windows systems, the unattended-upgrades tool is used to apply security patches in phases.High Risk security patches are automatically applied as they are releasedMonthly system patching for regular applications are applied as needed.Snapshotting of a system will take place before an update is applied.Once the update is deemed stable the snapshot will be removed.In case of failure of the update the snapshot will be rolled back.If the staging systems function properly after the two-week testing period, the security team will promote that snapshot intothe mirror used by all production systems. These patches will be applied to all production systems during the next nightlypatch run.The patching process may be expedited by the Security teamOn Windows systems, the baseline Group Policy setting configures Windows Update to implement the patching policy.Cloud ResourcesSSO/IdP ── APS-master            │  └── billing and root DNS records            │  └── master container repository (for approved containers)            │  └── CloudTrail aggregation (write-only S3 bucket)            │            ├── APS-dev            │    └── VPC            │        └── Subnets            │             └── Security-Groups            │                  └── EC2 instances            │                       └── Docker containers            │                        ├── APS-prod-us1            │    └── VPC            │         └── Subnets            │              └── Security-Groups            │                   └── EC2 instances            │                        └── Docker containers            │            ├── APS-security (for audit trail and compliance aggregation)            │  └── Guard Duty            │  └── Security Hub            │  └── Config            │            ...• • • • • • • • • 17.2.10 Patch Management Procedures- 79/148 -



APS follows a “cattle-vs-pets” methodology to keep the resources in the cloud environments immutable and up-to-date withsecurity patches.AWS Elastic Container Service (ECS) is used to dynamically manage container resources based on demand. Engineering team builds security-approved AMI from the latest AWS optimized Amazon Machine Image (AMI) to includerequired security agent.The security agents installed on the security-approved AMIs continuously scan for and report new vulnerabilities.The custom AMIs are automatically rebuilt from the latest AWS AMIs weekly to include the latest security patches.User EndpointsAPS requires auto-update for security patches to be enabled for all user endpoints, including laptops and workstations.The auto-update configuration and update status on all end-user systems are inspected by Security through either manualperiodic audits or automated compliance auditing agents installed on the endpoints.17.2.11 Production Deploy / Code Promotion ProcessesIn order to promote changes into Production, a valid and approved Change Request (CR) is required. It can be created in the Change Management System/Portal which implements the APS Change Management workflow, using the Infrastructure (IN)Rally project to manage changes and approvals.At least two approvals are required for each IN ticket. By default, the approvers areSecurity Lead andEngineering Lead.Additional approver(s) may be added depending on the impacted component(s). For example,the IT Manager is added as an approver for IT/network changes; andthe DevOps Lead is added as an approver for changes to aws-APS-infra  account in AWS.Each IN ticket requires the following information at a minimum:Summary of the changeComponent(s) impactedJustificationRollback planAdditional details are required for a code deploy, including:Build job nameBuild ID and/or numberDeploy action (e.g. plan, apply)Deploy branch (e.g. master)Target environment (e.g. aws-APS-infra , aws-APS-prod-us , datacenter-hq )Links to pull requests and/or Rally issues17.2.12 Emergency ChangeIn the event of an emergency, the person or team on call is notified. This may include a combination or Development, IT, andSecurity.• • • • • • • • • • • • • • • • • • • • • • • 17.2.11 Production Deploy / Code Promotion Processes- 80/148 -
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If an emergency change must be made, such as patching of a zero-day security vulnerability or recovering from a systemdowntime, and that the standard change management process cannot be followed due to time constraint or personnel availabilityor other unforeseen issues, the change can be made by:Notification: The Engineering Lead, Security Lead, and/or IT Lead must be notified by email, Slack, or phone call prior to thechange . Depending on the nature of the emergency, the leads may choose to inform members of the executive team.Access and Execution: Manually access of the production system or manual deploy of software, using one of the followingaccess mechanisms as defined in Access Control policy and procedures:Support/Troubleshooting accessRoot account or root user accessLocal system access (for on-premise environment)Post-emergency Documentation: An Infrastructure (IN) ticket should be created within 24 hours following the emergencychange. The ticket should contains all details related to the change, including:Reason for emergency changeMethod of emergency access usedSteps and details of the change that was madeSign-off/approvals must be obtained per the type of change as defined by the standard CM processPrevention and Improvement: The change must be fully reviewed by Security and Engineering together with the person/team responsible for the change. Any process improvement and/or preventative measures should be documented and animplementation plan should be developed.• • a. b. c. • • • • • • 17.2.12 Emergency Change- 81/148 -



18. Threat Detection and PreventionLast Reviewed: 2025-02-17:19:44:43-UTCIn order to preserve the integrity of data that APS stores, processes, or transmits for Customers, APS implements strongintrusion detection tools and policies to proactively track and retroactively investigate unauthorized access. This include threatdetection and prevention at both the network and host level, as well as threat intelligence monitoring.18.1 Policy StatementsAPS policy requires that:(a) All critical systems, assets and environments must implement realtime threat detection or prevention.18.2 Controls and Procedures18.2.1 System Malware ProtectionAll end-user workstations and production systems must have antivirus running. The default anti-malware solution used is JamfProtect. The anti-malware solution will include protection against malicious mobile code.Next generation endpoint protection agent may be used as an equivalent solution.linux hosts are installed with the AIDE intrusion detection system, per the Amazon Linux 2 CIS Benchmark section 1.3.1Hosts are scanned continuously for malicious binaries in critical system paths. Additionally, if supported, the agent is set to to scansystem every 2 hours and at reboot to assure no malware is present.The malware signature database is kept up to date, changes are pushed continuously.Logs of virus scans and alerts are maintained according to the requirements outlined in System Auditing.Detected malware is evaluated and removed following the established incident response process.All systems are to only be used for APS business needs.18.2.2 Firewall ProtectionFirewall protection is implemented at the following layersNetwork - including Network ACL and Security Groups in AWS as well as on- premise firewalls between the office networksand the Internet.Host - local firewalls are enabled on the user endpoints as well as servers (compute and database instances in AWS areprotected by security groups)Application - web application firewall (WAF) and content distribution are configured at the application layer to protect againstcommon web application attacks such as cross site scripting, injection and denial-of-service attacks.18.2.3 Network Intrusion DetectionIntrusion Detection for On-Premise Internal NetworksAPS leverages pfsense for network security of its on-premise environments.pfsense features stateful firewall inspection and intrusion detection/prevention (IDS/IPS) of applicable incoming and outgoingnetwork traffic. Attacks and suspicious network activities are blocked automatically.APS IT manager is responsible for configuring the firewall and IDS/IPS rules and reviewing the configuration as leastquarterly.1. • • • • • 2. 3. • • • • • • 18. Threat Detection and Prevention- 82/148 -
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Intrusion Detection in AWS Cloud EnvironmentsAPS implemented a real-time threat detection solution by monitoring AWS Cloudtrail events and/or VPC flow logs.Cloudtrail events are monitored by AWS GuardDutyVPC flow logs are sent to and analyzed by AWS GuardDuty.Additional monitoring is provided by our infrastructure service provider AWS.18.2.4 Host Intrusion DetectionHost based intrusion detection is supported via one of the following:On Windows and macOS systems: AWS Inspector agents for malware detection and behavior-based endpoint threatdetection.On Linux servers: AWS Inspector agents for activity monitoring, vulnerability scanning, and threat detection. This includes allvirtual instances running in the cloud environment.18.2.5 Web Application ProtectionAPS leverages AWS Services to protect web applications against common attacks such as SQL injection, cross-site scripting, anddenial-of-service (DoS/DDoS) attacks. The services used include AWS Shield, WAF, Cloudfront, and/or API Gateway.18.2.6 Centralized Security Information and Event ManagementSecurity events and alerts are aggregated to and correlated by one or both of the following solutions:AWS SecurityHubInternally developed security automation tooling18.2.7 Threat Intelligence MonitoringRH-ISACAPS is an active member of the Retail and Hospitality Information Sharing and Analysis Center (RH-ISAC).APS Security team is subscribed to receive threat alerts from RH-ISAC.Intelligence FeedsAdditional intelligence feeds are received automatically through some of the 3rd party security solutions that have beenimplemented on the networks and/or endpoints. The data gathered through these external intel feeds is automatically used bythe security solutions to analyze events and generate alerts.Regulatory Requirements UpdatesThe Security Officer actively monitors the regulatory compliance landscape for updates to regulations such as HIPAA, PCI andGDPR.• • • • • • 18.2.4 Host Intrusion Detection- 83/148 -
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19. Vulnerability ManagementLast Reviewed: 2025-02-17:19:44:43-UTC19.1 Policy StatementsAPS policy requires that:(a) All product systems must be scanned for vulnerability on the defined, predetermined schedule and with each major change,as applicable.(b) All vulnerability findings must be reported and tracked to resolution. Records of findings must be retained for a defined,predetermined timeframe.19.2 Controls and Procedures19.2.1 Vulnerability Scanning and Infrastructure Security TestingThe scanning and identification of system vulnerabilities is performed byAutomated security agent installed on all Linux servers.This includes physical and virtual servers hosted on premise as well as EC2 instances in AWS.The agent automatically reports to a centralized management server/dashboard with details of the server instance and anyvulnerability finding.This assessment is performed on an ongoing basis.Penetration testing is performed regularly as part of the APS vulnerability management policy.External penetration testing is performed at least annually by either a certified penetration tester on APS security team or anindependent third party.APS developed an internal vulnerability management tool/database used to track all system entities and associated vulnerabilities.Findings from a vulnerability scan or penetration testing are analyzed by the security team, together with IT and Engineering asneeded, and reported following the process as defined in the next section. A written report may be generated in addition tocreating the findings in Rally.All security testing reports and findings records are retained for 7 years.19.2.2 Security Findings Reporting, Tracking and RemediationWe follow a simple vulnerability tracking process using Rally. The records of findings are retained for seven years.Reporting a findingUpon identification of a vulnerability (including vulnerability in software, system, or process), a Rally Issue of (issueType = Finding) is created on the SECURITY Project.1. • • • 1. • 1. 2. 3. • 19. Vulnerability Management- 84/148 -



Populate the following custom fields as part of the Rally issue when applicable:Source of Finding (dropdown list)In Production (yes/no/na selection)Application/Repo Name (text/tag)Version Number (text/tag)The Summary of the Finding should be in this format: “{[sev]} {short description}” (e.g. “[High] Outdated package on ECSAMI image”).The Description of the Finding should include further details, without any confidential information, and a link to the source.The Priority of the Finding should match its severity level.Priority/Severity Ratings and Service Level AgreementsIn an effort to quickly remediate security vulnerabilities the following timelines have been put in place to drive resolution.In the case a sev rating / priority level is updated after a vulnerability finding was originally created, the SLA is updated asfollow:severity upgrade: reset SLA from time of escalationseverity downgrade: SLA time remains the same from time of creation/identification of findingResolving a findingThe Finding should be assigned to the owner responsible for the system or software package.All findings should be addressed according to the established SLA.No software should be deployed to production with unresolved HIGH or MEDIUM findings, unless an Exception is in place (seebelow).• • • • • • • • Sev Rating Priority Level SLA Definition ExamplesP0 Highest 3 days Vulnerabilities that cause aprivilege escalation on theplatform from unprivilegedto admin, allows remotecode execution, financialtheft, unauthorized accessto/extraction of sensitivedata, etc. Vulnerabilities thatresult in Remote CodeExecution such asVertical Authenticationbypass, SSRF, XXE, SQLInjection, Userauthentication bypassP1 High 7 days Vulnerabilities that affectthe security of the platformincluding the processes itsupports. Lateral authenticationbypass, Stored XSS,some CSRF dependingon impact.P2 Medium 30 days Vulnerabilities that affectmultiple users, and requirelittle or no user interactionto trigger. Reflective XSS, Directobject reference, URLRedirect, some CSRFdepending on impact.P3 Low Best Effort Issues that affect singularusers and requireinteraction or significantprerequisites (MitM) totrigger. Common flaws, Debuginformation, MixedContent.• • • • • 19.2.2 Security Findings Reporting, Tracking and Remediation- 85/148 -



A finding may be resolved byproviding a valid fix/mitigationdetermining as a false positivedocumenting an approved exceptionClosing a findingThe assignee should provide a valid resolution (see above) and add a comment to the finding.The finding should be re-assigned to the Reporter or a member of the security team for validation.Upon validation, the finding can be marked as Done (closed) by the Reporter.Before the finding can be marked as closed by the reporter, the fix must be deployed to dev and have a targetedrelease date for deploying to production noted on the ticket.ExceptionsAn Exception may be requested when a viable or direct fix to a vulnerability is not available. For example, a version of thepackage that contains the fix is not supported on the particular operating system in use.An alternative solution (a.k.a. compensating control) must be in place to address the original vulnerability such that the risk ismitigated. The compensating control may be technical or a process or a combination of both.An Exception must be opened in the form of a Rally issue (issueType = Exception) on the SECURITY project.The Exception Rally issue must reference the original Finding by adding an Issue Link to the Finding Rally issue.Each Exception must be reviewed and approved by the Security team and the impacted asset owner.All Exceptions are reviewed every six months to re-assess its validity.• a. b. c. • • • • • • • • • • 19.2.2 Security Findings Reporting, Tracking and Remediation- 86/148 -



20. Mobile Device Security and Storage Media ManagementLast Reviewed: 2025-02-17:19:44:43-UTCAPS recognizes that media containing sensitive data may be reused when appropriate steps are taken to ensure that all storedsensitive data has been effectively rendered inaccessible. Destruction/disposal of sensitive data shall be carried out inaccordance with federal and state law. The schedule for destruction/disposal shall be suspended for sensitive data involved in anyopen investigation, audit, or litigation.APS utilizes virtual storage repositories to store production data. Volumes and repositories utilized by APS and APS Customersare encrypted. APS does not use, own, or manage any mobile devices, removable storage media, or backup tapes that haveaccess to sensitive data.20.1 Policy StatementsAPS policy requires that:(a) All media, including mobile and removable media, storing APS company data must be encrypted.(b) Critical data as defined in APS data classification model §data-management may not be stored on mobile devices or removablemedia such as USB flash drives.(c) All destruction/disposal of sensitive data storage media will be done in accordance with federal and state laws and regulationsand pursuant to the APS’s written retention policy/schedule.Records that have satisfied the period of retention will be destroyed/disposed of in an appropriate manner.Records involved in any open investigation, audit or litigation should not be destroyed/disposed of.(d) All sensitive data must rendered inaccessible in a forensically sound manner prior to media reuse or disposal.(e) Mobile devices, including laptops, smart phones and tables, used in support of critical business operations shall be fullymanaged and/or audited by APS IT and Security.20.2 Controls and Procedures20.2.1 Media Disposal ProcessIT and Security is responsible to ensure media containing critical / sensitive data is disposed securely in the following manner:The methods of destruction, disposal, and reuse are reassessed periodically, based on current technology, accepted practices,and availability of timely and cost-effective destruction, disposal, and reuse technologies and services. This may includeSecure wipe;Physical destruction;Destruction of encryption keys (if the data on the media is encrypted using a strong algorithm such as AES-256).If the records have been requested in the course of a judicial or administrative hearing, a qualified protective order will beobtained to ensure that the records are returned to the organization or properly destroyed/disposed of by the requesting party.All APS Subcontractors provide that, upon termination of the contract, they will return or destroy/dispose of all companyinformation. In cases where the return or destruction/disposal is not feasible, the contract limits the use and disclosure of theinformation to the purposes that prevent its return or destruction/disposal.In the cases of a APS Customer terminating a contract with APS and no longer utilize APS Services, data will be returned ordisposed per contract agreement or APS Platform use terms and conditions. In all cases it is solely the responsibility of theAPS Customer to maintain the safeguards required of laws and regulations once the data is transmitted out of APSenvironments.• • • • • • • • • 20. Mobile Device Security and Storage Media Management- 87/148 -



20.2.2 Use of USB Flash Drive and External Storage DevicePer APS corporate policy, confidential and critical data may not be stored on external devices such as USB flash drives. Fordefinition of confidential and critical data, see APS Data Classification and Handling Policy.Usage of USB flash drives for temporary transfer of confidential and critical data may be allowed on a case by case basis, whenthe following process is followed:Data is only allowed on encrypted flash devices approved by APS Security and the IT Manager (currently manual process).The process starts with the submission of a ticket in Rally. The ticket must be approved by IT and Security.Upon completion of data transfer all sensitive data on the device must be completely removed.The device is to be returned to the IT Manager to double check that the data has been removed.The IT Manager will check the drive back in.20.2.3 Support and Management of BYOD DevicesAPS provides company-issued laptops and workstations to all employees.Mobile devices (including personal smart devices) may be used for business purpose under the following conditions andmanagement:All employee mobile devices accessing or containing company data are inventoried and managed by IT using Jamf. Theinventory will maintain current information on the owner of the device, its approved usages, installed applications, systemstatus (operating system version and patches), and its state (e.g. in-use, lost, decommissioned).Mobile device management software is deployed to ensure the proper protection and configuration of mobile devices,including:Encryption must be enabled for device storageDevice password must be enabled and meet security policy requirementsDevice must be locked after 10 minutes of inactivityOperating systems and patches are up to dateAll applications downloaded on employee mobile devices used for business purposes must be installed through a pre-approvedapp store or application list.Circumvention of built-in device security controls such as jailbreaking is strictly prohibited and enforced by detective orpreventative software.Anti-malware software is installed and active on mobile devices. Alternatively, a sandbox environment is created on BYODdevices using the Jamf MDM solution to allow only white-listed application and data in a contained workspace.Any confidential or sensitive data is only allowed to be accessed via and stored inside the sandbox environment on mobiledevices.Employees acknowledge that their mobile devices may be remotely controlled, locked or erased via the MDM software.Eligibility and usage of BYOD devices is subject to manager and/or IT/Security approval.• • • • • • • • • • • • • • • • • 20.2.2 Use of USB Flash Drive and External Storage Device- 88/148 -



21. Business Continuity and Disaster RecoveryLast Reviewed: 2025-02-17:19:44:43-UTCThe APS Contingency Plan establishes procedures to recover APS following a disruption resulting from a disaster. This DisasterRecovery Policy is maintained by the APS Security Officer and Cloud Engineer.NIST: This APS Contingency Plan is created under the legislative requirements set forth in the Federal Information SecurityManagement Act (FISMA) of 2002 and the guidelines established by the National Institute of Standards and Technology (NIST)Special Publication (SP) 800-34, titled “Contingency Planning Guide for Information Technology Systems” dated June 2002.21.1 Policy StatementsAPS policy requires that:(a) A plan and process for business continuity and disaster recovery (BCDR), including the backup and recovery of systems anddata, must be defined and documented.(b) BCDR shall be simulated and tested at least once a year. Metrics shall be measured and identified recovery enhancementsshall be filed to improve the BCDR process.(c) Security controls and requirements must be maintained during all BCDR activities.21.2 Controls and Procedures21.2.1 BCDR Objectives and RolesObjectivesThe following objectives have been established for this plan:Maximize the effectiveness of contingency operations through an established plan that consists of the following phases:Notification/Activation phase to detect and assess damage and to activate the plan;Recovery phase to restore temporary IT operations and recover damage done to the original system;Reconstitution phase to restore IT system processing capabilities to normal operations.Identify the activities, resources, and procedures needed to carry out APS processing requirements during prolonged interruptionsto normal operations.Identify and define the impact of interruptions to APS systems.Assign responsibilities to designated personnel and provide guidance for recovering APS during prolonged periods of interruptionto normal operations.Ensure coordination with other APS staff who will participate in the contingency planning strategies.Ensure coordination with external points of contact and vendors who will participate in the contingency planning strategies.Example of the types of disasters that would initiate this plan are natural disaster, political disturbances, man made disaster,external human threats, and internal malicious activities.1. • • • 2. 3. 4. 5. 6. 21. Business Continuity and Disaster Recovery- 89/148 -



APS defined two categories of systems from a disaster recovery perspective.Critical Systems. These systems host production application servers/services and database servers/services or are required forfunctioning of systems that host production applications and data. These systems, if unavailable, affect the integrity of data andmust be restored, or have a process begun to restore them, immediately upon becoming unavailable.Non-critical Systems. These are all systems not considered critical by definition above. These systems, while they may affect theperformance and overall security of critical systems, do not prevent Critical systems from functioning and being accessedappropriately. These systems are restored at a lower priority than critical systems.Line of SuccessionThe following order of succession to ensure that decision-making authority for the APS Contingency Plan is uninterrupted.The Chief Executive Officer (CEO) is responsible for ensuring the safety of personnel and the execution of proceduresdocumented within this APS Contingency Plan. The Head of Engineering is responsible for the recovery of APS technicalenvironments. If the Head of Engineering is unable to function as the overall authority or chooses to delegate this responsibilityto a successor, the CEO shall function as that authority or choose an alternative delegate. To provide contact initiation should thecontingency plan need to be initiated, please use the contact list below.Tim Kieschnick, Head of Engineering: tim.kieschnick@aboveproperty.comAaron Shepherd, CEO: aaron.shepherd@aboveproperty.comResponse Teams and ResponsibilitiesThe following teams have been developed and trained to respond to a contingency event affecting APS infrastructure andsystems.IT is responsible for recovery of the APS hosted environment, network devices, and all servers. The team includes personnelresponsible for the daily IT operations and maintenance. The team leader is the IT Manager who reports to the CEO.HR & Facilities is responsible for ensuring the physical safety of all APS personnel and environmental safety at each APS physicallocation. The team members also include site leads at each APS work site. The team leader is the Facilities Manager who reports tothe CEO.DevOps is responsible for assuring all applications, web services, platform and their supporting infrastructure in the Cloud. Theteam is also responsible for testing re-deployments and assessing damage to the environment. The team leader is the Head ofEngineering.Security is responsible for assessing and responding to all cybersecurity related incidents according to APS Incident Responsepolicy and procedures. The security team shall assist the above teams in recovery as needed in non-cybersecurity events. The teamleader is the Security Officer.Members of above teams must maintain local copies of the contact information of the BCDR succession team. Additionally, theteam leads must maintain a local copy of this policy in the event Internet access is not available during a disaster scenario.All executive leadership shall be informed of any and all contingency events. Current members of APS leadership team includethe Security Officer, CTO, CIO, COO, CEO.21.2.2 General Disaster Recovery ProceduresNotification and Activation PhaseThis phase addresses the initial actions taken to detect and assess damage inflicted by a disruption to APS. Based on theassessment of the Event, sometimes according to the APS Incident Response Policy, the Contingency Plan may be activated byeither the CEO or Head of Engineering. The Contingency Plan may also be activated by the Security Officer in the event of acyber disaster.1. 2. • • 1. 2. 3. 4. 21.2.2 General Disaster Recovery Procedures- 90/148 -



The notification sequence is listed below:The first responder is to notify the CEO. All known information must be relayed to the CEO.The CEO is to contact the Response Teams and inform them of the event. The CEO or delegate is responsible to beginassessment procedures.The CEO is to notify team members and direct them to complete the assessment procedures outlined below to determine theextent of damage and estimated recovery time. If damage assessment cannot be performed locally because of unsafeconditions, the CEO is to following the steps below.Damage Assessment Procedures:The CEO is to logically assess damage, gain insight into whether the infrastructure is salvageable, and begin to formulate aplan for recovery.Alternate Assessment Procedures:Upon notification, the CEO is to follow the procedures for damage assessment with the Response Teams.The APS Contingency Plan is to be activated if one or more of the following criteria are met:APS will be unavailable for more than 48 hours.On-premise hosting facility or cloud infrastructure service is damaged and will be unavailable for more than 24 hours.Other criteria, as appropriate and as defined by APS.If the plan is to be activated, the CEO is to notify and inform team members of the details of the event and if relocation isrequired.Upon notification from the CEO, group leaders and managers are to notify their respective teams. Team members are to beinformed of all applicable information and prepared to respond and relocate if necessary.The Head of Engineering is to notify the hosting facility partners that a contingency event has been declared and to ship thenecessary materials (as determined by damage assessment) to the alternate site.The Head of Engineering is to notify remaining personnel and executive leadership on the general status of the incident.Notification can be message, email, or phone.Recovery PhaseThis section provides procedures for recovering APS infrastructure and operations at an alternate site, whereas other efforts aredirected to repair damage to the original system and capabilities.Procedures are outlined per team required. Each procedure should be executed in the sequence it is presented to maintainefficient operations.Recovery Goal: The goal is to rebuild APS infrastructure to a production state.The tasks outlines below are not sequential and some can be run in parallel.Contact Partners and Customers affected to begin initial communication - DevOpsAssess damage to the environment - DevOpsCreate a new production environment using new environment bootstrap automation - DevOpsEnsure secure access to the new environment - SecurityBegin code deployment and data replication using pre-established automation - DevOpsTest new environment and applications using pre-written tests - DevOpsTest logging, security, and alerting functionality - DevOps and SecurityAssure systems and applications are appropriately patched and up to date - DevOpsUpdate DNS and other necessary records to point to new environment - DevOpsUpdate Partners and Customers affected through established channels - DevOps• • • • • • • • • • • • • • • • 1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 21.2.2 General Disaster Recovery Procedures- 91/148 -



Reconstitution PhaseThis section discusses activities necessary for restoring full APS operations at the original or new site. The goal is to restore fulloperations within 24 hours of a disaster or outage. If necessary, when the hosted data center at the original or new site has beenrestored, APS operations at the alternate site may be transitioned back. The goal is to provide a seamless transition of operationsfrom the alternate site to the computer center.Original or New Site RestorationRepeat steps 5-9 in the Recovery Phase at the original or new site / environment.Restoration of Original site is unnecessary for cloud environments, except when required for forensic purpose.Plan DeactivationIf the APS environment is moved back to the original site from the alternative site, all hardware used at the alternate site should behandled and disposed of according to the APS Media Disposal Policy.21.2.3 Testing and MaintenanceThe CEO and/or Head of Engineering shall establish criteria for validation/testing of a Contingency Plan, an annual test schedule,and ensure implementation of the test. This process will also serve as training for personnel involved in the plan’s execution. At aminimum the Contingency Plan shall be tested annually (within 365 days). The types of validation/testing exercises includetabletop and technical testing. Contingency Plans for all application systems must be tested at a minimum using the tabletoptesting process. However, if the application system Contingency Plan is included in the technical testing of their respectivesupport systems that technical test will satisfy the annual requirement.Tabletop TestingTabletop Testing is conducted in accordance with the CMS Risk Management Handbook, Volume 2. The primary objective of thetabletop test is to ensure designated personnel are knowledgeable and capable of performing the notification/activationrequirements and procedures as outlined in the CP, in a timely manner. The exercises include, but are not limited to:Testing to validate the ability to respond to a crisis in a Coordinated, timely, and effective manner, by simulating theoccurrence of a specific crisis.Simulation and/or Technical TestingThe primary objective of the technical test is to ensure the communication processes and data storage and recovery processescan function at an alternate site to perform the functions and capabilities of the system within the designated requirements.Technical testing shall include, but is not limited to:Process from backup system at the alternate site;Restore system using backups; andSwitch compute and storage resources to alternate processing site.21.2.4 Work Site RecoveryIn the event a APS facility is not functioning due to a disaster, employees will work from home or locate to a secondary site withInternet access, until the physical recovery of the facility impacted is complete. The recovery shall be performed by the facilitymanagement firm under contract with APS, and coordinated by the Facility Manager and/or the Site Lead.APS’s software development organization has the ability to work from any location with Internet access and does not require anoffice provided Internet connection.21.2.5 Production Environments and Data RecoveryProduction data is to be synchronized across multiple S3 buckets in AWS.1. • • 2. • • • • • 21.2.3 Testing and Maintenance- 92/148 -
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APS assumes that in the worst-case scenario, that one of the production environments suffers a complete data loss, the accountwill be reconstructed from codeRecovery of production Environments and data should follow the procedures listed above and in Data Management - Backup andRecovery 21.2.5 Production Environments and Data Recovery- 93/148 -



22. Incident ResponseLast Reviewed: 2025-02-17:19:44:43-UTCAPS implements an information security incident response process to consistently detect, respond, and report incidents,minimize loss and destruction, mitigate the weaknesses that were exploited, and restore information system functionality andbusiness continuity as soon as possible.The incident response process addresses:Continuous monitoring of threats through intrusion detection systems (IDS) and other monitoring applications;Establishment of an information security incident response team;Establishment of procedures to respond to media inquiries;Establishment of clear procedures for identifying, responding, assessing, analyzing, and follow-up of information securityincidents;Workforce training, education, and awareness on information security incidents and required responses; andFacilitation of clear communication of information security incidents with internal, as well as external, stakeholders22.1 Policy StatementsAPS policy requires that:(a) All computing environments and systems must be monitored in accordance to the policies and procedures specified in thefollowing APS policies and procedures:AuditingSystem AccessEnd-user Computing and Acceptable Use(b) All alerts must be reviewed to identify security incidents.(c) Incident response procedures are invoked upon discovery of a valid security incident.(d) Incident response team and management must comply with any additional requests by law enforcement in the event ofcriminal investigation or national security, including but not limited to warranted data requests, subpoenas, and breachnotifications.22.2 Controls and Procedures22.2.1 Security Incident Response Team (SIRT)The Security Incident Response Team (SIRT) is responsible for:Review, analyze and log of all received reports and track their statuses.Performing investigations, creating and executing action plans, post-incident activities.Collaboration with law enforcement agencies.Current members of the APS SIRT:Security OfficerSecurity EngineersHead of EngineeringDevOps and Production Support Team• • • • • • • • • • • • • • • • 22. Incident Response- 94/148 -



22.2.2 Incident Response PlanThe APS incident response plan follows the process recommended by SANS, an industry leader in security. Process flows are adirect representation of the SANS process.APS’s incident response classifies security-related events into the following categories:Events - Any observable computer security-related occurrence in a system or network with a negative consequence. Examples:Hardware component failing causing service outages.Software error causing service outages.General network or system instability.Precursors - A sign that an incident may occur in the future. Examples:Monitoring system showing unusual behavior.Audit log alerts indicated several failed login attempts.Suspicious emails targeting specific APS staff members with administrative access to production systems.Alerts raised from a security control source based on its monitoring policy, such asMicrosoft 365 (user authentication activities)Threat Stack (AWS Cloudtrail events or system agent activities)AWS Config & Monitoring (cloud services configuration or access alerts)AWS CloudWatch alertsIndications - A sign that an incident may have occurred or may be occurring at the present time. Examples:Alerts for modified system files or unusual system accesses.Antivirus alerts for infected files or devices.Excessive network traffic directed at unexpected geographic locations.Incidents - A confirmed attack / indicator of compromise or a validated violation of computer security policies or acceptableuse policies, often resulting in data breaches. Examples:Unauthorized disclosure of sensitive data.Unauthorized change or destruction of sensitive data.A data breach accomplished by an internal or external entity.A Denial-of-Service (DoS) attack causing a critical service to become unreachable.APS employees must report any unauthorized or suspicious activity seen on production systems or associated with relatedcommunication systems (such as email or Slack). In practice this means keeping an eye out for security events, and letting theSecurity team know about any observed precursors or indications as soon as they are discovered.Incidents of a severity/impact rating higher than MINOR shall trigger the following response process, or as defined more specificallyin the Incident Categories and Playbooks section.• • • • • • • • • • • • • • • • • • • • • • Attention 22.2.2 Incident Response Plan- 95/148 -
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I - Identification and TriageImmediately upon observation APS members report suspected and known Events, Precursors, Indications, and Incidents in one ofthe following ways:Direct report to management, the Security Officer, or other;Email;Phone call;Submit an incident report online via APS Internal ServiceDesk;Secure chat; orAnonymously through workforce members desired channels.The individual receiving the report facilitates the collection of additional information about the incident, as needed, and notifies theSecurity Officer (if not already done).The Security Officer determines if the issue is an Event, Precursor, Indication, or Incident.If the issue is an event, indication, or precursor the Security Officer forwards it to the appropriate resource for resolution.Non-Technical Event (minor infringement): the Security Officer of designee creates an appropriate issue in Rally and furtherinvestigates the incident as needed.Technical Event: Assign the issue to an technical resource for resolution. This resource may also be a contractor or outsourcedtechnical resource, in the event of a lack of resource or expertise in the area.If the issue is a security incident the Security Officer activates the Security Incident Response Team (SIRT) and notifies seniorleadership by email.If a non-technical security incident is discovered the SIRT completes the investigation, implements preventative measures, andresolves the security incident.Once the investigation is completed, progress to Phase V, Follow-up.If the issue is a technical security incident, commence to Phase II: Containment.The Containment, Eradication, and Recovery Phases are highly technical. It is important to have them completed by a highlyqualified technical security resource with oversight by the SIRT team.Each individual on the SIRT and the technical security resource document all measures taken during each phase, including thestart and end times of all efforts.The lead member of the SIRT team facilitates initiation of an Incident ticket in Rally Security Project and documents all findingsand details in the ticket.The intent of the Incident ticket is to provide a summary of all events, efforts, and conclusions of each Phase of this policy andprocedures.Each Incident ticket should contain sufficient details following the SANS Security Incident Forms templates, as appropriate.The Security Officer, or APS representative appointed notifies any affected Customers and Partners. If no Customers and Partnersare affected, notification is at the discretion of the Security and Privacy Officer.In the case of a threat identified, the Security Officer is to form a team to investigate and involve necessary resources, bothinternal to APS and potentially external.1. a. b. c. d. e. f. 2. 3. 4. a. b. 5. a. b. c. d. e. f. • • 6. 7. 22.2.2 Incident Response Plan- 96/148 -
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II - Containment (Technical)In this Phase, APS’s engineers and security team attempts to contain the security incident. It is extremely important to takedetailed notes during the security incident response process. This provides that the evidence gathered during the securityincident can be used successfully during prosecution, if appropriate.Review any information that has been collected by the Security team or any other individual investigating the security incident.Secure the blast radius (i.e. a physical or logical network perimeter or access zone).Perform the following forensic analysis preparation, as needed:Securely connect to the affected system over a trusted connection.Retrieve any volatile data from the affected system.Determine the relative integrity and the appropriateness of backing the system up.As necessary, take a snapshot of the disk image for further forensic; and if appropriate, back up the system.Change the password(s) to the affected system(s).Determine whether it is safe to continue operations with the affect system(s).If it is safe, allow the system to continue to function; and move to Phase V, Post Incident Analysis and Follow-up.If it is NOT safe to allow the system to continue operations, discontinue the system(s) operation and move to Phase III, Eradication.The individual completing this phase provides written communication to the SIRT.Complete any documentation relative to the security incident containment on the Incident ticket, using SANS IH ContainmentForm as a template.Continuously apprise Senior Management of progress.Continue to notify affected Customers and Partners with relevant updates as needed.III - Eradication (Technical)The Eradication Phase represents the SIRT’s effort to remove the cause, and the resulting security exposures, that are now onthe affected system(s).Determine symptoms and cause related to the affected system(s).Strengthen the defenses surrounding the affected system(s), where possible (a risk assessment may be needed and can bedetermined by the Security Officer). This may include the following:An increase in network perimeter defenses.An increase in system monitoring defenses.Remediation (“fixing”) any security issues within the affected system, such as removing unused services/general host hardeningtechniques.Conduct a detailed vulnerability assessment to verify all the holes/gaps that can be exploited have been addressed.If additional issues or symptoms are identified, take appropriate preventative measures to eliminate or minimize potential futurecompromises.Update the Incident ticket with Eradication details, using SANS IH Eradication Form as a template.Update the documentation with the information learned from the vulnerability assessment, including the cause, symptoms, and themethod used to fix the problem with the affected system(s).Apprise Senior Management of the progress.Continue to notify affected Customers and Partners with relevant updates as needed.Move to Phase IV, Recovery.1. 2. 3. a. b. c. d. e. f. g. h. i. 4. 5. 6. 1. 2. a. b. c. 3. a. 4. 5. 6. 7. 8. 22.2.2 Incident Response Plan- 97/148 -
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IV - Recovery (Technical)The Recovery Phase represents the SIRT’s effort to restore the affected system(s) back to operation after the resulting securityexposures, if any, have been corrected.The technical team determines if the affected system(s) have been changed in any way.If they have, the technical team restores the system to its proper, intended functioning (“last known good”).Once restored, the team validates that the system functions the way it was intended/had functioned in the past. This may requirethe involvement of the business unit that owns the affected system(s).If operation of the system(s) had been interrupted (i.e., the system(s) had been taken offline or dropped from the network whiletriaged), restart the restored and validated system(s) and monitor for behavior.If the system had not been changed in any way, but was taken offline (i.e., operations had been interrupted), restart the system andmonitor for proper behavior.Update the documentation with the detail that was determined during this phase.Apprise Senior Management of progress.Continue to notify affected Customers and Partners with relevant updates as needed.Move to Phase V, Follow-up.V - Post-Incident Analysis (Technical and Non-Technical)The Follow-up phase represents the review of the security incident to look for “lessons learned” and to determine whether theprocess that was taken could have been improved in any way. It is recommended all security incidents be reviewed shortly afterresolution to determine where response could be improved. Timeframes may extend to one to two weeks post-incident.Responders to the security incident (SIRT Team and technical security resource) meet to review the documentation collectedduring the security incident.A “lessons learned” section is written and attached to Incident ticket.Evaluate the cost and impact of the security incident to APS using the documents provided by the SIRT and the technical securityresource.Determine what could be improved. This may include:Systems and processes adjustmentsAwareness training and documentationImplementation of additional controlsCommunicate these findings to Senior Management for approval and for implementation of any recommendations made post-review of the security incident.Carry out recommendations approved by Senior Management; sufficient budget, time and resources should be committed to thisactivity.Ensure all incident related information is recorded and retained as described in APS Auditing requirements and Data Retentionstandards.Close the security incident.Periodic EvaluationIt is important to note that the processes surrounding security incident response should be periodically reviewed and evaluatedfor effectiveness. This also involves appropriate training of resources expected to respond to security incidents, as well as thetraining of the general population regarding the APS’s expectation for them, relative to security responsibilities. The incidentresponse plan is tested annually.22.2.3 Incident Categories and PlaybooksThe IRT reviews and analyzes on the security events on as part of its daily operations.1. a. b. c. d. e. f. g. h. 1. 2. a. b. • • • c. d. 3. 4. • 22.2.3 Incident Categories and Playbooks- 98/148 -



Based on the initial analysis, an event may be dismissed due to false positives, normal business operations, exceptions that arealready in place, permitted per policy, or duplicates. An audit trail will be kept for event dismissal.A valid security event may be upgrade to a security incident. Upon which, an incident classification and severity is assigned asspecified below.Record of the decision must be stored with details on date(s), name(s) of the person(s) conducted assessment.A containment, eradication and recovery procedure is triggered based on the Category classification of the incident.In addition to the general incident management procedures previously described, one or more of the following playbooks areconsulted based on the classification of a particular incident.ClassificationCategory 1 – General Incidents, including physical security incidentsCategory 2 – Attacks on internal corporate infrastructure, including network, hardware, softwareCategory 3 – MalwareCategory 4 – Attacks on external facing assets, such as website, web applications, web services. Including denial of serviceattacks.Category 5 – Human targets, social engineering, phishing, etc.Category 6 – Breach/leakage of critical or confidential dataSeverity Levels:Critical – incident that involves immediate and significant interruption to business operations and/or breach of critical orconfidential dataMajor – incident that involves immediate interruption to business operations but will not likely result in immediate databreachMinor – all other confirmed incidentsResponse Procedures: Cat 1 – General IncidentPrioritize handling the incident based on functional impact, informational effort, recoverability efforts and other relevantfactorsReport the incident to the appropriate internal personnel and external organizationsAcquire, preserve, secure, and document evidenceContain the incidentEradicate the incidentIdentify and mitigate all factors that enabled the incident to occurRemove any results of malicious activityRecover from the incidentRestore affected systems and business functionsImplement additional preventive measuresResponse Procedures: Cat 2 – Internal Infrastructure Incident ResponseDepending on the type of event, use the following incident response playbooks:Unauthorized AccessRoot AccessElevation of Privilege• • • • • • • • • • • • • • • • • • • • • • • • • • • 22.2.3 Incident Categories and Playbooks- 99/148 -
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Response Procedures: Cat 3 – Malware outbreakFollow this incident response playbook:MalwareResponse Procedures: Cat 4 – External web attacks and DoS/DDoS attacksMobilize the Engineering team to secure systems and ensure Business ContinuityConduct a thorough investigation of the incidentManage public relationshipsAddress legal and regulatory requirementsTrigger BCDR if necessaryResponse Procedures: Cat 5 – Social EngineeringFollow the Phishing incident response playbookResponse Procedures: Cat 6 – Data LeakageData Theft incident response playbook outlines the response instructionsResponse Procedures: Special CasesAt least the following two special cases are considered when responding to an incident:Criminal Activities:In the event of an attack that involves suspected criminal activities, the IRT and management team will inform law enforcement.Insider Threat:Members of the cross-discipline insider threat incident handling team include:Security,CEO, andHead of Engineering as appropriate.22.2.4 Emergency Operations ModeIf an incident constitutes an emergency – for example, a detected cyberattack that impacts production systems – APS plans tooperate in a “read-only” mode, to continue to provide customers access to their data. All write access is temporarily blocked anddata upload is paused until the emergency is resolved. This is accomplished by updating the access policy in production AWSenvironments.In emergency operations mode, temporary access may be granted to security and/or engineering team to access the productionenvironments to perform forensics, root cause analysis, eradication/remediation, or other necessary activities for incidentrecovery.22.2.5 Tabletop ExerciseAt least once per year, APS security and engineering teams jointly performs a Red Team exercise and/or a simulated “drill” of anemergency cyberattack that results in one or more CRITICAL incidents. Depending on the type of exercise, the duration mayrange from 2-4 hours (simulated “drill”) to a couple of weeks (full Red Teaming exercise).The exercise will follow a cyberattack playbook. It may be conducted with all internal resources or with the help of an externalsecurity consulting firm. The goal of the exercise is to ensure all parties involved receive proper training to handle an actual• • • • • • • • • 22.2.4 Emergency Operations Mode- 100/148 -
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incident and to test out the documented procedures in order to identify gaps ahead of a real event. Senior leadership team maybe invited to participate in the “drill” depending on the nature of the exercise or receive a readout of the outcome.22.2.6 Incident Tracking and RecordsA record is created for each reported incident in Jira. Each incident record contains details about the incident capturing theincident attributes and progression, including the following as applicable:SummaryDescriptionImpactPriority / UrgencyCategorizationAnalysis Notes and CommentsCause / DeterminationOutcome / ResolutionLessons LearnedIf a more detailed post-mortem is applicable, the Security and/or DevOps team will create the write-up and link it in the incidentrecord.• • • • • • • • • 22.2.6 Incident Tracking and Records- 101/148 -



23. Breach Investigation and NotificationLast Reviewed: 2025-02-17:19:44:43-UTCIn the case of a breach, APS shall notify all affected Customers. It is the responsibility of the Customers to notify affectedindividuals.23.1 Policy StatementsAPS policy requires that:(a) Breach notification procedures are invoked upon confirmation of security breach that results in unauthorized disclosure ofunprotected/unencrypted sensitive data.(b) Individuals impacted by a confirmed data breach must be notified within a predefined, required timeframe of discovery ofsuch breach.23.2 Controls and Procedures23.2.1 Breach Investigation ProcessDiscovery of Breach: A data breach shall be treated as “discovered” as of the first day on which such breach is known to theorganization, or, by exercising reasonable diligence would have been known to APS (includes breaches by the organization’sCustomers, Partners, or subcontractors). APS shall be deemed to have knowledge of a breach if such breach is known or byexercising reasonable diligence would have been known, to any person, other than the person committing the breach, who is aworkforce member or Partner of the organization. Following the discovery of a potential breach, the organization shall begin aninvestigation (see organizational policies for security incident response and/or risk management incident response) immediately,conduct a risk assessment, and based on the results of the risk assessment, begin the process to notify each Customer affected bythe breach. APS shall also begin the process of determining what external notifications are required or should be made (e.g., lawenforcement officials)Breach Investigation: The APS Security Officer shall name an individual to act as the investigator of the breach (e.g., securityofficer, risk manager, etc.). The investigator shall be responsible for the management of the breach investigation, completion of arisk assessment, and coordinating with others in the organization as appropriate (e.g., administration, security incident responseteam, human resources, risk management, public relations, legal counsel, etc.) The investigator shall be the key facilitator for allbreach notification processes to the appropriate entities (e.g., law enforcement officials). All documentation related to the breachinvestigation, including the risk assessment, shall be retained for a minimum of seven years. A breach log is kept and maintainedby the Security Officer.Risk Assessment: A risk assessment is performed in accordance to applicable laws and regulations.Timeliness of Notification: Upon discovery of a breach, notice shall be made to the affected APS Customers, usually within 24-48hours but no later than 10 calendar days after the discovery of the breach. It is the responsibility of the organization todemonstrate that all notifications were made as required, including evidence demonstrating the necessity of delay.Delay of Notification Authorized for Law Enforcement Purposes: If a law enforcement official states to the organization that anotification, notice, or posting would impede a criminal investigation or cause damage to national security, the organization shall:If the statement is in writing and specifies the time for which a delay is required, delay such notification, notice, or posting of thetimer period specified by the official; orIf the statement is made orally, document the statement, including the identify of the official making the statement, and delay thenotification, notice, or posting temporarily and no longer than 30 days from the date of the oral statement, unless a writtenstatement as described above is submitted during that time.1. 2. 3. 4. 5. • • 23. Breach Investigation and Notification- 102/148 -



Content of the Notice: The notice shall be written in plain language and must contain the following information:A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known;A description of the types of unsecured protected health information that were involved in the breach (such as whether full name,Social Security number, date of birth, home address, account number, diagnosis, disability code or other types of information wereinvolved), if known;Any steps the Customer should take to protect Customer data from potential harm resulting from the breach.A brief description of what APS is doing to investigate the breach, to mitigate harm to individuals and Customers, and to protectagainst further breaches.Contact procedures for individuals to ask questions or learn additional information, which may include a toll-free telephonenumber, an e-mail address, a web site, or postal address.Methods of Notification: APS Customers will be notified via email and phone within the timeframe for reporting breaches, asoutlined above.Maintenance of Breach Information/Log: As described above and in addition to the reports created for each incident, APS shallmaintain a process to record or log all breaches of unsecured sensitive data regardless of the number of records and Customersaffected. The following information should be collected/logged for each breach (see sample Breach Notification Log):A description of what happened, including the date of the breach, the date of the discovery of the breach, and the number ofrecords and Customers affected, if known.A description of the types of unsecured protected health information that were involved in the breach (such as full name, SocialSecurity number, date of birth, home address, account number, etc.), if known.A description of the action taken with regard to notification of patients regarding the breach.Resolution steps taken to mitigate the breach and prevent future occurrences.Workforce Training: APS shall train all members of its workforce on the policies and procedures with respect to sensitive data asnecessary and appropriate for the members to carry out their job responsibilities. Workforce members shall also be trained as tohow to identify and report breaches within the organization.Complaints: APS must provide a process for individuals to make complaints concerning the organization’s patient privacy policiesand procedures or its compliance with such policies and procedures.Sanctions: The organization shall have in place and apply appropriate sanctions against members of its workforce, Customers, andPartners who fail to comply with privacy policies and procedures.Retaliation/Waiver: APS may not intimidate, threaten, coerce, discriminate against, or take other retaliatory action against anyindividual for the exercise by the individual of any privacy right. The organization may not require individuals to waive theirprivacy rights under as a condition of the provision of treatment, payment, enrollment in a health plan, or eligibility for benefits.23.2.2 APS Platform Customer ResponsibilitiesThe following requirements and guidelines shall be provided to and agreed upon by a client organization using APS platform tohost sensitive data.6. • • • • • 7. 8. • • • • 9. 10. 11. 12. 23.2.2 APS Platform Customer Responsibilities- 103/148 -



The agreement may be in the form of a contract or acceptance of terms and conditions.The APS Customer that accesses, maintains, retains, modifies, records, stores, destroys, or otherwise holds, uses, or disclosesunsecured sensitive data shall, without unreasonable delay and in no case later than 72 hours after discovery of a breach, notifyAPS of such breach. The Customer shall provide APS with the following information:A description of what happened, including the date of the breach, the date of the discovery of the breach, and the number ofrecords and Customers affected, if known.Resolution steps taken to mitigate the breach and prevent future occurrences.Depending on the nature of the breach, an investigation may be conducted by APS or the Customer or jointly to determine thecause of breach.Notice to Media: Unless APS is directly at fault for the cause of breach, APS Customers are responsible for providing notice toprominent media outlets at the Customer’s discretion.Notice to Authorities: Unless APS is directly at fault for the cause of breach, APS Customers are responsible for providing notice tothe appropriate authorities at the Customer’s discretion.23.2.3 Sample Letter to Customers in Case of Breach[Date][Name] [Name of Customer] [Address 1] [Address 2] [City, State Zip Code]Dear [Name of Customer]:I am writing to you from Above Property LLC., with important information about a recent breach that affects your account withus. We became aware of this breach on [Insert Date] which occurred on or about [Insert Date]. The breach occurred as follows:Describe event and include the following information:A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known.A description of the types of unsecured protected health information that were involved in the breach (such as whether fullname, Social Security number, date of birth, home address, account number, diagnosis, disability code or other types ofinformation were involved), if known.Any steps the Customer should take to protect themselves from potential harm resulting from the breach.A brief description of what APS is doing to investigate the breach, to mitigate harm to individuals, and to protect againstfurther breaches.Contact procedures for individuals to ask questions or learn additional information, which includes a toll-free telephonenumber, an e-mail address, web site, or postal address.Other Optional Considerations:Recommendations to assist customer in remedying the breach.We will assist you in remedying the situation.Sincerely,Pete EhlkeSecurity OfficerAbove Property LLC.pete.ehlke@aboveproperty.com 23.2.4 List of Contacts for AuthoritiesFederal Trade CommissionPhone: 1-877-382-4357Website: https://ftccomplaintassistant.gov1. • • 2. 3. 4. • • • • • • • • 23.2.3 Sample Letter to Customers in Case of Breach- 104/148 -
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Privacy ShieldWebsite: https://www.privacyshield.gov/assistanceGDPR Lead Supervisory Authority (UK) - ICOWebsite:https://ico.org.uk/make-a-complaint/https://ico.org.uk/global/contact-us/GDPR Lead Supervisory Authority (Ireland) - DPCWebsite: https://www.dataprotection.ie/en/contact/how-contact-usNaples Police DepartmentPhone: 239-213-4844Address: 355 Riverside Circle Naples, FL 34102Federal Bureau of Investigation Naples OfficePhone: (239) 262-7941Address: 3001 Tamiami Trail N Naples, FL 34103• • • • • • • • • 23.2.4 List of Contacts for Authorities- 105/148 -
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24. Third Party Security, Vendor Risk Management and Systems/ServicesAcquisitionLast Reviewed: 2025-02-17:19:44:43-UTCAPS makes every effort to assure all third party organizations are compliant and do not compromise the integrity, security, andprivacy of APS or APS Customer data. Third Parties include Vendors, Customers, Partners, Subcontractors, and ContractedDevelopers.24.1 Policy StatementsAPS policy requires that:(a) A list of approved vendors/partners must be maintained and reviewed annually.(b) Approval from management, procurement and security must be in place prior to onboarding any new vendor or contractor.Additionally, all changes to existing contract agreements must be reviewed and approved prior to implementation.(c) For any technology solution that needs to be integrated with APS production environment or operations, a Vendor TechnologyReview must be performed by the security team to understand and approve the risk. Periodic compliance assessment and SLAreview may be required.(d) APS Customers or Partners should not be allowed access outside of their own environment, meaning they cannot access,modify, or delete any data belonging to other 3rd parties.(e) Additional vendor agreements are obtained as required by applicable regulatory compliance requirements.A GDPR Data Processing Agreement/Addendum (DPA) is defined and executed for each APS vendor/contractor that processespersonal data of EU users.24.2 Controls and Procedures24.2.1 Vendor Technology Risk ReviewAPS security policy requires a risk review of vendor technology, prior to any technology being integrated to APS operations and/or infrastructure. Employees are required to engage security team to conduct such review. The request may be submitted byemail directly to the security team, or by opening a Rally ticket through the APS internal service desk.Security team is responsible to conduct the reviews via interviews and reviews of documentation, to ensure the vendor complieswith regulatory requirements and follows security best practices to minimize risk to an acceptable level.A vendor technology risk (VTR) assessment is conducted using Google VSAQ, in the following steps:Reviewer sends questionnaire link(s) to vendor contact.Vendor completes the questionnaire(s).Vendor saves/exports answers to the assessment questionnaire(s).Vendor contact sends the answers file back to reviewer.Reviewer opens the same questionnaire(s) and loads the answers received from the vendor to complete the assessment.Reviewer follows up with vendor contact as needed.Reviewer facilities discussion with business owner to determine if the risk is acceptable. Vendor remediation may be requireddepending on the results.A list of approved vendors / contractors is maintained by the Security and Operations teams.• 1. 2. 3. 4. 5. 6. 7. 24. Third Party Security, Vendor Risk Management and Systems/Services Acquisition- 106/148 -



24.2.2 Vendor Contractual AgreementsGDPR. If the vendor processes data for customers from in the European Economic Area, United Kingdom or Switzerland (the“Designated Countries”), the vendor must be GDPR compliant, and a Data Processing Agreement (DPA) is required.SLA for Service Providers. For network and infrastructure service providers that support production and/or critical operationsat APS, a Service Level Agreement (SLA) is defined and included in the service contract.As appropriate, the executed agreement(s) are linked or attached to the vendor on the approved vendors list.24.2.3 Monitoring Vendor RisksVendor contracts are reviewed either annually or according to the signed contract duration.Based on the risk level and the sensitivity/criticality of data the vendor has access to, the vendor review may include an updatedrisk analysis performed by the security team in addition to legal and business review of contract terms.If the vendor is a service provider, the DevOps team monitors the service status of the provider according to its SLA. This is doneby either manually reviewing the posted service status on the vendor’s status pages at least quarterly, or by setting up alarms forservice interruption using automation.24.2.4 Software and Systems Acquisition ProcessAPS Security maintains a list of pre-approved business software and a list of approved vendors / contractors.If additional commercial software, hardware system, or cloud services is needed, a request should be submitted through APSinternal service desk. This will trigger the approval by manager/security and procurement process.As applicable, APS security team may conduct a risk analysis on the software or system to ensure it complies with APS security,compliance and legal requirements and does not interfere with the security controls. If a risk is identified, additional controlsshould be identified and implemented (or planned) prior to acquisition. An alternative product may be considered as a result ofthe risk analysis. 24.2.2 Vendor Contractual Agreements- 107/148 -



25. Privacy and ConsentLast Reviewed: 2025-02-17:19:44:43-UTCAPS is committed to protecting the privacy of our customers.25.1 Policy StatementsAPS policy requires that:(a) Privacy policy shall be made available to inform Customers how APS collects, uses, secures and shares customer information. (b) Valid consent must be obtained for data collected from a Customer and the purposes data is used for must be provided.Customer must be provided an option to opt-in or opt-out.25.2 Controls and Procedures25.2.1 Privacy PolicyCurrent Privacy Policy is published at https://compliance.aboveproperty.com/privacy-policy/25.2.2 Notice of Privacy PracticeCurrent Notice of Privacy Practice (NPP) is published at https://compliance.aboveproperty.com/privacy-policy/25.2.3 Platform Use Terms and ConsentThe Terms of Use and Consent for APS platform and applications are hosted online or within the application itself.25. Privacy and Consent- 108/148 -
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26. Use of Generative AI26.1 Cybersecurity Policy for the use of Generative AI26.1.1 Effective Date: March 1 202426.1.2 1.0 PurposeThe purpose of this policy is to establish guidelines and best practices for the responsible and secure use of generative artificialintelligence (AI) within our organization. Generative AI refers to technology that can generate human-like text, images, or othermedia content using AI algorithms.26.1.3 2.0 ScopeThis policy applies to all employees, contractors, and third-party individuals who have access to generative AI technologies or areinvolved in using generative AI tools or platforms on behalf of our organization.26.1.4 3.0 Acceptable UseGeneral GuidelinesDO:Understand that GenAI tools may be useful but are not a substitute for human judgment and creativity.Understand that many GenAI tools are prone to “hallucinations,” false answers or information, or information that is stale, andtherefore responses must always be carefully verified by a human.Treat every bit of information you provide to an GenAI tool as if it will go viral on the Internet, attributed to you or theCompany, regardless of the settings you have selected within the tool (or the assurances made by its creators).Inform your supervisor when you have used a GenAI tool to help perform a task.Verify that any response from an GenAI tool that you intend to rely on or use is accurate, appropriate, not biased, not aviolation of any other individual or entity’s intellectual property or privacy, and consistent with Company policies andapplicable laws. Since general purpose GenAI tools are often trained on data whose provenance you cannot verify, this processshould be extensive.DO NOT:Do not use GenAI tools to make or help you make employment decisions about applicants or employees, including recruitment,hiring, retention, promotions, transfers, performance monitoring, discipline, demotion, or terminations.Do not upload or input any confidential, proprietary, or sensitive Company information into any GenAI tool. Examples includepasswords and other credentials, protected health information, personnel material, information from documents markedConfidential, Sensitive, or Proprietary, or any other non-public Company information that might be of use to competitors orharmful to the Company if disclosed. Doing so may breach your or the Company’s obligations to keep certain informationconfidential and secure, risks widespread disclosure, and may cause the Company’s rights to that information to bechallenged.Do not upload or input any personal information (names, addresses, likenesses, etc.) about any person into any GenAI tool.Do not upload or input any information of any kind about any customer or any customer’s customers/guests intoany GenAI tool for any reason.Do not represent work generated by a GenAI tool as being your own original work.Do not integrate any GenAI tool with internal Company software without first receiving specific written permission from yoursupervisor and the Engineering and Security Departments.Do not use GenAI tools other than those on the approved list from the Engineering and Security Departments. Maliciouschatbots can be designed to steal or convince you to divulge information.• • • • • • • • • • • • 26. Use of Generative AI- 109/148 -



3.1. Authorized UseGenerative AI tools and platforms may only be used for business purposes approved by the organization. Such purposes mayinclude content generation for marketing, product development, research, or other legitimate activities.3.2. Compliance with Laws and RegulationsAll users of generative AI must comply with applicable laws, regulations, and ethical guidelines governing intellectual property,privacy, data protection, and other relevant areas.3.3. Intellectual Property RightsUsers must respect and protect intellectual property rights, both internally and externally. Unauthorized use of copyrightedmaterial or creation of content that infringes on the intellectual property of others is strictly prohibited.3.4. Responsible AI UsageUsers are responsible for ensuring that the generated content produced using generative AI aligns with the organization’svalues, ethics, and quality standards. Generated content must not be use if it is misleading, harmful, offensive, or discriminatory.26.1.5 4.0 Access and Security4.1. Authorized AccessAccess to generative AI tools, platforms, or related systems should be restricted to authorized personnel only. Users must notshare their access credentials or allow unauthorized individuals to use the generative AI tools on their behalf.4.2. Secure ConfigurationGenerative AI tools and platforms must be configured securely, following industry best practices and vendor recommendations.This includes ensuring the latest updates, patches, and security fixes are applied in a timely manner.4.3. User AuthenticationStrong authentication mechanisms, such as multi-factor authentication (MFA), should be implemented for accessing generativeAI tools and platforms. Passwords used for access should be unique, complex, and changed regularly.4.4. Data ProtectionUsers must handle any personal, sensitive, or confidential data generated or used by generative AI tools in accordance with theorganization’s data protection policies and applicable laws. Encryption and secure transmission should be employed whenevernecessary. Inputting sensitive, or confidential organization data into an online AI prompt is prohibited. A DLP (Data LossProtection) solution should be implemented and used to stop data leaks from AI.26.1.6 5.0 Monitoring and Incident Response5.1. Logging and AuditingAppropriate logging and auditing mechanisms should be implemented to capture activities related to generative AI usage. Theselogs should be regularly reviewed to detect and respond to any suspicious or unauthorized activities. 5.2. Incident Reporting Any suspected or confirmed security incidents related to generative AI usage should be reportedpromptly to the organization’s designated cybersecurity team or incident response personnel.5.3. Vulnerability Management Regular vulnerability assessments and security testing should be conducted on generative AItools and platforms to identify and address any security weaknesses or vulnerabilities.26.1.7 6.0 Training and Awareness6.1. Education and Training 26.1.5 4.0 Access and Security- 110/148 -



Employees and relevant personnel should receive training on the responsible and secure use of generative AI. This trainingshould cover topics such as ethical considerations, potential risks, security best practices, and compliance requirements.6.2. Awareness CampaignsRegular awareness campaigns and communications should be conducted to reinforce the importance of cybersecurity,responsible AI usage, and adherence to this policy.7.0 Non-ComplianceNon-Compliance with this policy may result in disciplinary action, up to and including termination of employment or contract,and legal consequences if applicable laws are violated.26.1.8 8.0 Policy ReviewThis policy will be reviewed periodically and updated as necessary to address emerging risks, technological advancements,regulatory changes, and other conditions as necessary. 26.1.8 8.0 Policy Review- 111/148 -



27. Appendix A. Employee Handbook27.1 Employee Handbook and Policy Quick ReferenceLast Reviewed: 2025-02-17:19:44:43-UTCThis is an abridged version of APS’s security policy that all workforce members are required to be familiar with and comply with.You are required to follow detailed procedures defined in certain policies related to your job role.Security is everyone’s responsibility. If this is not your first job, don’t do anything that might get you in trouble at your previousworkplace. When in doubt, stop and ask.As a APS employee, I acknowledge thatI have reviewed and will comply with company security policies and procedures, acceptable use, and sanction policies.I accept that my work devices, including approved BYOD devices, and activities on such devices are subject to security monitoring.I will protect my work devices at remote locations and will not leave devices unattended.I will ensure my laptops and workstations are securely configured with whole disk encryption, endpoint security agent, malwareprotection, local firewall, password protected screensaver, and latest security patches.I will follow documented policies and procedures to protect sensitive and confidential data.I understand that customer data and sensitive data may only be stored in approved production environments.I understand company and regulatory requirements to protect critical data and will NOTstore critical data such as customer data and passwords on online file shares (such as Google Drive, SharePoint, Dropbox), in logsand source codes;send critical data such as customer data and passwords by email, chat, or similar public communication channels;post critical data such as customer data and passwords in blogs, support tickets or other public forums; andI understand that use of paper records and fax transmission for sensitive customer data is not allowed.I will keep my passwords confidential and will NOT share my individual user passwords with other users.I will NOT use shared/generic, guest/anonymous, emergency or temporary accounts without explicit approval.I will regularly back up business data on my user devices to approved data storage media/repositories such as the companySharePoint site.I will report any incident and suspicious activity to Security and/or my manager.• Acknowledgement• • • • • • • • • • • • • • • 27. Appendix A. Employee Handbook- 112/148 -
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27.1.1 TrainingYou will be prompted as part of onboarding, and periodically going forward, to complete the following security training:General security policy and procedures training, includingRoles, Responsibilities and TrainingHR and Personnel SecurityData Classification and HandlingOngoing security awareness training (a yearly series, currently provided by GLS On Demand)Role-based security trainingall members of the Development/Engineering team must carefully review the following policies and proceduresProduct Security and Secure Software DevelopmentData ManagementData ProtectionConfiguration and Change Managementall members of the Administrative, Marketing and Procurement teams must review the following policies and proceduresThird Party Security, Vendor Risk Management and Systems/Services Acquisitionall members of the Administrative and Senior Leadership/Executive teams must review the following policies andproceduresBusiness Continuity and Disaster RecoveryCompliance Audits and External CommunicationsRisk Managementall members of the HR and Facilities teams must review the following policies and proceduresHR and Personnel SecurityFacility Access and Physical Securityall team members responsible for Product Management and Business Development must review the following policies andproceduresPrivacy and Consentall members of the Security, Compliance and IT teams must review all policies and procedures in its entirety27.1.2 Acceptable use policy for end-user computingAPS policy requires that:(a) Per APS security architecture, all workforce members are primarily considered as remote users and therefore must follow allsystem access controls and procedures for remote access.(b) Use of APS computing systems is subject to monitoring by APS IT and/or Security team.(c) Employees may not leave computing devices (including laptops and smart devices) used for business purpose, includingcompany-provided and BYOD devices, unattended in public.(d) Device encryption must be enabled for all mobile devices accessing company data, such as whole-disk encryption for alllaptops.(e) Use only legal, approved software with a valid license. Do not use personal software for business purposes and vice versa.(f) Encrypt all email messages containing sensitive or confidential data.(g) Employees may not post any sensitive or confidential data in public forums or chat rooms. If a posting is needed to obtaintechnical support, data must be sanitized to remove any sensitive or confidential information prior to posting.• • • • • • • • • • • • • • • • • • • • • • • 27.1.1 Training- 113/148 -



(h) Anti-malware or equivalent protection and monitoring must be installed and enabled on all endpoint systems that arecommonly affected by malware, including workstations, laptops and servers.(i) All data storage devices and media must be managed according to the APS Data Classification specifications and DataHandling procedures.(j) Mobile devices are not allowed to connect directly to APS production environments.27.1.3 Your responsibilities for computing devicesAPS provides company-issued laptops and workstations to all employees. APS currently does not require or support employeesbringing their own computing devices.The laptops and/or workstations assigned to you are yours to configure and manage according to company security policy andstandards. You are responsible toconfigure the system to meeting the configuration and management requirements, including password policy, screenprotection timeout, host firewall, etc.;ensure the required anti-malware protection and security monitoring agent is installed and running; andinstall the latest security patches timely or enable auto-update.IT and Security provides automated scripts for end-user system configurations and/or technical assistance as needed.You are also responsible for maintaining a backup copy of the business files local on your laptop/workstation to the appropriatelocation on APS file sharing / team site (e.g. SharePoint). Examples of business files include, but are not limited to:Documents (e.g. product specs, business plans)PresentationsReports and spreadsheetsDesign files/images/diagramsMeeting notes/recordingsImportant records (e.g. approval notes)DO NOT backup critical data such as customer data or PII to file sharing sites. If you have such critical data locally on your device,contact IT and Security for the appropriate data management and protection solution.Unless the local workstation/device has access to Critical data, backups of user workstations/devices are self managed by thedevice owner. Backups may be stored on an external hard drive or using a cloud service such as iCloud if and only if the data isboth encrypted and password protected (passwords must meet APS requirements).You are responsible to ship a replaced device back to IT within ten (10) days of receiving the replacement computing device (e.g.:laptop, cell phone, etc.).There is no provision for employees to purchase computing devices from APS.27.1.4 Getting helpSupport for most of our business applications are self-service, such as password reset via Microsoft 365.• • • • • • • • • Important 27.1.3 Your responsibilities for computing devices- 114/148 -



If needed, users may use our internal service desk to request IT and Security support. Common requests include:Password reset and access requestsRequest new software and hardwareTechnical supportRecommend changes to policies and processes27.1.5 How to report an incident or suspicious activityYou are responsible to report all suspicious activities and security-related incidents immediately to the Information Securityteam, by one of the following channels:(preferred) DM the Security Officer on APS’s slack workspace. For urgent issues requiring immediate attention, open anincident for the Security team on PagerDuty“Report a security incident” by creating an issue on Rally and/or via the internal help deskIf access to Rally is not available, employees may send an email to security@aboveproperty.comFor non-sensitive, non-confidential security issues and concerns, employees may post questions on APS’s #security Slackchannel.Additionally, employees may report the incident to their direct manager.• • • • • • • • • 27.1.5 How to report an incident or suspicious activity- 115/148 -
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28. Appendix B. Approved Software28.1 Approved SoftwareLast Reviewed: 2025-02-17:19:44:43-UTCSoftware approved for use at APS includes, but is not limited to:Adobe suiteAtlassian suiteJetbrains suiteGoogle Workspaces suiteCode editors (IntelliJ, PyCharm, WebStorm, VS Code, etc)1Password / BitWarden (The use of LastPass is strongly discouraged due to its poor security record)Docker (Due to licensing considerations, Docker Desktop requires explicit approval from the Head of Engineering. APSstrongly encourages the use of finch in lieu of Docker Desktop.)Node/npm/yarnJava (OpenJDK or Amazon Corretto distributions. Due to licensing restrictions, the use of Oracle Java is expressly prohibited.)Python 3.7 and laterGitOffice 365Microsoft 365 (and any apps/services managed by Microsoft 365)PostmanSlackMicrosoft TeamsZoomReputable and well documented open source / free software may be used for development purposes at the discretion of theEngineering team. Cb Defense agents must be active to monitor the behavior of all application processes. Additional periodicaudit may be conducted to review the usage of open source tools. Examples of such software include, but are not limited to:Chrome and various browser extensionsFirefox and various browser extensionsHomebrewGraphQL/GraphiQLKeybaseSkitchSpectacleTerraformetc.Software not in the list above may be installed if it is necessary for a business purpose, legal, with a valid license, and approvedon a case-by-case basis by your manager or the Security Officer.• • • • • • • • • • • • • • • • • • • • • • • • • • 28. Appendix B. Approved Software- 116/148 -
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29. Appendix C. Approved Vendors29.1 Approved VendorsLast Reviewed: 2025-02-17:19:44:43-UTCFor confidentiality reasons, the list of approved vendors is maintained internally by Above Property LLC. and is available tocustomers and business partners by request under NDA. 29. Appendix C. Approved Vendors- 117/148 -
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30. Appendix D. Key Definitions30.1 Key DefinitionsLast Reviewed: 2025-02-17:19:44:43-UTC 30. Appendix D. Key Definitions- 119/148 -



Application: An application hosted by APS, either maintained and created by APS, or maintained and created by a Customer orPartner.Application Level: Controls and security associated with an Application. In the case of PaaS Customers, APS does not haveaccess to and cannot assure compliance with security standards and policies at the Application Level.Audit: Internal process of reviewing information system access and activity (e.g., log-ins, file accesses, and security incidents).An audit may be done as a periodic event, as a result of a patient complaint, or suspicion of employee wrongdoing.Audit Controls: Technical mechanisms that track and record computer/system activities.Audit Logs: Encrypted records of activity maintained by the system which provide: 1) date and time of activity; 2) origin ofactivity (app); 3) identification of user doing activity; and 4) data accessed as part of activity.Access: Means the ability or the means necessary to read, write, modify, or communicate data/ information or otherwise useany system resource.BaaS: Backend-as-a-Service. A set of APIs, and associated SDKs, for rapid mobile and web application development. APIs offerthe ability to create users, do authentication, store data, and store files.Backup: The process of making an electronic copy of data stored in a computer system. This can either be complete, meaningall data and programs, or incremental, including just the data that changed from the previous backup.Backup Service: A logging service for unifying system and application logs, encrypting them, and providing a dashboard forthem. Offered with all APS Add-ons and as an option for PaaS Customers.Breach: A data breach is the intentional or unintentional release of secure or sensitive information to an untrustedenvironment or individual. A data breach often involves an incident where information is stolen or taken from a system withoutthe knowledge or authorization of the system’s owner.De-identification: The process of removing identifiable information so that data is rendered to not be personally identifiable .Disaster Recovery: The ability to recover a system and data after being made unavailable.Disaster Recovery Service: A disaster recovery service for disaster recovery in the case of system unavailability. This includesboth the technical and the non-technical (process) required to effectively stand up an application after an outage. Offered withall APS Add-ons and as an option for PaaS Customers.Disclosure: Disclosure means the release, transfer, provision of, access to, or divulging in any other manner of informationoutside the entity holding the information.Customers: Contractually bound users of APS Platform and/or services.Environment: The overall technical environment, including all servers, network devices, and applications.Event: An event is defined as an occurrence that does not constitute a serious adverse effect on APS, its operations, or itsCustomers, though it may be less than optimal. Examples of events include, but are not limited to:A hard drive malfunction that requires replacement;Systems become unavailable due to power outage that is non-hostile in nature, with redundancy to assure ongoing availabilityof data;Accidental lockout of an account due to incorrectly entering a password multiple times.Hardware (or hard drive): Any computing device able to create and store sensitive data .IaaS: Infrastructure-as-a-Service.Individually Identifiable Health Information: That information that is a subset of health information, including demographicinformation collected from an individual, and is created or received by a health care provider, health plan, employer, or healthcare clearinghouse; and relates to the past, present, or future physical or mental health or condition of an individual; theprovision of health care to an individual; or the past, present, or future payment for the provision of health care to anindividual; and identifies the individual; or with respect to which there is a reasonable basis to believe the information can beused to identify the individual.• • • • • • • • • • • • • • • • • • • • • • • 30.1 Key Definitions- 120/148 -



Indication: A sign that an Incident may have occurred or may be occurring at the present time. Examples of indicationsinclude:The network intrusion detection sensor alerts when a known exploit occurs against an FTP server. Intrusion detection isgenerally reactive, looking only for footprints of known attacks. It is important to note that many IDS “hits” are also falsepositives and are neither an event nor an incident;The antivirus software alerts when it detects that a host is infected with a worm;Users complain of slow access to hosts on the Internet;The system administrator sees a filename with unusual characteristics;Automated alerts of activity from log monitors like OSSEC;An alert from OSSEC about file system integrity issues.Intrusion Detection System (IDS): A software tool use to automatically detect and notify in the event of possible unauthorizednetwork and/or system access.IDS Service: An Intrusion Detection Service for providing IDS notification to customers in the case of suspicious activity.Offered with all APS Add-ons and as an option for PaaS Customers.Law Enforcement Official: Any officer or employee of an agency or authority of the United States, a State, a territory, apolitical subdivision of a State or territory, or an Indian tribe, who is empowered by law to investigate or conduct an officialinquiry into a potential violation of law; or prosecute or otherwise conduct a criminal, civil, or administrative proceedingarising from an alleged violation of law.Logging Service: A logging service for unifying system and application logs, encrypting them, and providing a dashboard forthem. Offered with all APS Add-ons and as an option for PaaS Customers.Messaging: API-based services to deliver and receive SMS messages.Minimum Necessary Information: Protected health information that is the minimum necessary to accomplish the intendedpurpose of the use, disclosure, or request. The “minimum necessary” standard applies to all protected health information inany form.Off-Site: For the purpose of storage of Backup media, off-site is defined as any location separate from the building in which thebackup was created. It must be physically separate from the creating site.Organization: For the purposes of this policy, the term “organization” shall mean APS.PaaS: Platform-as-a-Service.Partner: Contractual bound 3rd party vendor with integration with the APS Platform. May offer Add-on services.PMP or Platform: APS Precision Medicine Platform and its overall technical environment.Precursor: A sign that an Incident may occur in the future. Examples of precursors include:Suspicious network and host-based IDS events/attacks;Alerts as a result of detecting malicious code at the network and host levels;Alerts from file integrity checking software;Audit log alerts.Restricted Area: Those areas of the building(s) where protected health information and/or sensitive organizational informationis stored, utilized, or accessible at any time.Risk: The likelihood that a threat will exploit a vulnerability, and the impact of that event on the confidentiality, availability, andintegrity of sensitive data, other confidential or proprietary electronic information, and other system assets.Risk Assessment:Referred to as Data Protection Imapct Analysis (DPIA) in GDPRIdentifies the risks to information system security and determines the probability of occurrence and the resulting impact foreach threat/vulnerability pair identified given the security controls in place;Prioritizes risks; andResults in recommended possible actions/controls that could reduce or offset the determined risk.Risk Management: Within this policy, it refers to two major process components: risk assessment and risk mitigation.• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 30.1 Key Definitions- 121/148 -



Risk Management Team: Individuals who are knowledgeable about the Organization’s Privacy, Security and Compliancepolicies, procedures, training program, computer system set up, and technical security controls, and who are responsible forthe risk management process and procedures outlined below.Risk Mitigation: A process that prioritizes, evaluates, and implements security controls that will reduce or offset the risksdetermined in the risk assessment process to satisfactory levels within an organization given its mission and availableresources.Role: The category or class of person or persons doing a type of job, defined by a set of similar or identical responsibilities.SaaS: Software-as-a-Service.Sanitization: Removal or the act of overwriting data to a point of preventing the recovery of the data on the device or mediathat is being sanitized. Sanitization is typically done before re-issuing a device or media, donating equipment that containedsensitive information or returning leased equipment to the lending company.Security Incident (or just Incident): A security incident is an occurrence that exercises a significant adverse effect on people,process, technology, or data. Security incidents include, but are not limited to:A system or network breach accomplished by an internal or external entity; this breach can be inadvertent or malicious;Unauthorized disclosure;Unauthorized change or destruction of sensitive data (i.e. deletion or alterations not following APS’s procedures);Denial of service not attributable to identifiable physical, environmental, human or technology causes;Disaster or enacted threat to business continuity;Information Security Incident: A violation or imminent threat of violation of information security policies, acceptable usepolicies, or standard security practices. Examples of information security incidents may include, but are not limited to, thefollowing:Denial of Service: An attack that prevents or impairs the authorized use of networks, systems, or applications by exhaustingresources;Malicious Code: A virus, worm, Trojan horse, or other code-based malicious entity that infects a host;Unauthorized Access/System Hijacking: A person gains logical or physical access without permission to a network, system,application, data, or other resource. Hijacking occurs when an attacker takes control of network devices or workstations;Inappropriate Usage: A person violates acceptable computing use policies;Other examples of observable information security incidents may include, but are not limited to:Use of another person’s individual password and/or account to login to a system;Failure to protect passwords and/or access codes (e.g., posting passwords on equipment);Installation of unauthorized software;Terminated workforce member accessing applications, systems, or network.Threat: The potential for a particular threat-source to successfully exercise a particular vulnerability. Threats are commonlycategorized as:Environmental - external fires, HVAC failure/temperature inadequacy, water pipe burst, power failure/fluctuation, etc.Human - hackers, data entry, workforce/ex-workforce members, impersonation, insertion of malicious code, theft, viruses,SPAM, vandalism, etc.Natural - fires, floods, electrical storms, tornados, etc.Technological - server failure, software failure, ancillary equipment failure, etc. and environmental threats, such as poweroutages, hazardous material spills.Other - explosions, medical emergencies, misuse or resources, etc.Threat Action: The method by which an attack might be carried out (e.g., hacking, system intrusion, etc.).Threat Source: Any circumstance or event with the potential to cause harm (intentional or unintentional) to an IT system.Common threat sources can be natural, human or environmental which can impact the organization’s ability to protectsensitive data.Trigger Event: Activities that may be indicative of a security breach that require further investigation.• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 30.1 Key Definitions- 122/148 -



Unrestricted Area: Those areas of the building(s) where protected health information and/or sensitive organizationalinformation is not stored or is not utilized or is not accessible there on a regular basis.Vendor: External individuals or organizations marketing or selling products or services, or providing services to APS.Vulnerability: A weakness or flaw in an information system that can be accidentally triggered or intentionally exploited by athreat and lead to a compromise in the integrity of that system, i.e., resulting in a security breach or violation of policy.Workforce: Means employees, volunteers, trainees, and other persons whose conduct, in the performance of work for acovered entity, is under the direct control of such entity, whether or not they are paid by the covered entity.Workstation: An electronic computing device, such as a laptop or desktop computer, or any other device that performs similarfunctions, used to create, receive, maintain, or transmit sensitive data. Workstation devices may include, but are not limited to:laptop or desktop computers, smart phones, tablet PCs, and other handheld devices. For the purposes of this policy,“workstation” also includes the combination of hardware, operating system, application software, and network connection.• • • • • 30.1 Key Definitions- 123/148 -



31. Appendix E. Privacy Policy31.1 Privacy and Cookie Policy31.1.1 Effective: 1 March 2024.31.1.2 General TermsAbove Property LLC. (APS) declares to abide by the European General Data Protection Regulation 2016/679 of 27 April 2016with this Privacy Policy.31.1.3 Data that we collect about youPersonal data means any information that can identify a natural person or any information that can link to an identifiable naturalperson. Personal data does not include information that is anonymized and where no natural person can be identified.31.1.4 Personal data that we collect about you:Above Property LLC. (APS) is an information technology provider for the hotel and hospitality industry. When you make a hotelreservation at one of our customer hotels, we collect Personal Information (your name, address, email address, and paymentdata) necessary to complete the reservation. Some of our hotel customers may require us, as a data processor, to verify your ageand/or birthday in order to reserve rooms at their hotels. We will only ask for information from you that is necessary to completea hotel reservation.31.1.5 How we collect data about youAbove Property LLC. (APS) obtains personal data about you when you use that data to make a hotel reservation at any of ourcustomers’ hotels.31.1.6 Purposes of processing your dataAbove Property LLC. (APS) is an information technology provider for the hotel and hospitality industry. When you make a hotelreservation at one of our customer hotels, we may collect Personal Information (your name, address, email address and paymentdata- collectively, “information”) about you in connection with your (or your organization’s) use of our Services that link to thisPrivacy Policy. We will only ask for information from you (such as your name, address, email, and payment data) that is necessaryto complete a hotel reservation.31.1.7 Data RetentionWe keep your reservation information, like your name, email address, and home address, for as long as our customer hotel (thedata controller) instructs us to. We also keep information about you and your use of the Services for as long as necessary for ourlegitimate business interests, for legal reasons, and/or to prevent harm.31.1.8 Transfer of dataWe may share your information with our business units, affiliates, subsidiaries, business partners, service providers and/or yourrepresentatives, in order to provide or improve our Services to you. We do not share information with third parties so that theycan independently market their own products or services to you unless we have explicitly given you the option to opt-in or opt-out of such disclosures. We will never sell your Personal Information to any third party without your express written consent.31. Appendix E. Privacy Policy- 124/148 -



We may share your data with the following categories of third parties:Employees of Above Property LLC. (APS)Contractors in order to provide servicesEmployees and Contractors at the hotel where you made your reservationPayment processors in order to process online payments, bank transfers and merchant banksProfessional advisors such as accountants, auditorsLegal authorities and law enforcement such as the police, tax authoritiesWe do not allow our service providers to use your personal data for their own purposes and only permit them to process yourpersonal data for specified purposes and in accordance with our instructions.We guarantee a similar level of protection by imposing contractual obligations to our subcontractors that are similar to thisPrivacy Policy.We share data with the following specific third parties:Google Analytics: we use Google Analytics to anonymously gather statistics about Website users in order to maintain andimprove the user experience and Website. Google Analytics is a third-party service provided by Google and this Privacy Policydoes not cover the processing performed by Google. For more information about how Google collects and processes your data,please refer to their privacy policy.FreedomPay: some of our hotel customers use FreedomPay as their credit card processor, and we may use FreedomPay tomake your credit card transactions more secure. FredomPay requires that certain reservation details, such as Guest Name andDates of Stay, accompany payment information so the hotel is able to associate a credit card with a specific reservation.FreedomPay is a third-party service and this Privacy Policy does not cover the processing performed by FreedomPay. For moreinformation about how FreedomPay collects and processes your data, please refer to their privacy policy.Shift4: some of our hotel customers use Shift4 as their credit card processor, and we may use Shift4 to make your credit cardtransactions more secure. Shift4 requires that certain reservation details, such as Guest Name and Dates of Stay, accompanypayment information so the hotel is able to associate a credit card with a specific reservation. Shift4 is a third-party serviceand this Privacy Policy does not cover the processing performed by Shift4. For more information about how Shift4 collects andprocesses your data, please refer to their privacy policy.Stripe: some of our hotel customers use Stripe as their credit card processor, and we may use Stripe to make your credit cardtransactions more secure. Stripe requires that certain reservation details, such as Guest Name and Dates of Stay, accompanypayment information so the hotel is able to associate a credit card with a specific reservation. Stripe is a third-party serviceand this Privacy Policy does not cover the processing performed by Stripe. For more information about how Stripe collects andprocesses your data, please refer to their privacy policy.31.1.9 Third party external linksWe may include links to third party websites, applications, or plug-ins. By clicking on those links you may allow third parties tocollect or share data about you. We do not control these third party websites and this Privacy Policy does not cover theprocessing performed by them. We suggest you check the third party websites for more information about how they handlepersonal data.31.1.10 Security measuresWe have implemented appropriate technical and organizational measures, procedures and safeguards to prevent the destruction,loss, adjustment, accidental notification to a third party, removal and unauthorized access of personal data.• • • • • • • • • • 31.1.9 Third party external links- 125/148 -



We maintain physical, electronic, and procedural safeguards to protect your information related to your hotel reservations. Theseinclude but are not limited to:Server encryptionsSSL CertificatesPhysically secured serversAntivirus and FirewallRegular backupsEncrypted passwordsWe only allow access to your personal data to those employees, contractors and other third parties who have a business need toknow. They only process your personal data on our instructions and are subject to a duty of confidentiality.31.1.11 CookiesA cookie is a small text file that is sent from the server of Above Property LLC. (APS) and is stored on your computer’s harddrive. This allows us to remember your preferences when visiting our Website. The information stored through these cookies canonly be read by Above Property LLC. (APS) and only for the duration of your visit to the Website.Our Website uses cookies and similar technologies to identify you from other users of our Website. This allows us to offer you abetter experience when you visit our Website and to optimize our Website in the meantime.When you use the Website, your device or browser may be sent cookies from third parties, for example when using embeddedcontent and social network links. It’s important for you to know that we have no access to or control over cookies used by thesecompanies or third-party websites. We suggest you check the third party websites for more information about their cookies andhow to manage them.You can set your browser to refuse all or some browser cookies, or to alert you when websites set or access cookies. If youdisable or refuse cookies, please note that some parts of this website may become inaccessible or not function properly.31.1.12 Your GDPR rights (For EU Individuals)Under the General Data Protection Regulation, data subjects within the European Economic Area are entitled to the followingrights:Right of access – you have the right to be informed on how we use your personal data and you have the right to request accessto the personal data that we have collected about you;Right of rectification – you have the right to correct inaccurate information that we may have about you;Right to object – you have the right to object to us processing your personal data;Right to restrict processing – you have the right to request us to suspend processing under certain circumstances;Right to data portability – you have the right to obtain a copy of your personal data in an easily readable format in order totransfer to another service;Right to erasure – otherwise known as the ‘right to be forgotten’ meaning that you have the right to request that we delete allthe personal data that we have on you (with certain legal exceptions);Right to withdraw consent – where the processing is based on consent, you have the right to at all times, withdraw yourconsent.31.1.13 If you wish to exercise any of your rights under the General Data Protection Regulation:You can contact Above Property LLC. (APS) directly regarding matters pertaining to GDPR:Above Property LLC3555 Kraft Road, Suite 400Naples, Fl 34105U.S.A.• • • • • • • • • • • • • 31.1.11 Cookies- 126/148 -



Telephone: +1 239 263 7406Email: privacy@aboveproperty.comWe are committed to providing you with a response to your request within 30 days. However, if there are delays in providing youwith your request, we will notify you of the delay, the reason for the delay and extend our response time.31.1.14 Right to make a complaintYou have the right to make a complaint at any time with:Data Protection AuthorityRue de la Presse 35, 1000 BrusselsTel : +32 2 274 48 00Fax : +32 2 274 48 35contact@apd-gba.be31.1.15 International transfersAPS is a U.S.-based company that offers our Services to U.S. and international customers. As a result, information that we collect,including personal information, may be transferred to our data centers or service providers in the U.S. By providing yourpersonal information to us, you are consenting to the transfer of your personal information to the U.S. and to our (and ourservices providers’) use and disclosure of your personal information in accordance with this Privacy Policy.Due to the global nature of our operations, these transfers will involve transferring your data outside the European EconomicArea to the United States. We ensure that there is an adequate level of protection for personal data in the receiving entity.31.1.16 The Data Privacy Framework for EU, UK and Swiss Individual’s Data Transfer to the United StatesAbove Property LLC. (APS) complies with the EU-U.S. Data Privacy Framework (EU-U.S. DPF), the UK Extension to the EU-U.S.DPF, and the Swiss-U.S. Data Privacy Framework (Swiss-U.S. DPF) as set forth by the U.S. Department of Commerce. AboveProperty LLC. (APS) has certified to the U.S. Department of Commerce that it adheres to the EU-U.S. Data Privacy FrameworkPrinciples (EU-U.S. DPF Principles) with regard to the processing of personal data received from the European Union in relianceon the EU-U.S. DPF and from the United Kingdom (and Gibraltar) in reliance on the UK Extension to the EU-U.S. DPF. AboveProperty LLC. (APS) has certified to the U.S. Department of Commerce that it adheres to the Swiss-U.S. Data Privacy FrameworkPrinciples (Swiss-U.S. DPF Principles) with regard to the processing of personal data received from Switzerland in reliance onthe Swiss-U.S. DPF. If there is any conflict between the terms in this privacy policy and the EU-U.S. DPF Principles and/or theSwiss-U.S. DPF Principles, the Principles shall govern. To learn more about the Data Privacy Framework (DPF) program, and toview our certification, please visit:https://www.dataprivacyframework.govPursuant to the Data Privacy Framework the following notifications apply to EU, UK and Swiss personal data that is transferredinto the United States:The Federal Trade Commission has jurisdiction over Above Property LLC. (APS)’s compliance with the EU-U.S. Data PrivacyFramework (EU-U.S. DPF) and the UK Extension to the EU-U.S. DPF, and the Swiss-U.S. Data Privacy Framework (Swiss-U.S.DPF). EU, UK and Swiss individuals have the right to access their personal data. Individuals wishing to exercise this right may doso by contacting us as specified in the GDPR section of this document.Above Property LLC. (APS) is liable for the onward transfer of EU, UK and Swiss data to third parties acting as our agents unlesswe can prove we were not a party giving rise to the damages.We do not permit the use of EU, UK and/or Swiss data for reasons that are materially different from those for which the data wasoriginally provided. If this practice should change in the future, we will update this policy and provide individuals with opt-out oropt-in (as applicable) choice prior to the release of their information.We may be required to disclose EU, UK and/or Swiss personal data in response to lawful requests by public authorities includingto meet national security and law enforcement requirements. 31.1.14 Right to make a complaint- 127/148 -
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In compliance with the EU-U.S. Data Privacy Framework (EU-U.S. DPF), the UK Extension to the EU-U.S. DPF, and the Swiss-U.S.Data Privacy Framework (Swiss-U.S. DPF), Above Property LLC. (APS) commits to resolve complaints about our collection or useof your personal information transferred to the U.S. pursuant to the EU-U.S. DPF, the UK extension to the EU-U.S. DPF, and theSwiss-U.S. DPF. EU, UK, and Swiss individuals with inquiries or complaints should first contact Above Property LLC. (APS). Youcan contact us at:Above Property LLC3555 Kraft Road, Suite 400Naples, Fl 34105U.S.A.Telephone: +1 239 263 7406Email: privacy@aboveproperty.comAbove Property LLC. (APS) has further committed to refer unresolved DPF Principles-related complaints to a U.S.-basedindependent dispute resolution mechanism, JAMS. If you do not receive timely acknowledgment of your complaint, or if yourcomplaint is not satisfactorily addressed, please visit https://www.jamsadr.com/DPF-Dispute-Resolution for more information andto file a complaint. This service is provided free of charge to you.If your DPF complaint cannot be resolved through the above channels, under certain conditions, you may invoke bindingarbitration for some residual claims not resolved by other redress mechanisms. See https://www.dataprivacyframework.gov/program-articles/How-to-Submit-a-Request-Relating-to-U-S-National-Security-Access-to-Data31.1.17 Changes to this Privacy PolicyWe may update this Privacy Policy from time to time to incorporate new rules or guidance issued under the General DataProtection Regulation, Data Privacy Framework, the UK Extension to the EU-U.S. DPF, the Swiss-U.S. Data Privacy Frameworkand local privacy and data protection legislation. A notice will be posted on the Website for 60 days whenever this Privacy Policyis changed in a material way. 31.1.17 Changes to this Privacy Policy- 128/148 -
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32. Appendix F. Cookie Policy32.1 COOKIE POLICYWe at APS (Above Property LLC. and our subsidiaries and affiliates) are committed to protecting your privacy. We and ourpartners use cookies and similar technologies on our services, including our websites and mobile applications (the “Services”).This Cookie Policy explains these technologies, why we use them, and the choices you have. By visiting or using our Services, you are consenting to us gathering and processing information (as defined in our PrivacyPolicy) about you in accordance with this Cookie Policy.32.2 TECHNOLOGIES WE USELike many Internet-enabled services, we use technologies that place small files/code on your device or browser for the purposesidentified in our Privacy Policy, primarily to remember things about you so that we can provide you with a better experience. Cookies. A cookie is a small data file stored on your browser or device. They may be served by the entity that operates thewebsite you are visiting (“first-party cookies”) or by other companies (“third-party cookies”).For example, we partner with third-party analytics providers, like Google, which set cookies when you visit our websites. Thishelps us understand how you are using our Services so that we can improve them.Pixels (Clear Gifs/Web Beacons/Web Bugs/Embedded Pixels). These are small images on a web page or in an email. Theycollect information about your browser or device and can set cookies.Local Storage. Local storage allows data to be stored locally on your browser or device and includes HTML5 local storage andbrowser cache.Software development kits (“SDKs”). SDKs are blocks of code provided by our partners that may be installed in our mobileapplications. SDKs help us understand how you interact with our mobile applications and collect certain information about thedevice and network you use to access the application.32.3 OUR USE OF THESE TECHNOLOGIESBelow are the ways that we and our partners use these technologies on our Services.32.4 YOUR CHOICESYou have a number of options to control or limit how we and our partners use cookies and similar technologies, including foradvertising. Please note that APS websites and our Services do not respond to Do Not Track signals because we do not track ourusers over time and across third-party websites to provide targeted advertising.• CATEGORY OF USE PURPOSE OF USEPreferences To help us remember your settings and preferences so that we can provide you with a morepersonalized experience.Authentication andSecurity To log you into the Services; enable us to show you your account data; and help us keep yourdata and the Services safe and secure.Service Features andPerformance To provide you with functionality and optimize the performance of the Services. For example, toallow you to share information from APS mobile apps with friends within your social networks/circles.Analytics and Research To help us understand how you are using the Services so that we can make them better, faster,and safer. 32. Appendix F. Cookie Policy- 129/148 -
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You can set your device or browser to accept or reject most cookies, or to notify you in most situations that a cookie is offered sothat you can decide whether to accept it. However, if you block cookies, certain features on our Services may not function.Additionally, even if you block or delete Cookies, not all tracking will necessarily stop.To prevent your data from being used by Google Analytics, you can install Google’s opt-out browser add-on.For information on how our advertising partners allow you to opt out of receiving ads based on your web browsing history,please visit http://optout.aboutads.info/.32.5 CONTACT USIf you have questions about our use of cookies and similar technologies, please contact us at security@aboveproperty.com.Security OfficerAbove Property LLC.3555 Kraft Road, Suite 400 Naples Fl 34105 USA• • 32.5 CONTACT US- 130/148 -
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33. Appendix G. GDPR Data Processing Agreement33.1 GDPR Data Processing Agreement/Addendum (“DPA”)33.2 Data Protection AddendumThis Data Protection Addendum (this “Addendum”) is made and entered into as of the date appearing on the signature pagehereto (the “Effective Date”) by and between Above Property LLC. (“Company”) and the Supplier named on the signature pagehereto, and upon execution shall be incorporated by reference into each agreement for services (“Services Agreement”) pursuantto which Supplier may Process (as defined below) Personal Data (as defined below) for, from, or on behalf of Company.33.2.1 A. Personal Data ProtectionFor the purposes of this Addendum, the terms “Controller”, “Data Subjects”, “Personal Data”, “Personal Data Breach”,“Processor” and “Process” shall have the meaning as defined in the General Data Protection Regulation (EU) 2016/679 of theEuropean Parliament and of the Council of 27 April 2016 (“GDPR”) or any successor European Union data protection framework.The parties agree that to the extent Supplier, in the context of performing the agreed services, processes any Personal Data ofCompany, Supplier shall be the Processor and Company shall be the Controller of such Personal Data. Notwithstanding anyobligations of Company as Controller under applicable data protection law, Supplier undertakes the following as Processor:(a) to process any Personal Data only on behalf and in accordance with Company’s documented instructions and not for anypurposes other than those described in this Addendum, unless (i) Company has given its express prior consent or (ii) Supplier isstrictly required to do so under applicable European Data Protection Law (as defined below); in such a case, Supplier shallinform Company of that legal requirement before Processing, unless that law prohibits such information on important grounds ofpublic interest. The subject-matter and duration of the Processing, the nature and purpose of the Processing, the type of PersonalData and the categories of Data Subjects are further specified in Exhibit 1 to this Addendum.(b) to comply with (i) the GDPR and any applicable European data protection laws and regulations (collectively “European DataProtection Law”), and (ii), in case Supplier is certified under the EU-U.S. and/or Swiss-U.S. Privacy Shield Framework, or anysuccessor program recognized under European Data Protection Law to provide for an adequate level of data protection, theprinciples of such applicable Privacy Shield Framework or successor program, and (iii) all other applicable data protection andprivacy laws and regulations ((i) to (iii) collectively “Data Protection Laws”).(c) to implement appropriate technical and organizational measures in such a manner that the Processing, including by any Sub-Processors (as defined below), will meet the requirements under Data Protection Laws and ensure the protection of the rights ofthe Data Subjects, and to regularly test, assess and evaluate the effectiveness of and, as necessary, improve and update thesemeasures. The measures shall ensure a level of data security appropriate to the risks for the rights and freedoms of the DataSubjects. In particular, Supplier shall protect the personal data against accidental or unlawful destruction, loss or alteration,unauthorized disclosure of, or access to personal data transmitted, stored or otherwise Processed.(d) to keep Personal Data strictly confidential and to ensure, and be able to demonstrate on request, that (i) only those personshave access to the Personal Data who are authorized by Supplier and have a strict need to know the data for the purposes underthis Addendum, and (ii) all persons with access to Personal Data have committed themselves to confidentiality or are under anappropriate statutory obligation of confidentiality.(e) to disclose Personal Data to third parties, including affiliated companies, and/or to engage another Processor for theProcessing of Personal Data (“Sub-Processor”) only with Company’s express prior consent. Where Supplier is authorized toengage another Sub-Processor for carrying out Processing activities on behalf of Company, Supplier shall enter into a writtencontract with the Sub-Processor which (i) imposes on the Sub-Processor the same data protection obligations as set forth in thisAgreement, in particular providing sufficient guarantees to implement appropriate technical and organizational measures in sucha manner that the Processing will meet the requirements under Data Protection Laws, and (ii) grants Company the right todirectly audit the Sub-Processor as set forth under Section A(j). Supplier shall promptly send a copy of any sub-processoragreement it concludes under this Section A(e) to Company. Supplier shall select the Sub-Processor diligently, taking intoaccount the technical and organizational measures it has implemented, and ensure, by carrying out audits before and regularly33. Appendix G. GDPR Data Processing Agreement- 131/148 -



after the commencement of the data processing by such Sub-Processor, that it maintains appropriate technical andorganizational measures to safeguard an adequate level of data protection within the meaning of European Data Protection Law.Supplier shall remain fully liable to Company for the performance of this Agreement and be responsible and liable for any act oromission of the Sub-Processor with respect to its data protection obligations.(f) to assist Company, including by appropriate technical and organizational measures, insofar as this is possible and taking intothe nature of the processing, in fulfilling its obligations in relation to requests from Data Subjects for exercising their DataSubject’s rights under Data Protection Laws, including, but not limited to, the Data Subject’s right of access, right to rectificationand erasure, right to restriction of processing, right to data portability and right to object, as provided for under the GDPR.(g) to assist Company, taking into account the nature of the processing and information available to Supplier, in ensuringcompliance with the obligations under applicable Data Protection Laws, including, in particular, by providing all information andassistance to enable Company (i) to comply with applicable data security obligations, (ii) to carry out a data protection impactassessment or prior consultation with the supervisory authority, as required under European Data Protection Law, and (iii) torespond promptly and properly to any enquiries concerning the Processing of Personal Data and cooperate in good faith with thesupervisory authorities, the Data Subjects or any third party within a reasonable time. Supplier shall not communicate with anysupervisory authority, Data Subject or any third party in connection with the Processing of Company’s Personal Data withoutprior approval from Company, except as expressly permitted in this Section A.(h) to notify Company, without undue delay, in writing or via e-mail (i) of any intended change of the locations currently set out inExhibit 1 to this Addendum for the Processing of Personal Data, (ii) in case of a dispute, claim or request brought by a DataSubject directly against Supplier, (iii) in the event of any measure, request or other communication by a supervisory authority,including about any legally binding request for access or disclosure of Personal Data by a public authority (unless otherwiselegally prohibited, in which case the Supplier will use its best efforts to obtain the right to waive this prohibition), and providereasonable assistance if Company wishes to contest the request, and (iv) of any suspected or actual Personal Data Breach, anybreach of applicable Data Protection Laws or of this Addendum. Supplier shall promptly remedy any breach and cooperate withCompany in the investigation and remedy of such breaches and provide all reasonable assistance and information to enableCompany to comply with, or, as applicable, to avoid, any data breach notification obligations vis-à-vis supervisory authorities and/or Data Subjects. Supplier shall further immediately inform Company if, in its opinion, an instruction infringes Data ProtectionLaws and/or Supplier becomes aware of the existence of any local laws that would have a substantial adverse effect on theguarantees and undertakings provided for under this Addendum.(i) at the choice of Company, to return to Company (in a standard format facilitating portability) and/or to securely delete/destroyall Personal Data, including all existing copies thereof, in accordance with Company’s instructions, within thirty (30) days uponCompany’s request or after the end of the provision of the services relating to Processing, and to certify to Company in writingthat it has done so. Supplier shall not be obliged to delete/destroy all copies of the Personal Data where a longer storage bySupplier is required under European Data Protection Law, in which case Supplier shall inform Company accordingly, includingabout the legal grounds for, and the term of, any further storage;(j) to make available to Company all information necessary to demonstrate compliance with the obligations under Data ProtectionLaws applicable to Company and to allow for and contribute to audits, including on-site inspections, conducted by Company oranother auditor mandated by Company. (k) to enter into any further agreements that may be required under Data ProtectionLaws relating to Personal Data, and to provide all other assistance and support to Company.33.2.2 B. Changes to this AddendumThe parties agree that, to the extent required under applicable Data Protection Laws, such as due to legislative changes, courtdecisions, and/or to reflect measures or guidance from the competent supervisory authorities or the European Commission,including, without limitation, the adoption of standards for contracts with processors according to Art. 28(7) or (8) GDPR or theinvalidation, amendment, replacement or repeal of a decision adopted by the EU Commission in relation to international datatransfers on the basis of Art. 45(3) or Art. 46(2) GDPR or on the basis of Article 25(6) or 26(4) of EU Directive 95/46/EC, such as,in particular, with respect to the EU Standard Contractual Clauses or similar transfer mechanisms, Company may requestreasonable changes or additions to this Addendum to reflect applicable requirements.33.2.3 C. Third party beneficiary clauseThe parties agree that affiliates of the Company shall be entitled under and can enforce the terms of this Addendum againstSupplier as third-party beneficiaries. 33.2.2 B. Changes to this Addendum- 132/148 -



33.2.4 D. TerminationIn the event of Supplier’s violation of any obligation under Data Protection Laws or this Addendum, Company, without prejudiceto any other rights which it may have, shall be entitled to terminate any Services Agreement forthwith. Any terms of thisAddendum that by their nature extend beyond the termination of the Services Agreement, including without limitation thisAddendum, Section A(i), shall remain in effect.33.2.5 E. PrecedenceIn the event of a conflict between this Addendum and other provisions of the Services Agreement, this Addendum shall prevail.[Signature page follows.]IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed as of ________, ___, 20___ by theirrespective officers thereunto duly authorized.COMPANY:Above Property LLC.By:Name:Title: SUPPLIER:________________________ By:Name:Title: 33.3 Exhibit 1 to Data Protection AddendumDescription of Processing33.3.1 A. Subject-matter, nature and purpose of the ProcessingSupplier provides certain services to Company, including [insert general description of services relating to processing of personaldata], as further specified in the Services Agreement. In the context of performing the obligations under the Services Agreement,Supplier may Process certain of Company’s Personal Data as necessary for the purposes of [insert purposes of Processing], asfurther specified in the Services Agreement. Such processing may include:[insert description of relevant data processing activities/operations].33.3.2 B. Duration of the Processing[insert duration of data processing, e.g.: “The agreed Processing of Personal Data shall commence upon the effective date of theServices Agreement and be carried out for the term of the Services Agreement. The services relating to Processing of PersonalData shall automatically end in case the Services Agreement is effectively terminated or expires, in which case the Personal Datashall be handled in accordance with Section A(i). To the extent the Processing of Personal Data by Supplier is necessary for thewinding-up of the Services Agreement, e.g. with respect to returning the Personal Data, the provisions of Section A shallcontinue to apply until the completion of the winding-up.”]33.3.3 C. Categories of Data SubjectsThe Processing will concern the following categories of Data Subjects:[insert categories of data subjects concerned, e.g.: a. Company employees and job candidates b. Managers, employees, agents orother contact persons at business partners c. Company customers that are natural persons d. Patients, research subjects or othercustomers of Company’s clients] 33.2.4 D. Termination- 133/148 -



33.3.4 D. Types of Personal DataThe Processing will concern the following types of Personal Data [insert types of Personal Data concerned, e.g.:]a) Company employees and job candidates:name, contact details (address, phone number and direct line, e-mail address), birth date/ country, gender, education (e.g.,highest education level, country, degree, certificates), job information about current and previous employment (position, kindof work, work location, salary, replacement, company, location, department, position, function, grade, supervisor, employeeclass, grade and labor start/ entry date, labor agreement, business title, full or part-time, shifts, working hours), professionalskills, CV and resume, training, compensation and remuneration (e.g., compensation rate, salary, target bonus, incentives,benefits), individual development plan, performance goals and assessment, position in company, bank account number andcorporate credit card number, national ID and social security number, information about an immigration background.b) Managers, employees, agents or other contact persons at business partners:contact details (name, address, phone number and direct line, e-mail address).c) Company customers that are natural persons:name, contact details (address, phone number and direct line, e-mail address), information regarding purchases of suchcustomers, bank account details, credit information, information about such customers’ interest in Company products.d) Patients, research subjects or other customers of Company’s clients:[insert the type of data in this category that your service providers might handle]The Processing will concern the following special categories of data[^1]:[…]The Processing will include Personal Data relating criminal convictions and offenses relating to:[…][^1]: “Special categories of data” means any personal data revealing racial or ethnic origin, political opinions, religious orphilosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquelyidentifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation.• • • • 33.3.4 D. Types of Personal Data- 134/148 -



34. Appendix H. NIST Controls mapping34.1 NIST Mappings to APS Policies and ControlsLast Reviewed: 2025-02-17:19:44:43-UTCBelow is a list of NIST SP 800-53 Controls Families and the mappings to APS policies and controls in place.ID NIST SP 800-53Control Family APS Policies and ControlsAC Access Control AccessAT Awareness and Training Roles and ResponsibilitiesAU Audit and Accountability Roles and Responsibilities; Compliance AuditsCA Security Assessment andAuthorization Risk Management; AccessCM ConfigurationManagement Configuration and Change ManagementCP Contingency Planning Business Continuity and Disaster RecoveryIA Identification andAuthentication AccessIR Incident Response Incident Response; Breach NotificationMA Maintenance Configuration and Change ManagementPE Physical andEnvironmental Protection Facility and Physical SecurityPL Planning Security Program Overview; Security Architecture & Operating ModelPS Personnel Security HR & Personnel SecurityRA Risk Assessment Risk ManagementSA System and ServicesAcquisition Third Party Security, Vendor Risk Management and Systems/ServicesAcquisitionSC System andCommunicationsProtection Data Management; Data Protection; and Threat Detection & PreventionSI System and InformationIntegrity Data Management; Data Protection; Product Security & Secure SoftwareDevelopment; Vulnerability Management;and System Audits, Monitoring& AssessmentsPM Program Management Security Program Overview; Roles and Responsibilities; and PolicyManagement 34. Appendix H. NIST Controls mapping- 135/148 -



35. Appendix I. PCI DSS Controls Mapping35.1 PCI DSS 3 Requirements Mapped to APS Policies and ControlsLast Reviewed: 2025-02-17:19:44:43-UTC 35. Appendix I. PCI DSS Controls Mapping- 136/148 -



Below is a list of PCI DSS 3.x Requirements and the mappings to APS policies and controls in place.ID PCI DSS 3 Requirement APS Policies and Controls1 Configure and use firewallsto protect cardholder data HR and Personnel; Access; Data Protection; SDLC; Configuration &Change Management; Threat Detection and Prevention; Mobile DeviceSecurity and Media Management; Model2 Do not use the vendor’sdefault settings for systempasswords and othersecurity parameters Model; Roles & Responsibilities; Risk Management; Asset InventoryManagement; Data Management; Data Protection; Configuration andChange Management; Mobile Device Security and Media Management3 Protect stored cardholderdata Data Management; Data Protection; Mobile Device Security andManagement4 Encrypt cardholder datawhen transmitting overopen, public networks HR and Personnel Security; Data Protection; Secure SoftwareDevelopment and Product Security5 Protect all systems againstmalware and update anti-virus software regularly System Audits, Monitoring and Assessments; HR and PersonnelSecurity; Access; Configuration and Change Management; ThreatDetection and Prevention; Mobile Device Security and Management6 Develop secure systems andapplications Model; Roles, Responsibilities and Training; Risk Management andRisk Assessment Process; System Audits, Monitoring andAssessments; Secure Software Development and Product Security; Configuration and Change Management; Threat Detection andPrevention; Vulnerability Management; Mobile Device Security andMedia Management7 Restrict access tocardholder data based onbusiness requirements Access; Data Management8 Identify and authenticateaccess to systemcomponents Roles, Responsibilities and Training; System Audits, Monitoring andAssessment; Access9 Restrict physical access tocardholder data “Facility Access and Physical Security”; Asset Inventory Management; Mobile Device Security and Media Management10 Track and monitor allaccess to networkresources and cardholderdata Roles, Responsibilities and Training; System Audits, Monitoring andAssessments; Configuration and Change Management11 Test security systems andprocesses regularly Roles, Responsibilities and Training; System Audits, Monitoring andAssessments; Access; Secure Software Development and ProductSecurity; Threat Detection and Prevention; Vulnerability Management12 Create a policy thataddresses informationsecurity for all staff Roles, Responsibilities and Training; Policy Management; RiskManagement and Risk Assessment Process; HR and PersonnelSecurity; Secure Software Development and Product Security; Incident Response; Breach Investigation and Notification; Third PartySecurity and Vendor Risk Management35.1 PCI DSS 3 Requirements Mapped to APS Policies and Controls- 137/148 -



35.2 36. PCI DSS Program CharterLast Reviewed: 2025-02-17:19:44:43-UTC36.1 BackgroundAPS accepts credit cards as a form of payment for services related to the hotel and hospitality industry, specifically to guaranteehotel room reservations on behalf of our hotel customers. APS is contractually responsible with our acquiring banks for thesecurity of customer cardholder data; the security requirements are defined by the Payment Card Industry Data SecurityStandard (PCI DSS).36.2 Business NeedAchieving point-in-time compliance can be a difficult task in itself, but sustaining compliance has proven to be more difficult.Achieving and maintaining PCI compliance is mission critical at APS. Maintaining compliance is accomplished throughcollaboration from critical stakeholders including information security, technical operations teams, and business operations.Without clear and effective communication, compliance cannot be achieved.Business operations support is crucial in achieving and maintaining compliance with the PCI DSS; PCI compliance is more thanan IT Operations and Security initiative that requires input from the entire organization. The following are core reasons thecompany and business operations need to address PCI DSS compliance:It shows customers that the company takes the security of their private data and information seriously and adequately protect itwith the guidelines set down by the major card brands Visa, MasterCard, American Express, and Discover.The business will enhance its reputation with both customers and banking partners and facilitate a trust relationship.Implementing PCI DSS security compliance program will demonstrate a commitment to enhancing the purchasing experience forthe consumer.36.3 Program Goals and ObjectivesThe primary goal of the PCI Program is to achieve and maintain PCI Compliance while reducing risks associated with thetransmission, processing, and storage of cardholder data. This will be accomplished by:Educating personnel on credit card security and best practicesMaintaining a library of actionable policies, standards, and proceduresSecuring technologies handling cardholder data with industry best practices in accordance with the PCI DSSThe secondary goal of the PCI Program is to establish business as usual (BAU) processes to facilitate ongoing PCI compliance.This will be accomplished by:Defining critical roles and responsibilitiesDeveloping a Steering CommitteeDeveloping a process to identifying organizational changes that impact PCI compliance1. 2. 3. • • • • • • 35.2- 138/148 -



36.4 Program Objectives StatementsThe primary objectives of the PCI Program include:Develop a robust inventory of policies, standards, and proceduresEstablish repeatable, compliant processes and proceduresEstablish and deploy PCI-relevant security training materialsAchieve and maintain a constant state of PCI Compliance (business as usual)Establish an inventory of critical roles and responsibilitiesDevelop a centralized compliance validation processDevelop a centralized reporting processEstablish visibility and collaboration across the organization through a PCI Steering CommitteeProactively identify and document key changes impacting PCI compliance36.5 Success FactorsThe following factors will determine if the program is succeeding; these are not the specific criteria that will be used to measureprogram success or failure, but rather are the benchmarks the program requires in order to be successful.The continued success of the PCI Program is contingent upon the following activities being completed:Quarterly steering committee meetings, including reviews of:Daily log reviewsFirewall rule-set reviewsApplication of configuration standards to new systemsSecurity alert responsesChange management processesAnnual PCI DSS compliance certificationAnnual security awareness training with quarterly knowledge reviewAnnual review of policies and standardsNo cardholder data breaches in previous year36.6 RisksRisks may be related to the business, technology, or a combination thereof. These risks should be analyzed and validatedperiodically as the program moves forward.PCI Program risks include but are not limited to:Mergers and acquisitions having an unforeseen impact to PCI compliancePCI DSS Requirements changes over time impacting PCI compliant statusEvolving sophistication of criminals and techniques compromises security36.7 Program ConstraintsIt is imperative to document assumptions and constraints, both real and perceived that may impact the PCI Program fromachieving its goals. Constraints may be related to the business, technology, or a combination thereof. These assumptions andconstraints should be analyzed and validated periodically as the program moves forward.• • • • • • • • • • a. b. c. d. e. • • • • • • • 36.4 Program Objectives Statements- 139/148 -



PCI Program constraints include:Maintaining a large scope across multiple operations (e.g., locations and entities)Enforcing configuration and hardening guidelines across the enterpriseEffectively segmenting in-scope systemsMigrating from “point in time” assessment mentalityRaising employee security education and awarenessAssigning and enforcing control ownershipLimited resources dedicated to PCI CompliancePCI requirements evolve36.8 Charter Change ProceduresThe PCI Program Charter is a “living document” maintained by the Chief Security Officer. The CSO reviews the Program Charteron an annual basis and provides updates as required. Change Control procedures are adhered to during the update process andthe Program Charter is under version control at all times. Updated versions are submitted to the Security Committee andsubsequently provided to all stakeholders.36.9 Charter AcceptanceAll members of the Security Committee attest to the objectives and goals of the PCI Program Office and commit to serving in anadvisory capacity to the governance teams, guiding and monitoring the PCI Program Office to ensure compliance with thePayment Card Industry Data Security Standard (PCI-DSS).• • • • • • • • 36.8 Charter Change Procedures- 140/148 -



37. Appendix K. Current PCI DSS AOC37.0.1 Current PCI DSS Certification documentLast Reviewed: 2025-02-17:19:44:43-UTCFor convenience and off line viewing, we provide a PDF of our most current PCI DSS AOC.Current penetration test and vulnerability scan reports are available by request under appropriate NDA, as are infrastructureand data flow diagrams. 37. Appendix K. Current PCI DSS AOC- 141/148 -
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37.1 38. PCI DSS4 NotesLast Reviewed: 2025-02-17:19:44:43-UTC38.1 BackgroundAPS will adhere to all requirements in the PCI DSS 4 standard, which is mandatory as of 2025. Certain requirements of DSS 4 donot apply in our implementation, and the standard requires documentation for such cases. This document serves as therepository for all such documentation.38.2 Requirement 11.3.1.211.3.1.2 requires that Internal vulnerability scans are performed via authenticated scanning as follows:Systems that are unable to accept credentials for authenticated scanning are documented.Sufficient privileges are used for those systems that accept credentials for scanning.If accounts used for authenticated scanning can be used for interactive login, they are managed in accordance withRequirement 8.2.2.APS in-scope systems (the “payment services gateway”) do include methods for user authentication. However, the paymentservices gateway does not itself require authentication of any kind. The payment services gateway acts solely as a pass-throughproxy for transactions that contain PAN data; the only business function they are capable of is extraction of PAN data, forwardingit to 3rd parties for tokenization, reassembling the original transaction using the tokenized data, and then passing it ondownstream to out of scope systems for business processing. Downstream, out of scope systems may require that authenticationdata be present, but the in scope systems do not in any way require or use authentication to perform the in scope tasks.38.3 Requirements 12.8.4 and 12.8.538.3.1 Our capacity as a TPSPAPS must acknowledge in writing to our customers that we are responsible for the security of account data possessed, stored,processed or transmitted on behalf of the customer, and must also accept responsibility to the extent that we could impact thesecurity of the customer’s Cardholder Data Environment (CDE).APS must support our customers’ requests for information to meet PCI DSS compliance requirements by providing the followingupon request:PCI DSS compliance status information for any service performed on behalf of the customers (Requirement 12.8.4).Information regarding which PCI DSS requirements are our responsibility which are the responsibility of the customer,including any shared responsibilities (Requirement 12.8.5).Response template:By providing services to the entity, APS acknowledges and agrees that it is responsible for maintaining the security of anyaccount data it possesses, stores, processes, or transmits on behalf of the entity, or to the extent that it could impact the securityof the entity’s Cardholder Data Environment (CDE) and customers cardholder data, in accordance with the Payment CardIndustry Data Security Standard (PCI DSS) and any other applicable laws, regulations, or industry standards. APS furtheracknowledges and agrees to implement and maintain appropriate security measures and controls to safeguard such data,including but not limited to encryption, access controls, monitoring, and incident response. APS shall promptly notify the entity• • • • • • 37.1- 142/148 -



of any actual or suspected security breach or unauthorized access to such data and shall cooperate with the entity ininvestigating and resolving such incidents. This provision shall survive the termination or expiration of any agreement orrelationship between the parties.38.4 Requirement 12.9.2APS responds in a timely manner to customers and TPSP requests for documentation related to our compliance posture. OurAOC and security policies are always available on line at https://compliance.aboveproperty.com 38.4 Requirement 12.9.2- 143/148 -
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39. Responsible Disclosure GuidelinesWe at Above Property LLC. (APS) are committed to the security of your data. If you believe that you have discovered a securityvulnerability in our software or web sites, we ask that you follow basic industry standard responsible disclosure practices. Wemay compensate you if you responsibly report a vulnerability that we were unaware of and that requires us to address via codechanges or configuration updates.Reports should include at minimum a screenshot or a video of a proof-of-concept exploit. Vulnerability reports that do not includeclear evidence of a proof-of-concept exploit or a description of an exploit clear enough for us to reproduce will be ignored.Please submit vulnerability reports to security@aboveproperty.com. Email us for a PGP key if you would like to encrypt yourmessage.39.1 Rules of EngagementNo Denial of Service testingNo Physical or Social EngineeringNo testing of Third-party ServicesNo uploading of any vulnerability or client-related content to third-party utilities (e.g. Github, DropBox, YouTube)All attack payload data must use professional languageIf able to gain access to a system, accounts, users, or user data, stop at point of recognition and report. Do not dive deeper todetermine how much more is accessible.Low Impact Vulnerabilities - Out of ScopeWe will respond to you within two business days, and ask that your disclosure remain confidential during reasonable periodsrequired to address it. We will set reasonable expectations for our communication responses, and ask that you be responsiveas well.• • • • • • • • 39. Responsible Disclosure Guidelines- 144/148 -
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39.2 ScopeThe following vulnerabilities are considered low impact and will be marked as Out of Scope if submitted: 39.2 Scope- 145/148 -



Descriptive error messages (e.g. Stack Traces, application or server errors).HTTP 404 codes/pages or other HTTP non-200 codes/pages.Banner disclosure on common/public services.Disclosure of known public files or directories, (e.g. robots.txt).Clickjacking and issues only exploitable through clickjacking.CSRF on forms that are available to anonymous users (e.g. the contact form).Logout Cross-Site Request Forgery (logout CSRF).Presence of application or web browser ‘autocomplete’ or ‘save password’ functionality.Lack of Secure and HTTPOnly cookie flags.Lack of Security Speedbump when leaving the site.Weak Captcha / Captcha BypassUsername enumeration via Login Page error messageUsername enumeration via Forgot Password error messageLogin or Forgot Password page brute force and account lockout not enforced.OPTIONS / TRACE HTTP method enabledSSL Attacks such as BEAST, BREACH, Renegotiation attackSSL Forward secrecy not enabledSSL Insecure cipher suitesLack of SSL or Mixed contentThe Anti-MIME-Sniffing header X-Content-Type-OptionsMissing HTTP security headers, specifically https://www.veracode.com/blog/2014/03/guidelines-for-setting-security-headersGoogle Maps API KeysAccount/e-mail enumeration using brute-force attacksValid user account/email enumeration not requiring brute-force will be consideredAny low impact issues related to session management (i.e. concurrent sessions, session expiration, password reset/change logout, etc.)Bypassing content restrictions in uploading a file without proving the file was receivedClickjacking/UI redressingClient-side application/browser autocomplete or saved password/credentialsDescriptive or verbose error pages without proof of exploitability or obtaining sensitive informationDirectory structure enumeration (unless the fact reveals exceptionally useful information)Incomplete or missing SPF/DMARC/DKIM recordsIssues related to password/credential strength, length, lockouts, or lack of brute-force/rate limiting protectionsAccount compromises (especially admin) as a result of these issues will likely be considered VALIDLeaking Session Cookies, User Credentials, or other sensitive data will be reviewed on a case by case basisIf leaking of sensitive data requires MiTM positioning to exploit, it will be considered out of scopeLogin/Logout/Unauthenticated/Low-impact CSRFCSRF Vulnerabilities may be acceptable if they are of higher impact. Examples of low impact CSRF include: Add/Delete fromCart, Add/remove wishlist/favorites, Nonsevere preference options, etc.Low impact Information disclosures (including Software version disclosure)Missing Cookie flagsMissing/Enabled HTTP Headers/Methods which do not lead directly to a security vulnerabilityReflected file download attacks (RFD)• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 39.2 Scope- 146/148 -
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Self-exploitation (i.e. password reset links or cookie reuse)SSL/TLS best practices that do not contain a fully functional proof of conceptURL/Open RedirectionUse of a known-vulnerable library which leads to a low-impact vulnerability (i.e. jQuery outdated version leads to low impactXSS)Valid bugs or best practice issues that are not directly related to the security posture of the clientVulnerabilities affecting users of outdated browsers, plugins or platformsVulnerabilities that allow for the injection of arbitrary text without allowing for hyperlinks, HTML, or JavaScript code to beinjectedVulnerabilities that require the user/victim to perform extremely unlikely actions (i.e. Self-XSS) Self-XSS for a Persistent/StoredXSS will be considered.Any type of XSS that requires a victim to press an unlikely key combination is NOT in scope (i.e. alt+shift+x for payloadexecution)Additional specific vulnerability types considered out of scope due to low impact:IIS Tilde File and Directory DisclosureSSH Username EnumerationWordpress Username EnumerationSSL Weak Ciphers/ POODLE / HeartbleedCSV InjectionPHP InfoServer-Status if it does not reveal sensitive informationSnoop Info Disclosures• • • • • • • • • • • • • • • • • 39.2 Scope- 147/148 -



40. Appendix N. Complete PDF of this site40.0.1 Full PDFLast Reviewed: 2025-02-17:19:44:43-UTCFor convenience and off line viewing, we provide a full PDF of this site. 40. Appendix N. Complete PDF of this site- 148/148 -

https://compliance.aboveproperty.com/pdf/Above_Property_Information_Security_Policy.pdf

	Above Property Security Policies, Standards, and Procedures
	1. APS Security Policies, Standards, and Procedures
	2. Security Program Overview
	2.1 Controls and Procedures
	2.2 Information Security Program and Scope
	2.3 Understanding the Policies and Documents
	2.4 Review and Reporting

	3. Corporate Governance
	3.1 Controls and Procedures
	3.1.1 Board of Directors Responsibilities


	4. Policy Management
	4.1 Policy Statements
	4.2 Controls and Procedures
	4.2.1 Policies and Controls Framework
	Structure
	Controls Mapping
	Compliance standards

	4.2.2 Policy Management Process
	Document Structure
	Versioning
	Numbering
	Review and Maintenance of Policies



	5. Security Architecture and Operating Model
	5.1 Policy Statements
	5.2 Controls and Procedures
	5.2.1 APS Security Principles
	(1) Data-centric model; zero-trust architecture
	(2) “Air-Gapped” environments meet short-lived processes
	(3) Least-privilege temporary access
	(4) Immutable builds and deploys
	(5) End-to-end data protection and privacy
	(6) Strong yet flexible user access
	(7) Watch everything, even the watchers
	(8) Centralized and automated operations
	(9) Usable security
	(10) Regulatory compliant and hacker verified

	5.2.2 Security Architecture
	Architecture Diagrams
	Cloud Architecture
	Cloud Native
	Customer Benefits
	Evolution of Cloud Computing


	5.2.3 Metrics, Measurements and Continuous Monitoring
	5.2.4 Quality of Service


	6. Roles, Responsibilities and Training
	6.1 Policy Statements
	6.2 Controls and Procedures
	6.2.1 Assignment of Roles and the Security Committee
	General Responsibilities of the Security Officer
	Workforce Supervision Responsibilities
	Segregation of Duties

	6.2.2 Policy and Compliance Training
	6.2.3 Ongoing Awareness Training


	7. Risk Management
	7.1 Policy Statements
	7.2 Controls and Procedures
	7.2.1 Risk Management Objectives
	Acceptable Risk Levels

	7.2.2 Risk Management Process
	Risk Management Schedule
	Data Protection Impact Assessment (DPIA)

	7.2.3 Risk Assessment and Analysis
	7.2.4 Risk Mitigation and Monitoring
	7.2.5 Cyber Liability Insurance


	8. Compliance Audits and External Communications
	8.1 Policy Statements
	8.2 Controls and Procedures
	8.2.1 Compliance Program Management
	8.2.2 Requesting Audit and Compliance Reports
	External Audits of Information Access and Activity
	Contacts for External Communications Requests

	8.2.3 Continuous Compliance Monitoring


	9. System Audits, Monitoring and Assessments
	9.1 Policy Statements
	9.2 Controls and Procedures
	9.2.1 Types of System Audits
	9.2.2 Security Events Analysis
	9.2.3 Internal/Manual Auditing Activities
	9.2.4 Audit Requests
	9.2.5 Review and Reporting of Audit Findings
	9.2.6 Remediation of Control Deficiencies
	9.2.7 Audit Trails and Application Security Events Logging Standard
	9.2.8 Audit Trail Integrity - Security Controls and Log Retention
	9.2.9 Auditing Customer and Partner Activity
	9.2.10 Auditing and Assessment Tools


	10. HR and Personnel Security
	10.1 Policy Statements
	10.2 Controls and Procedures
	10.3 HR Management and Reporting
	10.3.1 Organization Structure
	10.3.2 Job Functions and Descriptions
	10.3.3 Acceptable Use of End-user Computing
	10.3.4 Employee Onboarding Procedures
	10.3.5 Employee Exiting/Termination Procedures
	10.3.6 Employee Issue Escalation

	10.4 Continuous Education and Skills Development
	10.5 Non-Compliance Investigation and Sanctions
	10.5.1 Compliance Measurement
	10.5.2 Procedures


	11. Access
	11.1 Policy Statements
	11.1.1 Access Control Policy
	11.1.2 Access Authorization and Termination
	11.1.3 Shared Secrets Management
	11.1.4 Privileged Access Management

	11.2 Controls and Procedures
	11.2.1 Standards for Access Provisioning
	Workforce Clearance
	Access Authorization
	Person or Entity Authentication
	Unique User Identification
	Automatic Logon and Logoff

	11.2.2 Password Management
	11.2.3 Single Sign On
	11.2.4 Multi-factor Authentication
	11.2.5 Authentication via passkey
	11.2.6 Role Based Access Control (RBAC)
	11.2.7 Temporary Access to AWS Accounts and Resources
	11.2.8 Remote Access / VPN
	11.2.9 Platform Customer Access to Systems
	11.2.10 Access Establishment, Modification and Termination
	Access Termination

	11.2.11 Access Reviews
	11.2.12 Service Accounts
	11.2.13 Employee Workstation / Endpoints Access and Usage
	11.2.14 Production Access and Secrets Management
	11.2.15 Production Data Access
	11.2.16 Password Reset and other Helpdesk Requests


	12. Facility Access and Physical Security
	12.1 Policy Statements
	12.2 Controls and Procedures
	12.2.1 Physical Security
	Access Requirements Overview
	Building Standards per Location
	Facility Access Control Process
	New Hires
	Separations
	Special Access Requests

	Maintenance & Repairs
	Reporting and Auditing

	12.2.2 Data Center Security
	Clean Desk Policy and Procedures



	13. Asset Inventory Management
	13.1 Policy Statements
	13.2 Controls and Procedures
	13.2.1 Physical Asset Inventory
	13.2.2 Digital Asset Inventory
	13.2.3 Paper Records


	14. Data Management Policy
	14.1 Policy Statements
	14.2 Controls and Procedures
	14.2.1 Data Classification Model
	Definitions and Examples

	14.2.2 Data Handling Requirements Matrix
	14.2.3 Backup and Recovery
	Customer Data
	Source code
	Business records and documents



	15. Data Protection
	15.1 Policy Statements
	15.2 Controls and Procedures
	15.2.1 Data Protection Implementation and Processes
	Customer/Production Data Protection
	Access
	Separation
	Backup and Recovery
	Monitoring

	15.2.2 Protecting Data At Rest
	Encryption of Data at Rest
	Local Disk/Volume Encryption

	15.2.3 Protecting Data In Transit
	Algorithm Requirements
	Signature Algorithms
	Hash Function Requirements
	Key Agreement and Authentication
	Key Generation
	Encryption of Data in Transit
	Special note on email
	Data protection via end-user messaging channels

	15.2.4 Protecting Data In Use
	15.2.5 Encryption Key Management
	15.2.6 Certificate Management
	15.2.7 Data Integrity Protection


	16. Secure Software Development and Product Security
	16.1 Policy Statements
	16.2 Controls and Procedures
	16.2.1 Software Development Process
	Overview
	Secure Development Standards
	Release Strategy

	16.2.2 Source Code Management
	16.2.3 High Level Application Security Requirements
	16.2.4 Secure Design and Application Threat Modeling
	Platform Design and DevOps Security Details

	16.2.5 Access Control of the Application (Identification, Authentication, Authorization, Accounting)
	16.2.6 Penetration Testing
	External Penetration Testing

	16.2.7 Outsourced Software Development
	16.2.8 Production System Monitoring and Paging


	17. Configuration and Change Management
	17.1 Policy Statements
	17.2 Controls and Procedures
	17.2.1 Configuration Management Processes
	17.2.2 Configuration Monitoring and Auditing
	17.2.3 Production Systems Provisioning
	17.2.4 User Endpoint Security Controls and Configuration
	17.2.5 Anti-Virus policy
	17.2.6 Server Hardening Guidelines and Processes
	17.2.7 Configuration and Provisioning of Management Systems
	17.2.8 Configuration and Management of Network Controls
	17.2.9 Provisioning AWS Accounts
	AWS Account Structure / Organization
	Infrastructure-as-Code

	17.2.10 Patch Management Procedures
	17.2.11 Production Deploy / Code Promotion Processes
	17.2.12 Emergency Change


	18. Threat Detection and Prevention
	18.1 Policy Statements
	18.2 Controls and Procedures
	18.2.1 System Malware Protection
	18.2.2 Firewall Protection
	18.2.3 Network Intrusion Detection
	Intrusion Detection for On-Premise Internal Networks
	Intrusion Detection in AWS Cloud Environments

	18.2.4 Host Intrusion Detection
	18.2.5 Web Application Protection
	18.2.6 Centralized Security Information and Event Management
	18.2.7 Threat Intelligence Monitoring


	19. Vulnerability Management
	19.1 Policy Statements
	19.2 Controls and Procedures
	19.2.1 Vulnerability Scanning and Infrastructure Security Testing
	19.2.2 Security Findings Reporting, Tracking and Remediation
	Reporting a finding
	Priority/Severity Ratings and Service Level Agreements
	Resolving a finding
	Closing a finding
	Exceptions



	20. Mobile Device Security and Storage Media Management
	20.1 Policy Statements
	20.2 Controls and Procedures
	20.2.1 Media Disposal Process
	20.2.2 Use of USB Flash Drive and External Storage Device
	20.2.3 Support and Management of BYOD Devices


	21. Business Continuity and Disaster Recovery
	21.1 Policy Statements
	21.2 Controls and Procedures
	21.2.1 BCDR Objectives and Roles
	Objectives
	Line of Succession
	Response Teams and Responsibilities

	21.2.2 General Disaster Recovery Procedures
	Notification and Activation Phase
	Recovery Phase
	Reconstitution Phase

	21.2.3 Testing and Maintenance
	Tabletop Testing
	Simulation and/or Technical Testing

	21.2.4 Work Site Recovery
	21.2.5 Production Environments and Data Recovery


	22. Incident Response
	22.1 Policy Statements
	22.2 Controls and Procedures
	22.2.1 Security Incident Response Team (SIRT)
	22.2.2 Incident Response Plan
	I - Identification and Triage
	II - Containment (Technical)
	III - Eradication (Technical)
	IV - Recovery (Technical)
	V - Post-Incident Analysis (Technical and Non-Technical)
	Periodic Evaluation

	22.2.3 Incident Categories and Playbooks
	Classification
	Severity Levels:
	Response Procedures: Cat 1 – General Incident
	Response Procedures: Cat 2 – Internal Infrastructure Incident Response
	Response Procedures: Cat 3 – Malware outbreak
	Response Procedures: Cat 4 – External web attacks and DoS/DDoS attacks
	Response Procedures: Cat 5 – Social Engineering
	Response Procedures: Cat 6 – Data Leakage
	Response Procedures: Special Cases

	22.2.4 Emergency Operations Mode
	22.2.5 Tabletop Exercise
	22.2.6 Incident Tracking and Records


	23. Breach Investigation and Notification
	23.1 Policy Statements
	23.2 Controls and Procedures
	23.2.1 Breach Investigation Process
	23.2.2 APS Platform Customer Responsibilities
	23.2.3 Sample Letter to Customers in Case of Breach
	23.2.4 List of Contacts for Authorities
	Federal Trade Commission
	Privacy Shield
	GDPR Lead Supervisory Authority (UK) - ICO
	GDPR Lead Supervisory Authority (Ireland) - DPC
	Naples Police Department
	Federal Bureau of Investigation Naples Office



	24. Third Party Security, Vendor Risk Management and Systems/Services Acquisition
	24.1 Policy Statements
	24.2 Controls and Procedures
	24.2.1 Vendor Technology Risk Review
	24.2.2 Vendor Contractual Agreements
	24.2.3 Monitoring Vendor Risks
	24.2.4 Software and Systems Acquisition Process


	25. Privacy and Consent
	25.1 Policy Statements
	25.2 Controls and Procedures
	25.2.1 Privacy Policy
	25.2.2 Notice of Privacy Practice
	25.2.3 Platform Use Terms and Consent


	26. Use of Generative AI
	26.1 Cybersecurity Policy for the use of Generative AI
	26.1.1 Effective Date: March 1 2024
	26.1.2 1.0 Purpose
	26.1.3 2.0 Scope
	26.1.4 3.0 Acceptable Use
	26.1.5 4.0 Access and Security
	26.1.6 5.0 Monitoring and Incident Response
	26.1.7 6.0 Training and Awareness
	26.1.8 8.0 Policy Review


	27. Appendix A. Employee Handbook
	27.1 Employee Handbook and Policy Quick Reference
	27.1.1 Training
	27.1.2 Acceptable use policy for end-user computing
	27.1.3 Your responsibilities for computing devices
	27.1.4 Getting help
	27.1.5 How to report an incident or suspicious activity


	28. Appendix B. Approved Software
	28.1 Approved Software

	29. Appendix C. Approved Vendors
	29.1 Approved Vendors

	30. Appendix D. Key Definitions
	30.1 Key Definitions

	31. Appendix E. Privacy Policy
	31.1 Privacy and Cookie Policy
	31.1.1 Effective: 1 March 2024.
	31.1.2 General Terms
	31.1.3 Data that we collect about you
	31.1.4 Personal data that we collect about you:
	31.1.5 How we collect data about you
	31.1.6 Purposes of processing your data
	31.1.7 Data Retention
	31.1.8 Transfer of data
	31.1.9 Third party external links
	31.1.10 Security measures
	31.1.11 Cookies
	31.1.12 Your GDPR rights (For EU Individuals)
	31.1.13 If you wish to exercise any of your rights under the General Data Protection Regulation:
	31.1.14 Right to make a complaint
	31.1.15 International transfers
	31.1.16 The Data Privacy Framework for EU, UK and Swiss Individual’s Data Transfer to the United States
	31.1.17 Changes to this Privacy Policy


	32. Appendix F. Cookie Policy
	32.1 COOKIE POLICY
	32.2 TECHNOLOGIES WE USE
	32.3 OUR USE OF THESE TECHNOLOGIES
	32.4 YOUR CHOICES
	32.5 CONTACT US

	33. Appendix G. GDPR Data Processing Agreement
	33.1 GDPR Data Processing Agreement/Addendum (“DPA”)
	33.2 Data Protection Addendum
	33.2.1 A. Personal Data Protection
	33.2.2 B. Changes to this Addendum
	33.2.3 C. Third party beneficiary clause
	33.2.4 D. Termination
	33.2.5 E. Precedence

	33.3 Exhibit 1 to Data Protection Addendum
	33.3.1 A. Subject-matter, nature and purpose of the Processing
	33.3.2 B. Duration of the Processing
	33.3.3 C. Categories of Data Subjects
	33.3.4 D. Types of Personal Data


	34. Appendix H. NIST Controls mapping
	34.1 NIST Mappings to APS Policies and Controls

	35. Appendix I. PCI DSS Controls Mapping
	35.1 PCI DSS 3 Requirements Mapped to APS Policies and Controls
	35.2

	36. PCI DSS Program Charter
	36.1 Background
	36.2 Business Need
	36.3 Program Goals and Objectives
	36.4 Program Objectives Statements
	36.5 Success Factors
	36.6 Risks
	36.7 Program Constraints
	36.8 Charter Change Procedures
	36.9 Charter Acceptance

	37. Appendix K. Current PCI DSS AOC
	37.0.1 Current PCI DSS Certification document
	37.1

	38. PCI DSS4 Notes
	38.1 Background
	38.2 Requirement 11.3.1.2
	38.3 Requirements 12.8.4 and 12.8.5
	38.3.1 Our capacity as a TPSP

	38.4 Requirement 12.9.2

	39. Responsible Disclosure Guidelines
	39.1 Rules of Engagement
	39.2 Scope

	40. Appendix N. Complete PDF of this site
	40.0.1 Full PDF


